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Chapterl - Introduction
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1.1 INTRODUCINGIOUNT IMAGE RO

Mount Image Pro is a utilitysed to nount forensicforensicimages or physical devicamder WindowsA
mounted drive can be #n examined in orensicallysoundenvironment

Figurel, Mount Image Pros7

MoufitimagePro

» ‘ Mount Forensic Images
%

Figure2, Mount Image Pro v5 GUI
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Compression Fast
Pagzzword 1
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W
£ > L4 >

Disk xb4 v6.5.0(56), Service Started FileSystem x64 v6.5.0(58), Service Started  DAAPFS\MAC - APFS - Wiki Faces\A

1.1.1 PROGRAM USES

Mount Image Pro is primarily used by computer forensic examiners, investgatad lawyers. It facilitates
fast access to the contentd physicaldisks orforensicforensicimages in a reaebnly environnent without the
need for high end forensic software. Mount Image Pro is commonly tessed

1 Quickly browse the contents of a mowat drive using familiar programs such as Windows Explorer;
1 Run third party programs on mounted drives, including:
o0 Virusscanners, spyware, Trojan and malware ool

0 Stenographyools.

© CopyrightGetData Forensics 2002019, All rights reserved.
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o Keywordindexing tools
o Datarecovery programs

o Otherforensic programshat require disk access

1.1.2 SUPPORTED IMAGE FQHM

Mount Image Pro supports mounting of the following file formats:

il

|l

Access DataADZ,

Apple DMG

EnCase .EO1, Ex01, .| D201
Forensic File Format .AFF
ISO (CD and DVD images)
Microsoft VHD

NUIXMFSO01

ProDiscover

SMART

Unix/Linux DD and RAW images
VMWare

Xways Container File.

1.1.3 PROGRAM FEATURES

Mount Image Prdeatures include:

f
f

Mount as read only or simulate disk writes

Mount the physical drives into Windows disk management

Mount from the command lie.

Mount Logical Evidence Files (LEF) created by EnCase® and FTK.
Mounts NTFS, FAT, B, FAT32 and HFSPFSile systems

Is compatible with third party file system drives such as HPFS, Linul8EEXT2
Works with physical and logical images

Mount images via a networkfrom a central server

© CopyrightGetData Forensics 2002019, All rights reserved.
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1 Create DOS batch files toomnt multiple images
1 Show or hide deleted files
1 Mount files without Windows security permissians

1 Mount RAID devices.

© CopyrightGetData Forensics 2002019, All rights reserved.
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Chapter 2¢ Installation
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2.1 SYSTEMERQUIREMENTS

Administrator: It is recommended to install and use Mount Image Pro as kdalinistrator useior at a
minimum a user account with full administrator rights

Windows UACIt is recommended to use Mount ImageoRwrith Windows User Account Control (UAC)
disabled (or at a minimum set to low).

Hardward OS: Mount Image Praequiresthe following minimum specification

1 Windows XP, 2003, Vista, Win 7, 20@@n § 10, Serve20082016
1 Pentium IV 1.4 GHz or faster processor;

1 1GB RAM;

1 32bitandor 64bit compatible.

SupportsThird party file system driversuch as

T MAC:http://w ww.paragonsoftware.com/home/hfswindows!/;

1 EXThttp://www.paragon-software.com/home/extfswindowspro/.

2.2 DOWNLOAD

The latest versionf Mount Image Prds available for download atww.mountimage.comThe software
requires activation with either:

1 A30day evaluatiorsoftware key
1 A purchaseddftware key;
1 A purchased USB activationrjjle.

SeeChapter 4for more information.

2.3 INSTALLATION

Recommendationgrior to installation:
1 Close therexit anyrunninginstance of Mount Image Pro present in the Windows task bar;
1 Uninstall previous versian

Toinstall Mount Image Pro

1 Itis recommended that Mount Image Pro be installed as Aditriator user(or an account with
administrator privileges) so that disk deivinstallation has thenaximumprivilegeavailable

© CopyrightGetData Forensics 2002019, All rights reserved.
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1 Run the installation fil&orensicExploreSetup.exe(or ForensicExploreEvaluationSetup.exe if you
are installing the80 day evaluation version).

1 Follow the setup instructions.

Figure3: Mount Image Pro installation

ﬁ Setup - Mount Irnage Pro — >
Ready to Install
Setup is now ready to begin installing Mount Image Pro on your computer., g/

Click Install to continue with the installation, or dick Badk if yvou want to review or
change any settings.

Destination location:
C:\Program Files\GetDataMount Image Pro v7

Start Menu folder:
Mount Image Pro w7

Additional tasks:
Additional shortouts:
Create a desktop shartcut
Create a Quick Launch shaortout

1. Follow the setup instructions and confirm the setup summary by clickingngtall button;

© CopyrightGetData Forensics 2002019, All rights reserved.
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Figure4, Finaliz installation

ﬂg Vount
’>\ - '
"
r
/ ( e
Setup has finished installing Mount Image Pro on your
~ \ computer. The application may be launched by selecting the
' S‘z/ - installed shortcuts.

Click Finish to exit Setup.

mage Prc

~ Completing the Mount Image Pro
: ‘ Setup Wizard

2. A successful install will display the following screen. Elitkhto confirm.

3. RunMount Image Prdrom the installed desktop icon:

Figureb, Desktop icon

k-

Mount Image
Prow’?

4. Mount Image Praequires the installation of disk drivers. If prompted with the following message a

system restart is required:

Figure6: Disk driver initialization
Error

| Driver initialization requires you reboot your computer,
" Please reboot your computer to utilize this software.

© CopyrightGetData Forensics 2002019, All rights reserved.



Chapter 2¢ Installation 13 | Page

Upon restart, check that the drives are installed correctyyshown in xx belw:

Figure7, Mount Image Pro drivers

P rta, M AR rn A,

|

<
Disk x4 v6.3.0(32), Service Started FileSystem x64 v6.1.0(22), Service Started

b Y T g i,

5. At the completion of the installation, confirm the drive status in the information bar at the bottom of
the Mount Image Pro GUI.the statusDisk Driver not installedreboot the PC. Ithis message
continues, check user privileges and/or security software that may be blocking driver instadiation
reinstall

2.3.1 SILENT INSTALLATION

Some third party vendors require silent Mount Image Pro installation (i.e. the GUI is nt# tasibe end

user). To execute a silent installation, use the following Command Line options:
"C\DownloadsMIRSetup.exe" /AUTOREG=XXXXXXXXXX /VERYSILENT

Wherethe path points to the setup file and XXXXXXXXXX is replaced by the product activatiely. Ensure
that:

1. az2dzyd LYF3S tNR Aa y20 FtNBIRe& NizyyAy3d 2y GKS

2. Activations are available on the key.

2.3.2 WINDOWS AUTOPLSETTING
When a disk is mouad the Windows Control Panel > AutoPlayptionsdeterminewhether Windows

Explorer is autoratically launchedThis option can be turned off in tiRemovable Drivesptions by selecting
Take No Action

2.4 UNINSTALMOUNTIMAGE PRO

To uningall Mount Image Pro:
1. Unmount all drives.

2. If Mount Image Pro appears in the Windows Task kight click on the task bar icon and select Exit.

© CopyrightGetData Forensics 2002019, All rights reserved.
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3. From Windows > Start > All Programs > Mount Image Pro select the uninstall option; or Use Control
Panel > Uninstl; and follow the installation prompts.

Any remaining folders in the Program Files irlatadn path can be removed manually.

© CopyrightGetData Forensics 2002019, All rights reserved.
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Chapter 3- Purchase
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3.1 PURCHASE

Mount Image Pro is available for purchase online, via purchase order, or via foreitsimreaesellers.

Mount Image Pro is sold withsoftware activation keywhich is provided at the time of purchask software

key ishardware lockedto the computer on which it is used USEactivation donglecan be adéd to the
purchase. The dongle contains its own aatiion key and makes the license transportable from PC to PC. For
more information on activation, se€hapter 4

Forensic Explorer customerRlease note that if yopurchaseForensic Explorefwww.forensicexplorer.com
you will receive a USB activation dongle that contains a keyditr Forensic Exploreand Mount Image Pro

Mount Image Praan be purchased omié athttp://www.mountimage.com

Forensic Explorer with Mount Image Pro can be purchased onlingpat/www.forensicexplorer.com

Purchase Ordersan be placed by Government and Corporate entities by contacting GetData head office:

GetData Pty Ltd

Suite 204, 13A Montgomery Street
Kogarah

New South Wales, 2217

Australia

Ph: +61 2 82086053

Fax: +61 2 9981195
Email:sales@getdata.com

Or by secure post:

GetDataForensic$ty Ltd

P.0.Box 71

Engadine, New South Wales, 2233
Australia

Or via your forensic reseller.

For a list of approved resellers, please contact GetDatas&las@getdata.coror via the contact details
above

© CopyrightGetData Forensics 2002019 All rights reserved.
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3.1.5 PURCHASE MAINTENANCE

A purchase of Mount Image Pimcludes 12 months maintenancgiving access to wates and supportThe
maintenance date is displayed on the Moumtdge Pro splash screen:

Figure8, Mount Image Pro splash screen

MouritimagePro

Mount Forensic Images

Stered To: GetData Pty Ltd

ance Valid To: 04 November, 2015
Loading...
- 4

v6.0.9(1433) [EN]

When themaintenance has expiredMount Image Pro will continue to work, however you may asg the
latest available version prior to the expiration of your mairdace period.

To purchase additional maintenance online:

1. Visit the following web pagevww.mountimage.com

2. Select the optiorio purchase mairgnance renewal;
3. Complete the checkout process.
Mount Image Pro maintem&e & sold in increments of 1 year.

To apply the maintenance update, follow the instructiogmsection4.3.1

© CopyrightGetData Forensics 2002019, All rights reserved.
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4.1 ACTIVATION

Mount Image Praises theéWibu Codemetesoftware protection systemf Mount Image Pro has not been
activated,the following message is displayed:

Figure9, Running Mount Image Pro prior to activation

ra Ty
Information u

| Thetrial period has expired. Enter your activation key
(Help|Activate product)
or purchase at www.mountimage.com

L A

ToactivateMount Image Preither aSoftware Keyreferred to byWibu Codemetet & I W+ A Ndi alzl
USB hardware donglis requied.

A Software keyis hardware locked to the computer on which it is entered. A software key can only be
moved to another computer if it is first deactivated (s&€.3below).

A USB hardware dongleontains its own keyThedongle makeshe keytransportable from PC to PC.
When the dongle is inserted, Mount Image Pro is activated. Whemlongleis removed, Mount Image
Pro returns to evaluation mode.

© CopyrightGetData Forensics 2002019, All rights reserved.
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4.2 SCFTWARE KEYCAIVATION

IMPORTANTInstall and activate Mount Image Pre administrator of the local computer It isSNOTsufficient
to be domain administrator Domain administrators shouldin the installation executable as ttecal
administrator (right click > run as > input local administrator credentials)

To open the softare activation windw, selectHelp > Activate producas shown in the ifrigurel0 below:

Figurel0: Software Activation Window

]

(W Mount I
Eile Options w }
[ Mount.. @ Belp Fl t.« )
& Update U _].'.

Filename by  Ad
Buy Now ?JI

ih o Activate preduct P

Visit Home Page }

1

& About 3

¢

|

e S P T WW"}

4.2.1 ONLINE ETIVATION

If the computer on which Mount Image Pro is to be activatedannected to the internet enter theowftwae
key into the field provided and click Next (as showFRigurell below):

Figurell: Online adivation, 14 day trial version

F '
[l Mount Image Pro v6.09 (1350) - Unactivated Version ﬁ

Activation

@ Online Activation

/ Online activation is an automated process that requires an
b internet connection. No personal information is sent.

() Offline Activation
oo Offline activation is @ manual process which can
& 00 beused ifinternet access is limited.

< Back [ Mext = ] [ Cancel

LS 4

A successful activation message will display the following screen, as sh&iguiiel2 below:

© CopyrightGetData Forensics 2002019, All rights reserved.
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Figurel2: SQuccessfuboftware keyactivation message

[l Mount Image Pro v6.09 (1350) - Unactivated Version @

Activation
Success!

Thanks for activating!
The program is now ready for use,

< Back Cancel

4.2.2 OFFINE ACTIVATION

Where the computer on which thgoftware is being installed is not connected to the internet, a separate
internet connected computer can be used to activate. The activation process involves:

1 Expating a license file from the software;

1 Uploading the license file, together with your purcleaemail address and license key at a web site
(using any internet connected computer);

1 Downloading the validated license file and importing it back into the softw
To activate an offline computer:

1. Click the Offline Activation button and click Next;

© CopyrightGetData Forensics 2002019, All rights reserved.
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Figure 13: Activation wizard

Activation

() Online Activation

Online activation is an automated process that requires an
0 internet connection. No personal information is sent.

Offline activation is a manual process which can
be used if internet access is limited.

<Back |[ Next> | [ cancel

S

2. Click on the Export button to export and save the license file "GetData.GDActRequest":

Figurel4: Offline activation (evaluation version), export of license file
f<¥ ES ™

Activation - Offline

Web Browser Activation
Step 1: Step 2: Step 3:
Upload your license file,
Export your Iicpeinse IZey and email Imp_or tvyour_'new
License File address at the following Activation File
website:

vots | (e

A

3. Using an web towser on any internet connected computer, gotttip://getdata.com/offline-
wibu.phpand enter the required detils:

© CopyrightGetData Forensics 2002019, All rights reserved.
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Figurel5: Offline activation (evaluation version), upload of license file and activation details

GetData s
Software Development Company HOME PRODUCTS DOWNLOAD SUPPORT MY CART W

GetData Product - Manual Activation

What is your purchase Email address?
support@getdata.com

What is the License Key (found in purchase confirmation email)?

82A5-6723-C5A2
Upload your Activati File?
C:\Users\Graham\Downloads\Get Data GDActRequest Browse._.

GetData cure Home | Resellers | About Us | Me

mber Login | Sitemap | Merchandise

Copyright ©® GetData 2012 All Rights Reserved

4. Click the Upload button to send the details to the activation serVee details are validated by the
activation server anthe file "GetData.GDActResponse" is reted to you.

Figurel6, Offline activation (evaluation version), download of license file

GetDats =

Software Development Company HOME PRODUCTS DOWNLOAD SUPPORT

MY CART W

GetData Product - Manual Activation

Your activation response file will begin to automatically download shortly.
Click here to begin the download manually.

GetData - Secure Home | Resellers | About Us | Member Login | Sitemap | Merchandise

Copyright © GetData 2012 All Rights Reserved

Save "GetData.GDActResponse” and take it back to the offline computer on which you will be
activating the software.

Once the "GetData.GDA&Rponse" file is back on the offline computer, click the Import button to
import the file into the softwareThe software is now activated.

To remove a software activation key from a computer:

1. Anlinternet connection is required

2. Downbad and run the GetData License Manager from
http://download.getdata.com/support/LicenseManager.exe

In the left hand column of the License Mayea click @ the "GetData Virtual CmStigk

© CopyrightGetData Forensics 2002019, All rights reserved.
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4. Under the Product list you should see an entryNwunt Image ProClick on ito highlight it

5. Press the "Delete" button. A confirmation message will appear "The LicenseMasagsv going to
communicate withGetData License servers to update your dongle(s)". Click OK to proceed.

¢tKS bH5S06dza3 [23b G0 @gAff NBLRNI GKS aidl Gdzao
When you return to the "Dongles" tabjount ImageProshould no longer appear.

© CopyrightGetData Forensics 2002019, All rights reserved.
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4.3 DONGLEACTIVATION

Mount Image Pras activated using ®Wibu CodemetetUSB hardware donglehich is delivered to your by
courier following your purchase (s€&hapter3 - Purchasefor more information on purchasiniglount Image
Pro).

The dongle contains its own activation key. The dongle makes the license transportable from PC to PC. When
the dongle is inserted, Mount Image Pro is activated. When it is removed, MmagePro returns to
evaluation mode.

The dongléhas a unique identification numbéanscribed on the part of the dongle that is inserted into the USB
port, as shown irfFigurel7 below. Include this number in correspondence with GetData

Figurel7: UniqueWibu Codemetedongle identification number

TheWibu Codemetedongle isdriverlessand requires no special installation.

4.3.1 DONGLBMAINTENANCE

Once a maintenance update has been purchasedpdate maintenancen yourWibu Codemetedongle:

1. On a computer which hdaternet accessinsert yourWibu Codemeterdongleinto a USB port.
Remove any otheWibu Codemetedongles that you mafiave for other products.

2. Run theGetData icenseManagerlocated in the instalt@on folder ofMount Image ProThe default
location is:CA Program FilesGetDatd Mount Image Provx\License Manager.exe

3. The GetData License Manager wétect yourWibu Codemeterdongle, as shown ifrigurel8 below.
The existindMaintenance expiration date is displayed in the Maintenance column:

© CopyrightGetData Forensics 2002019, All rights reserved.
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Figurel8: GetData License Manager

- — N
& GetData License Manager (v1.10(58)) [E=REE

I Dangles Debug Log

Name:
Serial:  2-2298792
Wersion: 1,19

Product Registered To Invoice Expires Maintenance uanti

4. { St #™uint Indage Prd from the product list and press th&DD button

5. IntheAdd Licenseg A Y R2 ¢ = Sigeiis8 NJthBRySu rateived with your renewal order. Press
the Searchkey.

6. Select the renewal frorthe available product list. Then click tAgply button.

7. Return to the main screen of the License Manager. Click the refresh button to display the new
maintenance dat.

For further assistance in applying maintenance updates to faunt Image Pralongle, please contact
support@getdata.confseeAppendix 1- Technical Suppofor full contact details)
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4.4 NETWORK ACTIVATION

The Wibu Codemeter activation system enables you to use your local dongle to activate a remote internet
connected computer:

On thelocal compuer with the Codemeter dongle is inserted run tNetwork Server

1. Download the lates€odeméer Runtime for Windows Usefrom http://www.wibu.com/downloads
usersoftware.html

2. RunCodeMeter WebAdmirby browsing tdhttp://localhost:22350/ConfigServer.html

3. SelectConfiguration > Serveirom the menu, as shown iRigure19 below:

Figurel9, CodeMeter WebAdmin

LJIBU CodeMeter WebAdmin

SYSTEMS

Dashboard Container ~  License Monitoring v  Diagnosis v [JE®eplils]Vg=1uls]sI%

'u- Basic Configuration Server Search List

Server Search List Proxy WebAdmin Backup

—Server Search List
1. 192.168.100.10 o

o add new Server

e add automatic server search

Restore Defaults

4. In theSeverwindow heckRun Network Serer and presghe Apply button.
5. Ensure that the selecteNetwork Port22350 is not blocked by your firewall.
6. Restart the CodeMeter Service.
a. Run theCodeMeter Control Centeby clicking the CodeMeter icon in the Windows Task tray;
b. SelectProcesses > Stop @eMeter Service
c. ThenStart CodeMeter Service
The Wibu CodeMeter Network Server can also be configured using the following registry setting:

HKEY_LOCAL MACHBEFTWARWIBUSYSTEMGodeMetekServekCurrentVersion
IsNetworkServer=1

On theclient computer.
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7. InstallMount Image Pro

8. Browse tohttp://localhost:22350/Configuration.html

Figure20, Wibu CodeMeter Local Host Configuration

WIBU CodeMeter WebAdmin

SYSTEMS

Configuration ~

Dashboard Container v  License Monitoring v Diagnosis v

'n' Basic Configuration Server Search List

Server Search List Proxy WebAdmin Backup

—Server Search List
1. 192.168.100.10

e add new Server

e add automatic server search

Restore Defaults

9. Click theadd button and add the IP addss ofNetwork Serverand pressApply.
10. Start Mount Image Pro. It should detect the remote dongle license and activate.

The client computer can also be configured using the following registry key setting:

HKEY_LOCAL_ MACHBE®E-TWREWIBU
SYSTEMGSodeMetekSeven CurrentVersiohServerSearchLiServerl

Address=192.168.100.10
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Chapter 5¢ Quick Start
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5.1 QUICK START

Write Protect Physial Devices

An accepted principal of computer forensics is théerever possible source data to be analyzed in an
investigation should not be altered by the investigator. If physical media such as a hard drive, USB drive,
camera card etds a potentialsource of evidence, it is recommended that when the media is connected to a
forensics workstation it is done so using a write block device Appendix 2 Write Blockingor more
information.

Virus & Malware

An investigator shdd be aware of the inherent risks of mounting third party data to a forensic workstation.
Appropriate virus and malware protection should be used at all times.

Tomount a forensieimage from the GUI:
1. InstallMount Image PrqseeChapter 2;
2. Activate Mount Image PrgseeChapter 3;
3. To mount an image

a. Inthe top text menu of the GUIekectFile > Mountimage Fileandnavigate toand open
the required image

Figure21, Mount Image file...

Pr

| Eile| Qptions Help
Mount... I . @ﬁw_

IR

Mount Image file.. | 3

i Capacty  Mounted A

Yiew... f
Unmount All ;

1

B Exit b4 ﬂ
Lw\—’v\'w ];
ad U—"‘-'—“i"_\rhﬂ-—'—"—"""“ﬂ-n.!—u"k—"rj

Or;

b. In the button toolbar, clickMount >Add Image then navigate tand open the required
image The image will then be added to tleevice Selectiomvindow. Once addectlick the
Mount button.
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4. In theMount window, select to mount as ®iskor File Systen{described in more detail iEhapter §.
Select the required options and cli€Kto mount.

5. The image will then mount on the Windows File System and will be accessiliéndaws Explcer

© CopyrightGetData Forensics 2002019, All rights reserved.






Chapter6 ¢ Mount Types 35| Page

Chapter6 ¢ Mount Types
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6.1 MOUNT TYPESGSUMMARY

Mount Image Pro offers different mount methods:

1 Disk(with our without Plug and Play);
1 File System

The following table provides a summary of the differences between these mount types:

‘ Mount \Disk File System

Existing Windows security settings apply Yes No
Yes

26 forensicimagelimit (available drivéetters) (No if MIPDisk  |No
Folder is used)

Access entire physical drive with 3rd party tools Yes No

Disk is shown in Windows Disk Management

) : Yes No

(* with PNP option)

Display deleted files No Yes

Display unallocatedlusters as a file No Yes

Display Windows system files (MFT, FAT, VBR etc.) |No Yes

More information about each mount type is provided below
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6.2 DISK

Diskis used tanount aforensicimage and display the physical disk and / or partitions as if the physical drive

were connected to the local computer.

Diskwith Plugand-Playemulates the connection of a physical USB diskéocomputerand adds the disk into
Windows Disk Managemen®Plug-and-Play is used when the investigator needs access to the physkabr
partitions as a Windows managed drive.

TheDiskoption can be used with the following forensinages and devices:

Disk

Forensieémage ofphysical disk Yes
Forensieimage of logical disk Yes
Physical device (e.g. connectd®D) Yes
Logicaforensicimage File ((AD1, .1p No

When using théiskoption existing Windows security permissions inside ftiensicimageare applied in the
mount. Care must be taken to ensure access to all required ttasarecommended that

1 Administrator access is useitd examne amounted image to ensure that maximum féecurity
privilegesare available

1 Be aware that Windows will apply ixiting security schem#o the mounted image

1 Be aware of other Windowfeaturessuch asSymbolic Linksvhich mayaffectthe way data is
displayed

Mount Image Pra/7 supports the mounting oBitLockerencrypted partitionsBitLockeris a full disk
encryption feature included with Windows Vista and latéis designed to protect data by providing
encryption for entire volumes.

To mount a BitLocker drive, follow the Mount Disk instructions. The BitLocker partition will mount under
Microsoft Windows and display the following folder icon:

Figure22, Window BitLocker drive icon

e Local Disk (1]

When clicking on a BitLocker encrypted drive in Windows the following window should appear:
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Figure23, BitLocker password window

BitLocker (1) '

Enter password to unlock this drive.

More options

Youmust haveeither the BitLocker passworar aBitLocker Recovery Ketp be able to access a BitLocker

protected partition (seéttps://support.microsoft. @m/en-au/help/17133/windows8-bitlockerrecovery
keysfrequently-askedquestionsfor more information) .

Enter theBitLocker passworar BitLocker recovery keto display the contents of the drive.
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6.3 FILE SYSTEM

File Systemuses the Mount Image Pro filgystem driver to mount and display the contents of the forensic
image. As Mount Image Pro has control, there is greater flexibility as to the way in which the contents of the
forensicimage is displayed.

TheFileSystenoption is usedo:

il
il

1
1

Override Windowssecurity permissions;

Mount File Systems that Windows does not recognize, e.g. APFS;
Override Windows folder management (symbolic links, hard links etc.);
Group multiple mounted image files under the one folder

Control whether to display Windows systenes§;

Control whethe to display deleted files.

NOTEFile System are mounted as read only (i.e. it is not possible to delete items from the mounted Windows
File System).

The Mount Disk option can be used witte following forersicimages and devices:

File System

Forensieimage ofphysical disk Yes
Forensieémage of logical disk Yes
Physical device (e.g. connectd®D) Yes
Logicaforensicimage File (.ad1, .101) Yes
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Chapter7 - GUI
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7.1 THE MOUNTMAGE PR@UI

Important; It is recommended that Mount Image Pro be runaaninistrator to be certain thatpermissions
enable access to physical devices and image files.

For most users, the mounting and -nmounting of forensiecimages or devices will take place in the Mount
Image Pro GUI (Graphic User Interface).

To gen the Mount Image PraGUL
1 RunMount ImageProWindows Start menyor
1 Double click on thelesktop icon; or
1 If Mount Image pro islaeady running, doule click on the MIP icon in the Windows Task Bar.

The Mount Image Pro GUI is divided into 5 sections showigimre24 below:

Figure24: Mount Image Pro GUI showing mounted images

[ Mount Image Pro v6.09 (1389) - Activated 14 _ - o IEN
File Options Help 2_

a_ﬂount... B_Unmount o @\ﬁeﬂ mi)ptions @gp-date @ Help

Active Mounted AsPnP Sean| | Parameter Value 2

2 Capacity 371 GE
a © - Total Se.. 7788544
= G 3. s T || Cylinders 7605 4.
: MTFS Test Disk Multimfzl 0 bytes Yes TracksP... 32
= [l H: ‘Yes 1 SectorsP... 32
ﬂ MIP-EnCase-+610.025-L...  0bwes Yes BytesPer.. 512

| Acquinn..  04-Jan-13 1:50:47 AM

Systemn .. Dd-dan-13 1:50:47 AM

| Examiner  Graham Henley

Acquiin..  Windows 7

Acquiin..  ADIZT.015

CazeMo  FTK - GetDatadG5D-C

Evidenc... FTK - GetDatadGSD-C
Compres... Fast

Pazzword 0 v

< 5_ >« >

Disk x64 v6.3.0(24), Service Started FileSystem x64 v6.1.0(22), Service Started  E\GH Forensic Images\GetData-4G50-Mixec

1. Title Bar
Shows theMount Image Pro version number and activation status.

2. Text Menu
Gives text menu access to program options, including: Mount; Unmount and Exit.

3. Main Window:
Lists the currently mounted forensic images or devices.

4. Property Window
Lists the properties for the currently selected forensiage in the Main Window;

5. Status Bar
Provides the status of the Mount Image Pro Disk and File System drivers. Provides the path to the
currently selected forensiémagein the Main Window.
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7.2 GUIMOUNT

Tomount a forensieimageusing the GUI:

1. From the top text menu, seleétile>Mount ImageFile, browse to andselect the required image
then proceed tor.2.2below,

2. Or, use the Device Selection window, described in xx below.

The Device Selection window is used to give access to:
1 Local physical devices; or,

1 Forensicimage files that have been previously added to the list.

Figure25: Mount Image Pro Device Selection window

o IEN

Device Selection

Select the image file, or other device to Mount:

Device Label Size FS  Type

EI ----- ﬁ Image Files ~

| i h’ MNIST - 4Dell Latitude CPi.EO1 E:\G... 4.5... File Encasze Ima...

= & My Computer £! AddRAID
E| """ ﬁ Hard Disk 0 WDC ... 695... SATA (SCSI)
E E E: Data 698... NTFS SATA (Win)
E| """ ﬁ Hard Disk 1 WDC ... 695... SATA (SCSI)
E E D Data 698... NTFS SATA (Win)
E| """ E Hard Disk 2 SanDi... 238... SATA (SCSI) e

‘ Mount. .. ‘ ‘ Caricel ‘ ‘

TO SELECT A DEVIOBVMDUNT
Tomount a local device

1. Inthe Device Selection windofghown inFigure25above, expandMy Computerusing the plus icon
andselect the reqgired Hard Disk dogical drive letteland click theMount button.

. TO ADD A FORENSMAGE TO MOUNT
1. Inthe Device Selection windowak on theAdd Imagebutton;

2. Browse to the required image and select Open. The forensageis then addedo and becomes
available in the Device Selection window. Once added, the forémsige will remain in the Device
Selection window for quick reference until it is removed.
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3. Select the required image and click thi®unt button.

7.2.2 MOUNT OPTIONS

TheMount window is then displayed which gives a choice of mount tijaskor File Systenand
configuration options.

Figure26: Mount options window

M Mount: E\..\--- DEMO IMAGES ---\DEMO 7\DEMO 7.E01 >

b aunt A
i) Disk
(®) File System
b aunt Painks:
Location or -
Dirive Letter(s): | Automatic i
Digk Ophionsz:
Fead Only
512
Cache Folder:  |[Ciefault Curent Image Folder] (=
File System Options:
Label | MIP Filesystem Disk |

Include Unallocated Space:
Include Deleted Files:
Include System Files:

Femaove Hidden Attibuites;
Remowve Spstem Attibuites:

k. Cancel

Location orDrive Letters
Automatic:
Mount Image Pro Wl select thenext available drive letter to commence mounting partitions.

Select a drive letter
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The user selects the drive lettef the mount If multiple partitions are to be mounted, the selected
drive letter is the starting drive.

Additional Location or Drive Ltet options are detailed below that are specificiskor FileSystem mounts.

 DISKOPTIONS

Diskis used to mount a forensicnage and display the physical disk and/or partitions as if the physgial d
wasconnected tathe local computer(Seeg Mount TypesChapter &or more information on the difference
between aDiskand aFile Systenmount).

The followingDiskconfiguration options are provided:
Location orDrive Letters(options specific t®isk:
None (Physical Only)

A drive letter will not be allocated. The physical disk only will be mounted. Use this option if a third
party tool need only access the physical disk.

MIPDISK Folddinon-plug-and-play)

The dsk will be mounted into a folder on the existing file system. The folder path is specified in the
registry key:

ComputeYHKEY_CURRENT_\Seftward GetDataMount Image Prav7AConfiguration
Access Mode

When using thdiskoption (a partition within the image), it is possible to setthd OO0S &0 a2 RS
either:

Read Only:

The partition is mounted as a read only drive where no changes to the mounted drive letter are
possible. For example, if a user attempts to deleted a file oroanted drive letter the Windows
operating system will return a message the at the drive is ay;

Write to Null:

All disk writes are droppedVindows caches changes made to the mounted drive. For example, if a user
deletes a file in the mounted imagghe file is deleted from the mounted drive. Note that it is NOT
possible to change the conteof the image file. When the image is remounted, all files will be re
displayed.

Write to Cache:
SeeCache Foldebelow.
Sector Size
The sector size of the image can be adjusted for certain image types, e.g. DD, 1SO.

Plugand-Play
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Plugand-Play emulates the connection of a physical USB disk to the compitedows is responsible
for the managemenof the mounted image. One advantage is that the disk is addétlitmlows Disk
Managementgiving the investigator access to the physical disk at a system level

Important considerations when using Pluand-Play

Display of hidden and system partitions

When Plugand-Play $ used Windows may not displhiddenor system partitionsin the example
below the forensidmagel1406JT03.E04f a Windows 8 computer is first mounted using Péumg-Play
and then mounted agaiwithout:

m Mount Image Pro v6.09 (1391) - Activated - o
Eile Options Help

@Mﬂunt... B_ Unmount - @\ﬁe‘w ‘i‘ Options @gpdate a Help

Filename Capacity  Mounted As Parti... A... MountPaint File System

= E T40BJTOZEM 298.09... Digk [PNP) WAPHYSICALDRIVES
& JTHIF) 27E.E4 ... 4 F: Windows Basic data
& LocalDisk () 900.0 MB 2 Windows Fecovery
& LocalDisk () 350.0 MB 5 Wwindows Fecovery
& LocalDisk () 20,01 GB B Wwindows Fecovery
& LocalDisk () 100.0 MB 1 EFI System partition
& LocalDisk () 128.0MB 3 Wwindowsk SR

E 1406JT03.E01 298.09.. Disk WAPHYSICALDRIVES :
& SYSTEM [G:) 100.0 MB 1 G: EFI System partition ;
& Recovery (H:) 900.0 MB 2 H: windows Recovery
& Local Digk (1) 128.0MB 3 I: wiindowsMSH

- L] 4 : Windows Basic data

& Local Digk [K:) 350.0 MB 5 Windows Recovery
& Restore L) 20.01 GB B L: Windows Recovery

£ >

Disk x64 v6.3.0(24), Service Started FileSystem x64 v6.1.0(22), Service Started  E\GH Forensic Images\Customer Image

The Plugand-Play mount alloatesF\ drive todata partition. Additional Windows Recovery and system
partitions are shown in the GUI but are not allocated drive lett&he NorPlugand-Play mount
allocates J:drive to data partition and ab allocates G:, H:, I;, K:, L: to the tidws Recovery and
system patrtitions.

Disk Signature Collisions

Adisk signature isdfourd 8 1S ARSYGAFTFASNI 2¥F¥aSG nEm.y Ay | RA&L1Q
the first sector of a disRVindows uses disk signatures internally to map objekesvolumes to their

underlying disks and starting with Windows Vista, Windows uses disk signatures in its Boot

Configuration Database (BCD), which is where it stores the information the boot preseesto find

0220 FAESaQlryR aSairay3as

A Disk Signature Collision means tNadunt Image Pro will not PNP moutfite same disk twice.

G2AyYyR26a NBldzANBa GKS aA3ayl G§dz2NBa (2 0 Sreegyahttj dzS> a2
one already attached, Windows keepsthedisfk a2 FFf Ay Sé Y2RS | yR R2SayQd N
Y2dzyi AG&a @2ftdzySae¢ o ¢CKS az2fdziAzy RSAONAOGSR RSO AT
(http://blogs.technet.com/b/markrussinovich/archive/2011/11/08/3463572.a90% to use Windows

5Aa1 al ylodidmnéy dpiba to generate a new random disk signature (note that the image

cannot be mountedead-only for this method to be used).

Cache Folder
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Thecache folder hold the location of the cache file. The default cache folder is the same path as the
current image file. The cache path can be modified. dureent value is stored in the registry key:

ComputekHKEY_CRRENT_USEBoftware GetData Mount Image Pro
v7\ Configurdion\ DefaultCacheDir

Acache file igreatedwhen theAccess Mode > Write to Caclmeenu option is selectedlhecache file

is namedlmage Name].gdcaché cache file stores any writes to the mounteik so that the
mounted disk operates as an autonomdread/Write disk. Any changes to the disk (e.qg. file deletes)
will be maintained in the cache file.

IMPORTANTIf a disk is remounted and has an existing cache file from a previous mount, the new
mount will reflect the changes made in the previous mountrédset the disk to its original state,
unmount the image, delete the cache file, and mount again.

FILE SYSTEDPTIONS

File Systemdzd S& a 2 dzy (i L W¥rived t5 digplyRh@ donténtof thivrensicimage.File System are
always mounted as read onl{Seec Mount TypesChapter &or more information on the difference between
aDiskand aFile Systenmount).

Location or Drive Lettergoptions specific t®isk:

The user selects the drive letter thfe mount. If a previou§ile Systenmas been mounted, the user can
select arExistingdrive and mount additionadFile Systemto it. Using this technique, a Filesystem
mount is not limited by the number of drive letters available on the forensic workstat

Label
This optionsets the Windows label for the mounted disk. The default lab&las [File Systen® A a { € ©
IncludeUnallocated Files

This option ontrols whether unallocated spaceaslded to the mounted imagéf checked, unallocated
space is added as files, including a file for

1 Unallocated clusters
9 Lost OS clusters
Include Deleted Files

This option controls whether deleted files are added to the mounted image (Deleted files are those that
have a valid file stem record, e.g. a MFT record, that marks the file as deleted). Deleted files are
shown in the mounted image in Windows Explorer witto 5 S¢S 4 SR8y RSR G2 (GKS FTAftS

Show System Files
This option ontrols whether system files aiiacluded in the munted image System Files include:
1 Orphaned:Orphans are deleted folders and files for which the original parent folder is unknown.

T NTFS Volume Boot Record.
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Remove Hidden Attribute§Recommended)

Checking this option removes the Windows hiddegtibute from mounted files so that they are
visible under Windows.

Remove System AttributesRecommended)

Checking this option removes the Windows system attribute from mounted files so that they are
visible under Windows.

ClickOKto mount the image odevice.

7.2.3 MOUNTED IMAGES ANCEVDICES

Mounted devices or images are then displayed in the Mount Image Prd/&@idIWindow as shown irrigure
27 below:

Figure27: Mount Image Pro GUI showingrBounted image files

i

rd

W Mount Image Pro v,
?

File Options Help ;}
a_ Mount... B_ Unmount - @ View... ﬁ Options @ Update @- ﬂf
Filename Capacity Active Mounted As PnP SEQP:
- B NIST - 4Dell Latitude CPLEQT 454 GB Yes 2 %
- E R 45368 Yes !
= B toshiba 55gb.E0T 55.71 GE Yes 21 p
M G 55.71 GB Yes i
= [l H: Yes 13

e L0 0.EME-GetD atadGS0-CL0T O bytes

M e e, Y T T L e T e

The mounted drives will now be available on the local File Sy$éght click on the image and selé&otplore
from the menu to quickly access the image contents in Windows Explorer.

Figure28: Windows Expleer showingthe 3 mounted image filedisted in Figure27 above

I Local Disk (F:)
= 53430300002 (G
A e MIP Filesystern Disk (H:)
4 . L01-EME-GetDatadG5D-C.LOT
[ g8 C

7.3 GUI UNMOUNT

To unmountfrom the GUI:

1 Right click on thelevice orimage and seleddnmountor Unmount Allfrom the drop down menu; or;
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1 Click theUnmounticon and selecnmountor Unmount Allfrom the drop down menu.

When Mount Image Pro is exited, all existing mountsuarmmounted

7.4 GUI VIEW

TheView button in the toolbar enables the addition of the devioeimage to the Mount Image Pro GUI
without mounting the image.This option is used to view the properties of the device or image in the GUI.

(B, view-

Useunmountto remove aviewed image from the GUI.

7.5 GUI OPTIONS

To set GUI options, clickhdhe Optionsbutton in the toolbar:

ﬁ Options

Figure29: Mount Image Pro Options window

Options
General |

b ounting

|:| Auta mount an progran gtark

Pozition And Sizez

[ ] 5tay on top

Remember position and zize of program window,

Logging
[ ] Active FileM arne: | | |

] 4 | | Cancel |

Auto mounton program start:

When this option is selected Mount Image Pro will attempt to remount the currently mounted
devices or images when Mount Image Pro is next started.

The following Mount Image Pro exit confirmation message is displayed when this option is active:
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Figure30: Exit confirmation messageMount on start

Confirm

o All mounted drives will be unmounted.

The drives will be remounted on program start
(as per Options settings).
Would you like to continue ¥

Stay on top

This option forces the Mount Image Pro GUI to stay at the top of all other onscreen windows.
Remember position and size of program window:

Preserves the current size and ptish of the GUI for next launch.
Logging

Generates a lg to the specified file.
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Chapter 8 Non Windowslmages
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8.1 MOUNT MACHF3APFS

Two different nethods are sed to mount a MAC drive on a Windows computer:
1. File Systenusing the Mount Image Pro HFS driver (recommended);
2. Diskwith a third party file system drivénstalled on the forensic workstation.

More information is provided below.

To mount using th&lount Image Pro MAC HFS file system driver
1. Follow the mount instructions in sectich2above Inthe mount Options window seleétile System

2. The MAC partitions wile available undertte MIP Filesystem Diskas shown irrigure31 below.

Figure31: Mount File System for a MAC HFS drive

Mount Image Pro v6.09 (1393) - Activated = B
File Options Help

&Hﬂuni_ B_Unmnunt . @m_ (7] options @L’pﬂaﬁ! ) Help

Filename Capacity  Mounted As Partition  Mount Point Location {(Bytes)
- [l MIP Filespstem Disk [F:] FileSystem F:
L B MAC-Laptop-PD-C-FTE.EDT  297.98 AMAC-Laptop-PD-CFTE...

£ >
Disk x64 v6.3.0(23), Service Started FileSystemn x64 v6.1.0(22), Service Started  E\GH Forensic Images\Customer Images\l

View theMACfilesin Windows Explorer:

Figure32: Windows Explorer showing a MAC drive mounted as a File System

= MIP Filesystem Disk (F:) *  Mame
1. MAC-Laptop-PD-C-FTK.ED1
. Customer (EFl 2)
. EFl system partition (EFI 1) [EFI]

}u Customer (EFl 2}
. EFl systern partition (EFI 1) [EFI]

Zitems  1item selected == (=
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8.1.2 MAC-DISK¢ THIRD PARTY FIEBESTEM DRIVER

If third party MACTile system driver is used, tHeXTFS Windows Pdriver fromParagon Softwares

recommended lfttp://www.paragon-software.com/home/hfswindows/).

To mount and display files usinghard party file system driver
1. Ensure that the MAC third party driver is installed and running;

2. Follow the maint instructions in sectioii.2above In the mount Options window seleBliskwithout
plug and play

Figure33: MAC dries mounted a®Disk

m Mount Image Pro v6.09 (1393) - Activated - o
File Options Help

@_Mﬂunt... B_ Unmount - @\\.ﬁew | Options @gpdate a Help

Filename Capacity  Mounted As Partiton  Mount Point Location (Bytes)
E MAC-Laptop-PD-C-FTE.EDT 145.05 ... Disk MWAPHYSICALDRIVES

& EFF) 200.0 MB 1 F: 20480

& Macintosh HD (5] 14873 .. 2 G: 209735630

£ >
Disk x64 v6.3.0{23), Service Started FileSystem x64 v6.1.0(22), Service Started

The third party driver will detct and display the MAC file system:

Figure34: MacDrive displaying the contents of a MAC driléskmount

M Mount Image Pro v6.09 (1400) - Activated = B
Eile QOptions Help

@Mﬂunt... B_Unmount - @\\ﬁew EOptinns @gpdate a Help

Filename Capadity Mounted As  Partiton  Mount Point File System
= MAC-Laptop-PD-C-FTE.EDT  14905GE  Disk WAPHYSICALDRIVES
& EFl(G) 2000 MB 1 G: EFI System partition
& Macintozh HD [H:) 14873 GE 2 H: Apple HFS+
£ >

Disk x64 vB6.3.0(25), Service Started FileSystem x64 v6.1.0(22), Service Started
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Chapter9 ¢ DDImages
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9.1 MOUNT DDFORENSHMAGES

A single RAW or Dibrensicimagecan be mounted normally using the GUI or Command Line interface.

A segmented RAW or Obrensicimages ending with the extensions .001, .002, .003 etc. can be mounted
normally using the GUI or Command Line integfac

9.1.1 MOUNTA SEGMENTED OMAGE USING A BERIPTOR FILE

If the image segments do NOT have .001, .0023 etc. extensions, follow these instructions:

Creating a Descriptor File

The descriptor file is a text file that contains a list of all fasensicimages that make up the complete image
set. The file extension of the descriptor file should always be '.RAW', even though it is a text file. Inside the text
file are the ordered list of the file names of the individual files that make up the entire image.

How to Create Your Descriptor File

A descrptor file is a plain text file which simply ligterensicimagenames. Blank lines and leading/trailing
blanks are allowed and lines starting with # are ignored as comment lines. Any combination of Carriage Return
and Line Feed are allowed as new linardékrs.

Relative paths in a descriptor file are resolved first from the current directory, then from the descriptor file's
location.

If the size of the describefdrensicimageis not a multiple of 512, the capagiof the file is rounded down to a
multiple of 512 and exceeding area is not used. E.g. if a file is 5200 bytes, it is treated as a 5120 byte file:

Example of a Descriptor File:

# Thisis a comment line
imageOl.dat
image02.dat
image03.dat

This file shouldbe saved as "descriptdile.raw". The fie can be saved in any location on your drive. Make sure
it contains a valid path to the location of the image segmentsnThe Mount Image Pro and select the
descriptor file as the file to mount.

© CopyrightGetData Forensics 2002019, All rights reserved.



Chapter 10 ¢ RAID 59| Page

Chapter D ¢ RAID
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10.1 RAID- INTRODUCTION

Mount Image Prasupports the analysis of the following types of RAID:
JBOD

JBODQJust a Bunchf Disks) is a term to describe the grouping of exiizkd drives into one larger useful drive.
For example, a JBOD could combine 3 GB, 15 GB, 5.5 GB, and 12 GB drives into a logical drive at 35.5 GB, which
is often moe useful than the idividual drives separately.

RAID 0

A RAID 0 (also known as a stripe set or striped volume) splits data evenly across two or more disks (striped)
with no parity information for redundancy. It is important to note that RAID 0 was nobobtige original RAID

levels and provides no data redundancy. RAID 0 is normally used to increase performance, although it can also
be used as a way to create a small number of lakigks out of a large number of small physical ones.

A RAID 0 can be creakevith disks of di#ring sizes, but the storage space added to the array by each disk is
limited to the size of the smallest disk. For example, if a 120 GB disk is striped together with a 100 GB disk, the
size of the array will be 200 GB.

RAID 1

RAID 1 ia mirrored set withparity. Typically, it consists of two physical drives, one being an exact copy of the
other. The RAID Array continues to operate so long as at least one drive is functioning. Using RAID 1 with a
separate controller for each disk is setimes calledduplexng.

RAID 5

A RAID 5 uses bloelevel striping with parity data distributed across all member disks. Distributed parity
means that if a single drive fails the array is not destroyed. Upon a drive failure, any subsequent drive reads
can be calculated fronthe distributed parity of the functioning drives. A single drive failure in the set will
result in reduced performance of the entire set until the failed drive has been replaced and rebuilt.

10.2 PREPARATION

When dealing with RAID drivegre should be takem the forensic acquisition phase to document as much
information as possible as to the RAID configuration.

Successful RAID setupNfount Image Pravill be assisted by knowledge of the following:

1 Isita hardware or software RAID? (A hardware RAID uhslgseparate RAID controller card);

1 Whatis the RAID format, JBOD, RAID 0, 1, 5, other? (Are the drives in the raid identical in size and

capacity? This information may be obtained from the sgstidminigrator or setup documentation).

1 Whatis the RAIBtripe size? (this information may be determined from the R&dbtroller)

1 How many physical disks make up the RAID?
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1 What is the sequence of the physical disks in the RAID? (Noting or photoge#tb controller

port numbers may asgiso determine drive sequence).
1 Isthe RAID complete and functioning? Are there missing drives?

10.3 MOUNTINGA RAID

A RAID can be constructed and added/tmunt Image Prasing:

1. Physical disks (Note: When using physiisis a hardware write blocking device is recommenaed t

preserve forensic integrity);
2. Forensid-orensieimagss; or,
3. A combination of both physical disks and forerisiensicimages.

To add a RAID drive to a case:

1. Clickthe buttonto add a device tdhe current case.

, S : ¢ Add RAID .
2. Inthe Device Selection window, click on t E button. This opens the RAID

configuration window.

10.3.1 HARDWARRAID, KNOWN ONFIGURATION:

Enter the RAID configuration information:
RAID Configuration

Raid 5 Options
RAID Name: User RAID

First Checksum Device: 2 |

Type: [Hardware - ]

Checksum rotation direction: Left =
Format:  [RAID 5 (Striping with Redundancy)

Uses Asynchronous checksum rotation
Stripe size: 64 [k kB O L

and follow the instructions to addral test the RAID:

éHARDWARE RAID, UNRMNXD CONFIGURATION:

If youdo NOT know the parameters of your hardware RAID dkiAent Image Prawill attempt to
identify the way in which the RAID was configured. To do this:

1. Setthe RAID type tdhardware";

2. Add the drives (offorensicimages) in the correct sequenceor, if thecorrect sequence is

unknown, add them in the order that is believe te lmost correct;
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3. Click on the Find Layout button to find a suggested configuration. A suggested configuration is

indicated by agreen ticknext to each added drive.

Important:

A sugegsted configuration is based on the information available from the drives. However, due to the
complexity of a RAID structure, there may be more than one configuration that returngsui. A suggeste
configuration should be tested by adding the imagehe case to determine if individual files can be acces
and previewed.

If Find Layout did not return a suggested configuration, or,
The suggested configuration did not result in a successful recovery;

If the Find Layout button did not return gregicks for each added drive, or the continued recovery from a
suggested configration did not work, try the following:

click on the "Probable Solutions” tab to view suggested configurations for the RAID;
change the "stripe size", RAID Options and dreguence as suggested;

click the "Test Layout" button to test the modified canfration;

add the RAID drive to the case.

rpondPE

10.3.2 SOFTWARE RAID

If it is a software RAID:

1. Setthe "Type" of RAID to "software".

2. Press to confirm a valid softwar RAID. A valid software RAID will show with green

ticks on the added drives (dorensicimages):

Raid Segments | Probable Solutions | Event Lu:ug|

Mame # Size
(Zﬁ- S0 -ChlzershGrahamiDesktophBAIDAVSW_0 b 0O F4R3GE
(Zﬁ- S0 -CAlzershGrahamiDeskiophBAIDASW 0 a0 1 F4R3GE

10.3.3 ONCETHE ORRECT RALAYOUTISIDENTIFIED

Once the correct RAID layout has been identified, €ikko add the configured RBIdrive to the Device
Seletion window.
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: EI ﬁ' My Computer

E Hard Disk 1:  {no label}

------ = Raid Data

I % 2 5S5eqgs Ilzer BalD

gt sl S e b A

Select the RAID drivand clickOKto add the drive to the case.

Once the RAID drive is added, select and preview individual files to ensure that the RAID drive is correctly
configured and access to all files iretRAID has been achieved.
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Chapter 11¢ Network Devies
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11.1 MOUNT AREMOTENETWORK DEVICE

Mount image Prchas the capability tanount remote device across a network using
the UDP protocol (User Datagram Protocol is one of the core members of the Internet
Protocol Suite).

To mount a network device:

1. Run theGetDataNetworkServer.exen the remote compute(this file is located in the Mount Image
Pro installation folder). The folldng screen appears;

GetData UDP Network Server ﬂ

Server
Server IP: 192.168.245.1
Server port: 99949

Server Status: Waiting

Version: v6.0.9(1367)
Ready

Close

2. ¢KS aSNIWSNJI SYyiSNRBR dagl AGAWMABtimEERRS T2N 6KS O02yySOiaA

Note: It may be necessary to configure firewall settings on the remote compuatenable remote
access to the GetData UDP Network Server.

3. Inthe Device Seléon window, click on the Network buttoto open theRemote Server Connection
Settingswindow:
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Figure35: Network Mount- Remote Server Connection Settjs

Server IP Address:

Enter the IP address of the remote computerdisplayed irthe Server IP filed of the GetData UDP
Network Server.

Port:

Ensure the Port number uses the same port as the GetData
UDP Network Server.

4. Click the Connect button taiew the available physical and logical devices orréimeote computer.
Select the required device and click OKe selected device should now appear under the Networked
section of the Devic8election window, as showrelow:
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