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QUICK START GUIDE

This quiclstart guide gives a brief introduction to Forensic Explorer. More detailed information is available
from:

User Guide PorensicExplorer User Guide.en.pfilsin the installation folder
CA\Program FilessetDatAForensic Explorer4d

Online: http://www.forensicexplorer.com/support.php

By Phoneor emait USA: +1.844.300.0552 (Pacific Timegupport@getdata.com

WIBU CODEMETER ACATVON DONGLE

A Wibu CodMeter USB activation dongle is shipped with a Forensic Explorer purchase. Each dongle is
uniquely identified by a serial number stamped on the USB insert. It contains an activation:key for

1 Forensic Explorer

1 Mount Image Prghttp://www.mountimage.conj;

1 Forensic Image Convertdrt{p://www.forensicexplorer.com/forensiémageconverter.php.

Important: The dongle is for activation purpasenly and cannot be used for USB storage.

SYSTEM REQUIREMENTS

Forensic Explorer and Mount Image Pro are optimized for an Intel® Core i7 with 16GB-&taic Explorer
is a64bit application which will run Windows 7, 8, 8.1 or 10. Forensic Exploretdsbeuwun with local
administrator permissions where possib{€ontactsupport@getdata.conif a 32bit version is required).

DOWNLOAD

Forensic Explorer: The latest version of Forensic Explorer is available famétmad at:
http://www.forensicexplorer.com/download.phpCustomers should download and
install theFull Version Dongle Only

Mount Image Pro: Mount Image Prasrequired for Live BootThe latesversion of Mount Image Pro is
available for download atittp://www.mountimage.com

Virtualization Software: Oracle VirtualBoXrecommended) is free and is available for download at
https://www.virtualbox.org

Or;

VMWare WorkstationProis commercial software available for purchase and
ddownloadat: https://my.vmware.com/web/vmware/downloadsVvMWare Player
(free for non-commercial use) may also be used, but has limited functionality (i.e.
multiple disks cannot be added to a Live Boot session).

Important: VMWare must be activated at the program splash screen on first run.

CopyrightGetData Forensics Pty Ltd 2012D18 All rights reserved.
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INSTALLATION

It is recommended that ForeitsExplorer and Mount Image Pro be installed and run Veitial administrator
user rights Run the setup files and follow the installatimstructions.To setForensic Explorer and Mount
Image Pro taun as administrator, right click on the desktop icamsl selectProperties>Compatibility >Run
this program as an administrator

Important: Mount Image Pranstallstwo system driversvhichrequire a reboot othe forensic workstation.
Once installed, run Mount Image Pro and check that the driver stattleiinformation bar at the bottom of
the GUIL.

FORENSIC EXPLORERDMOE OVERVIEW

Forensic Explorer is made up of modules which are access via tabs at the top of the program GUI. Each module
contains a toolbar where analysis functions are launched. Wihirodule, right click in a data view window to
access a drop down menu of available options relevant to that window.

1.1.1 EVIDENCE MODULE

The Evidencenodule is the default window that appears when Forensic Explorer is run. The Evidedake
is where acaseis created, opened or previewed and evidence is added. Evidence can be added in the form of a
physical device, a forensic image or individual files.

To add a forensic image, select thdd Imagebutton. When evidence is added, ti#/idence Processor
window enables the investigator to select and run automated processing tasks. This incllidageawhich
sends registry files to the Registry module, automatically bookmarks items of interest and uses this
information to populate theTriage reportin the Reports module.

For more information on the Evidence module &eapter 100f the Forensic Explorer User Guide.

1.1.2 FILE SYSTEM MODULE

TheFile System modulis typically wherenostthe forensic analysis will be condad. Use thebranch plate

filtering, highlightand sorting functions to navigate around the filesystem. Use the varidats views such as
gallery, text, hex and display to examine file content. The toolbar menu gives access to programs that assist
with automated analysis, including tasks such as folder recovery, file carving, file signature analysis, skin tone
analysis and more.

For more information on thé&ile System moduleeeChapter 11of the Forensic Expter User Guide.

1.1.3 KEYWORD SEARCH

The Keyword Search module allows a-dewel search across raw case dataueer created search

expressions. Keywords can be simple text words or more complex search formulas such as Regular Expression
(RegEXx), and hagtedmal values. Use€CTRL+KXom any module to add a new keyword, or import lists of

keywords from the Keyword module, Keyword Management toolbar button.

For more information on the Keyword Search module Geapter 13of the Forensic Explorer User Guide.
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1.1.4 INDEX SEARCH

The Index Search module uses dTSearch indexing technology to creatéime keyword searchable index.
The index can also be exported and used as a dictionary to break passwords.

For more informatin on the Index Search module s€bapter 14of the Forensic Explorer User Guide.

1.1.5 EMAIL MODULE

The email module supports the analysis of Microsoft .PST files. PST files can be passed into thedtaail
by right clicking on a selected file and using Bend toModule > Emaibption.

For more information on the Email module s€bapter 15of the Forensic Explorer User Guide.

1.1.6 REGISTRY MODULE

The Registry module is uséo expand and examine Windows registry files. A Windows registry can contain a
great deal of information that can be of value to the forensic investigator, including computer and user
information. The toolbar buttons automate the process of extractingedfom relevant keys

For more information on the Registry module sg@leapter 16of the Forensic Explorer User Guide.

1.1.7 BOOKMARKS MODULE

Bookmarks are used to identify items of interest. Forensic Explorer enalbhest any item (e.g. file, folder,
keyword, search hit, etc.), or a selection from an item (e.g. a fragment of text from a file or unallocated
clusters), to be bookmarkedlo create a bookmark, select the item of interegght click > add bookmark,
choose a folder where it will be saved within the Bookmark module and include any comments associated to
it.

Important: Forensic Explorer Reports are generated from Bookmarked items.

For more information on the Bookmarks module &®apter 170f the Forensic Explorer User Guide.

1.1.8 REPORTS

Reports are generated from bookmarked items. The Report Editor is used to design a report and populate it
with data from the specified bookmark folders. Reports can be saved adataagor use in future

investigations. Default templates, such as the Triage report, are provided with Forensic Explorer for fast access
by the investigator. Any report component can be easily maseeditedfrom one report to another.

Hyperlinks can bassociated to a file of interest within a report, with the actual file being exported when it is
finalized and created. Reports can be exported as DOC, RTF, PDF, and HTML formats.

For more information on the Reports module sebapter B of the Forensic Explorer User Guide.
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1.1.9 SCRIPTS

Forensic Exploresits on top of éDelphiscripting language. Scripts are written and run in the scripts module,
or launched in other modules via toolbar buttons or by other scripts.

For more information on the Scripts module sebapter 19%f the Forensic Explorer User Guide.

LIVE BOOT

Forensic Explordrive Bootenables an investigator to boot a forensic image or wpitetected physical ard
drive containing a Windowd.inux or MA©®perating System.

To Live Booyou need the following software installed

1. Mount Image Pro version @11Pv6). A Forensic Explorer dongle comes with a license of MIPv6. MIPv6
can be downloaded frormww.mountimage.com

2. VMWare Workstatioror VMware Playetttps://my.vmware.com/web/vmware/downloadqPlayer
is free for noncommercial use. Player does not support #dlition of additional disks within the
virtual machine);

OR

Oracle Virtual Bohttps://www. virtualboxorg (RecommendedLive Boot of MAC will work only
with VirtualBox).

Ensure that the forensic image fileas image of bootable file system (Window&NIXor MAQ and that it
contains a Master Boot Records (booting of logical volumes is not currently supported).

Click the Live Boot button in théle System modulend follow the onscreen instructions.

For nore information on Live Boot seghapter 28f the Forensic Explorer User Guide.
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1.1 INTRODUCING FORENENXPLORER

Forensic Explordés a computer forensicsoftwareprogramwritten by GetDataorensics Pty Ltd
(www.forensicexplorer.com Forensic Explorer is a tool for th@alysis and presentation of electronic
evidence. Primary users of thsoftware are those involved in civil or criminal investigations

Forensic Explorer combines a flerilgiraphic user interface (GUI) with advanced sorting, filtesegrching,
previewing and scripting technology. It enables investigators to:

1 Access and examine all available data, including hidden and system files, deleted files, file and disk
slack and nallocated clusters;

1 Automate complex investigational tasks;
1 Document a case and@duce detailed reports; and,

1 Provideother parties with a simple to use tdoo easily review evidence.

1.2 SUPPORTED FILE FORMA

Forensic Exploresupports theacquisitionof the following file formats:
1 DD or RAW,
1 EnCase .E01;
1 Forensic File Format .AFF

Forensics Explorer supports thaalysisof the following file formats

Type Extension

Apple DMG .DMG

DD or RAW .DD, .BIN, .RAW
EnCase® .EO01, .Ex01, .LO1, .Lx01
Forensic Fél Format AFF

FTK® .EQ01, .AD1

ISO 1SO
Macquisition .00001
Microsoft VHD .VHD

NUIX .MFS
ProDiscover® .EVE
Safeback® v2 .001

SMART .S01

VMWare® .VMD, .VMDK
Xways Container .CTR

1.3 SUPPORTED FILE SYMS E

Forensic Explorer supports analysis of:

1 Windows FAT12/16/32exFAT, NTFS,
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1 Macintosh HFS, HF$¥o journal processing)
1 EXT 2/3/4 (no journal processing)
1 CD/DVD ISO, UDF

1 Hardware and Software RAID: JBOD, RAID 0, RAID 5

1.4 KEYPROGRAMEATURES

Key Forensic Explorer features include:

Fully Customizable Imrface: The forensic explorer interface has been designed for flexiti¥gg, drop and
detach windows for a customizedodule Save and loashoduleconfigurations to suit investigative needs.

International Language SupporEorensic Explorer supportildode. Investigatorsan search and view data
in native language format.

Complete [ta AccessAccess all areas of physical or imaged media at a file, telxexdevel. View and
analyze system files, file and didlck, swap files, pririles, boot records, partitions, file allocation tables,
unallocatedclusters, etc.

Powerful PascalScripting languageAutomate analysis using a provided script library, or write your own
analysis scripts.

Fully ThreadedRun different analysis functions in separategéds.
Data ViewsPowerful data views including:

9 File List Sort and multi sort files by attribute, including, extension, signature, hash, path and created,
accessed and modified dates.

I Category ViewsShow files by extension, date etc.

9 Disk Navigate adisk and its structure via a graphical view. Zoom in and out to graphically map disk
usage.

1 Gallery. Thumbnail photos and image files.
1 Display:Display more than 300 file types. Zoom, rotate, copy, search.
1 Filesystem RecorcEasily access and interpret F&id NTFS records.

1 TextandHexadecimal Access and analg data at a text ohexadecimallevel Automatically decode
values with thedata inspector

1 File Extent Quickly locate files on disk with start and end sector runs.

1 Byte Plotand Character Distribtion: Examine individual files usiyte Plotgraphs and ASCII
Character Distribution

1 File Metadata Examine metadata properties within files.
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RAID SupportWork with physical or forensically imaged RAID media, including software and hardware RAID,
JBODRAID 0 and RAID 5.

Hashing:Apply hash sets to a case to identify or exclude known files. Hash individual files for analysis.
Keyword searchSector level keyword search of entire media udtegExexpressions.
Keyword index:Built in DTSearch index akdyword search technology.

Bookmarls and ReportingAddbookmarkso identify evidence and includeookmarksn a custom report
builder.

Data Recovery and CarvinBecover folderand files Use an inbuilt file carving tool to carve more than 300
known fike types or script your own.

File Signature Analysis/alidatethe signatureagainst file extension.

Export to LEFEXport a subset of files in a case to a LEF (Logical Evidence File).

CopyrightGetData Forensics Pty Ltd 2012D18 All rights reserved.



Chapter 2- 30 Day Evaluation Version 19| Page

Chapter 2- 30 Day Evaluation Version
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2.1 30DAYEVALUATION VERSION

To request 80-dayevaluation version of Forensic Explgreisithttp://www.forensicexplorer.com/request
evaluationkey.phpand complete the onlineegistrationform. Download instructionsand anevaluation
versionsoftware activation keyandwill be sent to yorr email address.

Note: It is not possible to activate the evaluation version in Virtual Machine.

The Forensic Explor80-dayevaluation version is a standalone program. It has:
T ! &SLI NI (S ARpransitEkploteEvAlByOnSENde@EY 4y R T
T IsAyadl tf SR ACYProgran Filé&s@eyDatd Borérisic Bxplorer Evaluation Vi ®

¢CKS SO tdd A2y OSNEAZ2Y A& YIN]SR | & Evidegte Matthland 2 v ¢
Ay GKS LINBINIY 6! o2dzié Gloo

The30-dayevaluation version has the following limitations:
1 Does not allow the saving of case files;
1 Does not allow the exporting of files from a case; and,

1 Will expire after30 das.

2.2 ACTIVATING THE-DAYEVALUATION VERSION

The30-dayevaluation version is éiwated by asoftware keyonly (a purchased version is activated by dongle
only).

If your computer is connected to the internet, enter tf3® dayevaluation version key intthe field provided
and click Next (as shown kigurel below):
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Figurel, Online activation 30-day trial version

-
Forensic Explorer v1.0.0{524)

Forensic Explorer - Evaluation

T
L | ' 4 .' Enter the 14 Day Evaluation Key that you received via email
- I when you registered at http:/fwww. forensicexplorer. com:
14 Day Key:
FORENSIC
EXPLORER
{An internet connection is required, No persona| information is sant)

Evaluation Version
Product Activation

GetfData
or dick here to import your license file.

Mext = Cancel

m

1)
™

-

A

L

A successful activation message will display the following screen, as shbiguiie2 below:

Figure2, 30-day evaluation version successful activation message

===

-
Forensic Explorer v1.0.0(524)

Product Activation

Activation Succeeded!
Q Thank you for activating your software.

FORENSIC
EXPLORER

Evaluation Version
Product Activation

GetData

o

LS

Once the30-dayevaluation version is activated, the number of evaluation days remaining is shown on the
/| tA01 2y GKS a/2yliAydzS 9@t dz G

program splash screen (€igure36 St 2 6 0 ®
LI 3s | ¢

GKS a&a.dz22 hytAySé o0 dzii2wwwiokens@exgiokeicomt K S LIIZNOK I a S
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Figure3, 30-day evaluation version splash screen

FORENSIC EXPLORER

Evaluation Version: GetData Pty Ltd

www, forensicexplorer, com

Continue Evaluation Buy Online

GetData

2.2.2 OFFLINE ACTIVATICBO DAYEVALUATION)

Where the computer on which the software is being installed is not connected to the internet, a separate
internet connected computer can be used to activate. The activation process involves:

1 Exporting a license file from the software;

1 Uploading the license file, together with your purchase email address and license key at a web site
(using any internet connectedmputer);

1 Downloading the validated license file and importing it back into the software.
To activate an offline computer:

1. Click the Offline Activation button and click Next;
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Figure4, Activation wizard
g lg g‘

Activation

() Online Activation

Online activation is an automated process that requires an
Q internet connection. No personal information is sent.

Offline activation is a manual process which can
be used if internet access is limited.

< Back [ Next > ] [ Cancel ]

oy

2. Click on the Export buttoto export and save the licerdile "GetData.GDActRequest":

Figure5, Offline activation(evaluation version) export of license file

Activation - Offline

Web Browser Activation
Step 1: Step 2: Step 3:
Upload your license file,
E_xport YK |icF:nse IZey and email Impor tvyour"new
License File address at the following Activation File
website:

S

3. Using a web browser on any internet connected computer, go to "http://getdata.com/offline" (or
https://secure.getdata.com/key/keyactivationwibu-offline.php) and enter the required details:
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Figure6, Offline activation (evaluation version), upload of license file and activation details

GetData :

Sotieirs Desiomis Comeaty HOME PRODUCTS DOWNLOAD SUPPORT MY CART

GetData Product - Manual Activation

What is your purchase Email address?
support@getdata.com

What is the License Key (found in purchase confirmation email)?
B82A5-6723-C5A2

Upload your Activation Request File?
C:\Users\Graham"Downloads\Get Data GDActRequest

Browse._..

e | | About Us | Member Login | Site

Copyright © GetData 2012 All Rights Reserved

Click the Upload button to sendéfdetails to the activation server:

The details are validated by the activation server and the file "GetData.GDActResponse" is returned to you

Figure7, Offline activation (evaluation version), download of license file

GetData

Software Development company HOME PRODUCTS DOWNLOAD SUPPORT

MY CART W

GetData Product - Manual Activation

Your activation response file will begin to automatically download shortly.
Click here to begin the download manually.

s |s
Copynght © GetData 2012 All Rights Reserved

Save "GdData.GDActResponse" and take it back to the offline computer on which you will be activating the
software.

Once the "GetData.GDActResponse” file is back on the offline computer, click the Import button to import the
file into the software. The software row activated:
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Figure8, Successful software kegctivation of 30-day evaluation version

- P ™
40 ZipRepair Pro o]

Product Activation

Activation Succeeded!
o Thank you for activating your software.

. < Back Close Cancel
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Chapter 3- Purchase
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3.1 PURCHASE

Forensic Expter is dongle activated only. A dongle is provided for each license purchased.

Forensic Explorer is available for purchase online, via purchase order, or via forensic software resellers.

Forensic Explorer can be purchased onlinbtai://www.forensicexplorer.comby following the purchase
links. Please see the purchase page for priciotume discountsnd software bundle options

Purchase Ordersan beplaced by Government and Corporate entities by contacting GetData head office:

GetData Pty Ltd

Suite 204, 13A Montgomery Street
Kogarah

New South Wales, 2217

Australia

Ph: +61 2 82086053

Fax: +61 2 9981195
Email:sales@getdata.com

Or by secure post:

GetDataForensicsty Ltd

P.O. Box 71

Engadine, New South Wales, 2233
Australia

Or via your forensic reseller.

For a list of approved resellers, please contact GetDatasalas@getdata.coror via the contact details
above
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3.2 LICENSE MAINTENANCE

A Forensic Explorer license purchasgudes 12Y 2 y (iraint@nancegiving access to updates and support.

When themaintenance for a dongle has expire&orensic Explorevill continue to work, however you may
only use the latest available version prior to the expiration of your maintenance period.

The expiration date for the maintenance of a dongle is displayed in the program splash screen, shigurein
9 below:

Figure9, Forensic Explorer splash screen showing maintenance date

FORENSIC EXPLORER

w i Registered To: Graham Henley

GetDala

When the maintenance is nearing the expiration date email is sent to the purchaser with the option to
renew.

3.2.1 PURCHASE LICENSENTANANE

Topurchase additiondForensic Explorer maintenance online:

1. Visit the following web pagédttp://www.forensicexplorer.com/buyforensicexplorer.php

2. Select the option to purchaseamtenance renewal for existing Forensic Explorer dongles.
3. Complete the checkout process.

Forensic Explorer maintenance is sold in increments of 1 year. A purchase®f3wahaint@nance can be
used to exted a single dongles maintenance by two years.

To apply the maintenance update to your dongdéd follow the instructionsdn 5.3 - Applying maintenance
updates to your Wibu dongle
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Chapter 4- Installation
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4.1 SYSTEMERQUIREMENTS

Forensic Exploraninimumrecommendations
1 Windows 7or above
1 Pentiumi5 processornr above
1 16GB RAM,;
1 Forensic Explorer B4bit (version 3.5.7.5134 and above)

When praessing large volumes of electronic evideadsgh specification forensic workstation is

recommended.

4.2 DOWNLOAD

Full purchased version:
Your email received at the time of purchase will contain download instructions for the software.
30-day evaluation verson:

See Chapter 2 30 Day Evalation Versionfor further informationon the evaluation version.

4.3 INSTALLATION

IMPORTANTEnNsure that you have a separate and secure backup effitas before you make installation
modifications.

To install Forensic Explorer:

1 Run the installation fil&-orensicExploreSetup.exe(or ForensicExploreEvaluationSetup.exe if you
are installing the80-day evaluation version).

1 Follow the setup instruons.

The following windows will appear during the installation process:
1. Forensic Explorer License agreemefswer the questioand clickNext;
2. Select the installation langge ClickNext.

3. Enter the correct installation path or accept the default pétty.C\Program FilesGetData Forensic
Explorer vX and clickNext;

Copyright GetData Forensics Pty Ltd 202018 All rights reserved.



34| Page

Chapter 4 -

Installation

Figurel0, Selecting the installation folder

s — e

ﬁ':-;,.l Setup - Forensic Explorer l = é]

Select Destination Location
Where should Farensic Explorer be installed?

I Setup will install Forensic Explorer into the following folder.

To continue, dick Next. If you would like to select a different folder, dlick Browse.

Atleast 5.3 MB of free disk space is reguired.

:\Program Files\GetData\Forensic Explorer v1 Browse...

[ < Back ][ Mext = l[

Cancel ]

1. Follow the setup instructions and confirm the setup summary by clickingngiell button;

Figurell, Finalize installation

ﬁ% Setup - Forensic Euplorer—

Ready to Install
Setup is now ready to begin installing Forensic Explorer on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:'\Program Files\GetData\Forensic Explorer v

Start Menu folder:
| GetData'\Forensic Explorer v1

Additional tasks:
Additional icons:
Create a desktop icon
P Create a Quick Launch icon

l < Back ][ Install ][

Cancel ]

2. A successful install will display the following screen. Eligikhto confirm.
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Figurel2, Finish installation

s -
5/ Setup - Forensic Explore:_ o -

= [ ]

y Tl
Wi &

e

Completing the Forensic Explorer
Setup Wizard

Setup has finished installing Forensic Explorer on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

=)

Run Forensic Explorer from the installed desktop icon:

Figurel3, Desktop icon

4.3.1

Forensic
Explorer

INSTALLEBILES

 PROGRAM PATH

The default Forensic Explorer installation folder is:

CAProgram FilesGetData Forensic Explorer wX

WORKING PATH

The working path for a case is in the upesfile documents folder;

C\Userd[user folder\ Document$ Forensic Explorer

. Applogs

Forensic Explorer usage logs.
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Cases Contains the investigator created case folders.

Holds case database files use to store case date

Databases . .
investigator namesgtc.

Filters are created in the Scripts module and use
in the Folder view of th&ile System modulé&ee
8.2.2- Tree view filterfor more information.

Filters

Holds the databaselés used to store hash set

Hash Sets . .
information.

This folder is used to store sample keyword sear
import lists. They can be imported in the Keywor
Search module.

Keywords

A device or image can be previewed without fist
creating a caseA uniquepreview working folder is
createdwithin this folderusing a Global Unique
Identifier (GUIDe.g. 8709A4C-38B64F9EBALS
633B394721C5).

Previews

Holds Forensic Explorer scripts (created and/or
used in the Scriptsioduled) @ & ®LIF a € |
O2 YL f\VSeRP NMRPOGAZ2 YLIAET SR

Scripts

Holds thestartup.passcript used to store button
positions etc. (see the chapter onripts for
further information).

Startup

 CASE FILE FOLDER
The following folders & created within each case folder:

CA\User4[user folder) Documentd Forensic ExploréCases[Case Name]

External files (photos, documents etc.) attached

Attached Evidence
the case.

DTSearchindexes DT Search keyword indexes

File exprt folder

Exported
Logs Program adit logs.
CaseName.FEX Case file.

' REGISTRY KEYS

At the time of installation Forensic Explorer registry keys are written to the HKEY_CURRENT_USER as shown in
Figurel4 below:
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Figurel4, Forensic Explorer registry keys

48 Computer
- HEEY_CLASSES_ROOT
a-l HEEY_CURREMT_USER
4- ) Software
4. ), GetData
a ) FarensicExplorer vl
----- , Cenfiguration
----- , CurrentCase
----- , DataBaze
----- , Folders
» .}y Forms
----- , Images
----- , Links
----- , Search

4.3.2 NONENGLISHNSTALLATION

The Forensic Explorer GUI has been translated into the following languages:
1 Chinese (Simplified)
1 German
1 Indonesian (Bahasa)
I Spanish
9 Turkish
During the instdhtion process, select the desired language:

IMPORTAN:Tt is recommended that a case be conducted in a single GUI language. Changing language mid
case mayaffectmodules which rely on pathnd fieldnames, such as Scripts and Reports.

 STARTUP LANGUAGE
The startup languagss controlled by the registry setting:
HKCUSoftwara GetData ForensicExplorer VZonfigurationDefaultLanguage

Wherethe key is set to: EN (default), DE, ID, ES, ZH, TR for the required language.

éBOOKI\/IARK FOLDER TRIANTION

Bookmark folcer translationst NB Ol y 6 S Y I y badknBrk folder trdzslatign.ogti RS €S £ 2 0F G S
in the install folder. Currently the translations operate on the first level bookmark folder only.
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4.4 UNINSTALEORENSIEXPLORER

IMPORTANITENsue that you have a separate and secure backup of all evidence and case files before you
make installation modifications.

To uninstall Forensic Explorer:
1 Openthe Windows Control Panehnd in theProgramssection use th&Jninstall a progranmoption.

The folowing window will display:

Figurel5, Uninstall process

' = h
Forensic Explorer Uninstall [\_ . — Lh]
Lag’

I.-"- % Are you sure you want to completely remove Forensic Explorer and all
Y of its components?

L - - — = — . A

A successful removal will show the following message:

Figurel6, Successful winstall

i - Y
Forensic Explorer Uninstall u

| Forensic Explorer was successfully removed from your computer.,

S

Uninstalling Forensic Explorer removes the installatiomfthe CA Program Filesfolder (check this folder for
residual items such as log files that are not automatically removed and delete them as needed.)

The working pathtMy Document$Forensic Explorérwhere case file data NOT automatically removed
andif it is no longer required can be manually deleted.
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Chapter 5 Dongle Activation
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5.1 DONGLEACTIVATION OF THERCHASED VERSION

Forensic Explorer is activated using/édou (www.wibu.com) USB hardware donglehich is delivered to you
by courier following your purchase (s&hapter 3 Purchasefor more information on purchasing Forensic
Explorer).

Figurel7, Wibu USB hardware activation dongle

Your Wibu dongle has a unigue identification numimscribed on the part oftte dongle that is inserted into
the USB port, as shown kigurel8 below. Include this number in correspondence with GetData

Figurel8, Unigue Wibu dongle identification number

The Wibu dongle idriverlessand requires no special installation.
To run Forensic Explorer:

1. Ensure you have installed ttiell version of Forensic Explorarsing the link provideéh your
purchase confirmation email (the dongle will not activate the evaluation versionCBapter 2- 30
Day Evalation Versionfor more information on the evaluation version);

2. Insert your Wibu donglénto a USB port on your forensic workstatiéiait up to 30 secondso
ensure your forensic arkstation has the time to detect that the dongle has been inserted;

3. Run forensic Explorer from the desktop icon

CopyrightGetData Forensics Pty Ltd 2012D18 All rights reserved.
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5.1.1 SUCCESSFUL DONGLEIWATION

When the dongle is successfully installed, the following screen will display on startup of the application:

Registered To: Graham Henley

GetData

Thesplash screen identifies:
1. The name, or company name, of the registered owner;
2. The date upon which the current maintenance license expires for that dongle (se@9é&we

information on purchasing).

5.1.2 TROUBLESHOOTING DOQE@GCIVATION

LF GKS 2A06dz R2y3tS Aa y20 RSGSOGSR 2y LW AOFGAZ2Y &dl
Ch! b5¢ 3 | Bigu®loBelbw: AY
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Figurel9, Dongle not found error message

GetData

To troubleshob dongle activation:

1. t NBaa G(KS aE¢ odzitizy G2 Oft2aS (GKS &L aK 6AYR2%
2. Remove and rénsert the Wibu dongle;

3. Ensure that your forensic workstation has sufficient time to detect that new hardware has been
inserted. Wait for the Windows USB device messagé&itevgdhat new hardware has been
recognized.

4. Rerun the software from the desktop icon.

éWIBU CODEMETER RWIHIFOR WINDOWS USER

If you are still unable to activate Forensic Explorer, download¥ii®i CodeMeter Runtimdor Windows:
http://www.wibu.com/downloadsusersoftware.html

When Wibu CodeMeter software is successfully installed, insert your Forensic Explorer Wibu dongle. Double
click on the Wibu icon in the Windows task bar:

Figure20, Wibu CodeMeter Windows task bar icon

The CodeMeter Control Center will open, shawifrigure21 below:

CopyrightGetData Forensics Pty Ltd 2012D18 All rights reserved.
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