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Cellebrite 2023 CTF - ABE iPhone

CTF QUESTIONS ONLY

1 iCloud - Level 1 10

Abe used a unique email address for his iCloud account. What is that email
address?

2 Comm App - Level 1 10

Abe used different types of communication channels, through different
applications. What communication application was used the most?

3 Wallet - Level 1 10

A payment card was used on Abe's device - Wallet. What are the last 4 digits of
that card?

4 iCloud Backup - Level 1 10

Abe’s phone was setup using iCloudBackup method. What is the Date & Time
for that (UTC+0 time)?

5 Tracking - Level 1 10

Abe was suspicious about being tracked. After searching the rental vehicle he
was using while in NJ, he found a device attached to his vehicle, what was the
make/model (need to refine)?

6 Steps - Level 2 30

Abe was not really active on 6/24/2023 local time. How many steps were
recorded?

7 BlueTooth - Level 2 30

Abe pairs his iPhone with few different Bluetooth devices. How many unique
Bluetooth connections were paired?
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8 App Notification - Level 2 30

Abe got notified by Harold of a potential arrest, Abe then opened which app?

9 Parked - Level 2 30

Abe went to a party at RAIN Event Space. What is the name of the street (just
the street name) where he parked his vehicle?

10 About - Level 2 30

What was Abe Rudder’s About bio on WhatsApp?

11 Permissions - Level 2 30
Abe is paranoid and not always giving access to everything. One of the apps

Abe used on the iPhone received access to Photos however as an “Add Photos
Only” permission. What is the name of the app (one word i.e.: Starbucks)?

12 Email - Level 3 50
Abe used a specific method to find/check/share locations via an app. In order to

keep privacy up, Abe signed up with a different email address which keeps it
isolated to that vendor. What is that email address?

13 Search - Level 3 50
Abe got suspicious when he had to deal with some shady people almost as if a

crime was known to be committed and wanted to leave no traces. Abe wanted
to create an anonymous email. Where did Abe search for that? (3 words)?

14 Navigation - Level 3 50

Abe was navigating while driving, on June 26, 2023. What was the destination
address on the navigation?
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15 Crypto - Level 2 30

Abe used MOB to send/receive crypto within Signal. Can you find the Recovery
Phrase for Signal Mobile Coin wallet? What is it? (24 words)?

16 Picture - Level 2 30

Abe loves taking pictures and videos on the iPhone, the problem is when Abe is
trying to look for a picture, he is having hard time finding it therefore he utilizes
the Search within the Apple Photos app. If Abe would have looked for a picture
of: Myself, Pawel, and Hat he would end up with one photo. Can you name that
filename?

17 Location - Level 2 30

Abe went for some shady meeting on an island but tried to conceal as a
vacation so he took a boat tour and tracked dolphins. He then decided to mark
a location with “dolphins”. What was the timestamp for that location?
[HH:MM:SS] written in UTC time"?

18 BokerTov 100

Within the last month before Abe got arrested (and his device was extracted),
Abe used to wake up naturally however, there was one day the phone did.
What was the day and (local) time? [YYYY-MM-DD HH:MM:SS] e.g: 2021-09-19
08:35:00?Within the last month before Abe got arrested (and his device was
extracted), Abe used to wake up naturally however, there was one day the
phone did. What was the day and (local) time? [YYYY-MM-DD HH:MM:SS] e.g:
2021-09-19 08:35:00?Within the last month before Abe got arrested (and his
device was extracted), Abe used to wake up naturally however, there was one
day the phone did. What was the day and (local) time? [YYYY-MM-DD
HH:MM:SS] e.g: 2021-09-19 08:35:00?
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ABOUT THIS CTF CHALLENGE

This challenge was created by Cellebrite (see: https://cellebrite.com/en/cellebrite-capture-the-flag-
september-2023/).

FORENSIC IMAGE SOURCE

Download (24gb):
https://drive.google.com/file/d/1dn5IRU1Sa3A9NokW5v5HhJsiRud3tYHa/view

OTHER ONLINE CELLEBRITE 2023 ABE SOLUTIONS

The following other solutions can be found online:
e https://cellebrite.com/en/cellebrites-ctf-2023-recap-answers-on-abes-iphone/
e https://www.stark4n6.com/2023/10/cellebrite-ctf-2023-abe.html

e https://forensafe.com/blogs/challenges/CellebriteCtfAbe.html

OTHER FORENSIC EXPLORER CTF WALKTHROUGHS

Other Forensic Explorer Capture the Flag walkthroughs are located on this page:
https://getdataforensics.com/capture-the-flag/
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STARTING THIS CHALLENGE IN FORENSIC EXPLORER

In the Evidence module:

1. Select the New Case button.

2. Enter investigator details (if required) and a case name.

3. Click the Add Image button.

4. Add the Cellebrite file: EXTRACTION_FFS.ufd

In the Evidence Processor window use the default options.

ARTIFACTS > PROCESS ALL

The Forensic Explorer Artifacts module extracts common forensic artifacts from SQLite, Plist, TXT,

XML and other files. To populate artifacts:

1. Click the Artifacts module > Process All button.

Figure 1: Artifacts > Process All
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QUESTION 1 - ICLOUD - LEVEL 1 (10 POINTS)

Abe used a unique email address for his iCloud account. What is that email address?

Q1. ANSWER

aberudder@icloud.com

Q1. FORENSIC EXPLORER METHODOLOGY

In the Forensic Explorer Artifacts module:

1. Select Mobile > Accounts Type iOS.

2. The iCloud account Username is listed as: aberudder@icloud.com.

Figure 2: Artifacts > Mobile > Account Types iOS
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£ Evidence File System ﬁ Artifacts ﬁ Keyword Search p Index Search @ Email ﬁ; Regist
® @ ® ® [0 « = © O la =
Process  Browsers Chat  ~ Email Mabile mMac 7 windows  Social Health Artifact Drome h
All 05 05 Media Apps Carve
I e e 3
Filter: [ No Filter v - &= i§? 8| Timestamp A2¥ Account Description | 42% Username
Filename 4 Timestamp Account Description Username
O E ABE Test B0 ] i [Z] 03-Feb-2023 1:18:49 AM iTunes Store local
(1@ Browsers (19) =z [Z] 03-Feb-2023 1:18:52 AM iTunes Store (Sandbox) local
] @;J Chat (13) Os [=] D3-Feb-2023 1:26:23 AM IDMS aberudder@idoud.com
] '@ Email (3) O 4 Q 03-Feb-2023 1:26:23 AM Apple ID aberudder @icloud.com
(1) Health Apps (4) s [Z] 03-Feb-2023 1:26:30 AM Messages aberudder @icloud. com
] i MAC Operating System (1) Os (2] 03-Feb-2023 1:26:30 AM Game Center aberudder @icloud.com
] D Mobile {18) Oz Q 03-Feb-2023 1:26:30 AM Cloudkit aberudder @icloud.com
L] 2= Accounts Type i05 (16) Os |=] 03-Feb-2023 1:26:30 AM iCloud aberudder @idoud.com
] B Apple Maps Searches 05 (35) s [Z] 03-Feb-2023 1:26:44 AM Calbav
&5 Application State 05 (217) O w [Z) 03-Feb-2023 1:26:44 AM IMAPMail aberudder@idoud.com
0 E Blustooth Seen Devices 105 (1045) =R [Z] 03-Feb-2023 1:26:44 AM IMAPNotes
1 € Cached Locations i0S (103391) O 12 [Z] 03-Feb-2023 1:26:44 AM CardDAV
—] B Calendar Items v4i05 (142) 0 3 [J] 03Feb-2023 1:26:47AM  Device Locator aberudder @idoud.com
—O E cal History i0s {41) 14 [Z] 03-Feb-2023 1:26:47 AM Find My Friends aberudder @icloud.com
— 8" cell Tower Locations i05 (3314) O 15 [C) 03-Feb-2023 1:26:43 AM  iTunes Store aberudder @idoud.com
1 & Contacts Details i05 (1146) O s [Z] 03-Feb-2023 1:28:34 AM Holiday Calendar
L E5] installed Applications i0S (217)
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QUESTION 2 - COMM APP - LEVEL 1 (10 POINTS)

Abe used different types of communication channels, through different applications. What
communication application was used the most?

Q2. ANSWER

Telegram (1038 messages).

Q2. FORENSIC EXPLORER METHODOLOGY

In the Forensic Explorer Artifacts module:

1. Select Chat.

2. Telegram T7 Chat I0S has the most chat messages.

Figure 3: Artifacts > Chat > Telegram T7 Chat iOS
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Filename i Date Chat ID Message ID
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1 [EJ Telearam T7 Chat i0s (1308) 1 [£] 07-Aug-2022 10:37:25 PM 10173064274 4286377361408
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—1[E] whatsapp ChatiOs (53) 1 15 [Z] 01Nov-2022 4:23:12PM 10196367041 7092333514624
{1 [E] whatsApp Contacts 05 (582) [ 1s [£] 01-MNov-2022 3:27:27PM 10196367041 7086696038400
(1@ Email (3) 17 [=] 01Nov-2022 2:29:22 PM 10196367041 7082401071104
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QUESTION 3 - WALLET - LEVEL 1 (10 POINTS)

A payment card was used on Abe's device - Wallet. What are the last 4 digits of that card?

Q3. ANSWER

7438.

Q3. FORENSIC EXPLORER METHODOLOGY

In the Forensic Explorer Artifacts module:

1. Select Finance > Apple Wallet.

2. The last 4 digits of the Credit Card Number are listed as 7438.

Figure 4: Artifacts > Finance > apple Wallet iOS
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QUESTION 4 - ICLOUD BACKUP - LEVEL 1 (10 POINTS)

Abe’s phone was setup using iCloudBackup method. What is the Date & Time for that (UTC+0

time)?

Q4. ANSWER

20-Feb-2023 1:43:14 AM.

Q4. FORENSIC EXPLORER METHODOLOGY
In the Forensic Explorer Artifacts module:
1. Select Mobile > Mobile Backup Restore Info iOS.

2. The Restore Date is listed as 20-Feb-2023 1:43:14 AM.

Figure 5: Artifacts > Mobile > Mobile Backup Restore Info iOS
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QUESTION 5 - TRACKING - LEVEL 1 (10 POINTS)

Abe was suspicious about being tracked. After searching the rental vehicle he was using while in
NJ, he found a device attached to his vehicle, what was the make/model (need to refine)?

Q5. ANSWER

Geotab go9 Ite or Geotab go9

Q5. FORENSIC EXPLORER METHODOLOGY

In the Forensic Explorer Artifacts module:

1. Use the Search Artifact Results toolbar button to search for rental.

Figure 6: Search Artifact Results

oy

Search Artifact
Results

2. Search activity indicates that the Safari Browser was used to research hertz rental.

Figure 7: Search Artifact Results output

B Search Artifacts Results — O %

Keyword Count: 1

Artifacts Module:

Bates ID RegEx Search Term Folder Match Text

245205 rental @ Google Query hertz rental geotab goS lte...

245205 rental @ Google Query https://wni.google.com/search?client=safarishl=en-ustig=hertz...
245326 rental @ Google Query hertz rental geotab goS lte...

245326 rental @ Google Query https://wni.google.com/search?client=safarishl=en-ustig=hertz...
745545 rental Safari Bookmarks hertz rental geotab goS lte - Google Search...

745545 rental Safari Bookmarks https://wnw.google.com/search?client=safarishl=en-ustg=hertz. ..
748674 rental Safari Tabs hertz rental geotab goS lte - Google Search...

748674 rental Safari Tabs https://wnw.google.com/search?client=safarishl=en-ustg=hertz. ..
763772 rental URL Cache Generie https://ajaxgec.cartrawler.com/translations/Mobile.Smartbloc. . .
774556 rental Telegram T7 Chat 10§ Here are some of the stories wedre covering from around th...
245436 rental Mail iOS The latest on the Titanic-sub search, how car-rensal compani...
251437 rental Mail iOS I deadly new street drug, the most expensive U.S. rental mar...

Match Summary:
RegEx Term Hits

rental 12

Total Artifacts: =]
Search Artifacts Results finished.

Search Artifacts Results finished.
Time Taken: 00:02:3€

Copy to Clipboard Save C3V and Close Close
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Safari Tabs shows a search activity relating to Geotab go9 Ite and Geotab go9.

Figure 8: Artifacts > Browsers > Safari Tabs
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QUESTION 6 - STEPS - LEVEL 2 (30 POINTS)

Abe was not really active on 6/24/2023 local time. How many steps were recorded?

Q6. ANSWER

755.

Q6. FORENSIC EXPLORER METHODOLOGY

In the Forensic Explorer Artifacts module:

1. Select Health Apps > Apple Health Steps.

2. Inthe End Date column header, filter for 24 June 2023.

Figure 9: Artifacts > Health Apps > Apple Health Steps

H&-&~-@
€T Evidence File System ﬁ Artifacts p Keyword Search p Index Search @ Email ﬁ Reg
© @ " ® [0 « = © § O s
Pracess Browsers Chat Emiail IMahile MAC Y windows 7 Social Finance Health Artifact
All 05 05 Media Apps Apps Carve
Bl Artifact Tree [ 1 File List
Filter: L[ Mo Filter v o o= R E] @ CB Start Date 18 Steps Taker || &Z™ Prov
Filename L Start Date End Date +  Steps Taken Provenance|
C1= asEv2 (710 [z [£] 24-7un-2023 1:00:27 AM  24-Jun-2023 1:02:34AM 140 iPhone10, 3
(1@ Browsers (13) | = [£] 24-Jun-2023 1:30:22 AM  24-Jun-2023 1:31:00 AM 62 iPhoneid, 3
F_;J Chat (13) s [ 24-Jun-2023 4:17:00PM | 24-Jun-2023 421:34FPM | 113 iPhone10, 3
=H1 (@) Email (3) 4 [L] 24-Jun-2023 4:44:37PM | 24-Jun-2023 4:5429FM | 95 iPhoneid, 3
—1 M1 Gmail ios (204) s [ 24-Jun-2023 4:54:42PM | 24-Jun-2023 4:58:56 FM | 129 iPhone10, 3
—] 2 Mail Addresses i0S (28) Os [L] 24-Jun-2023 5:19:57PM | 24-Jun-2023 5:24:22PM | 65 iPhone 10,3
1 £ mailios (573) F= [0] 24-1un-20235:35:18PM | 24-Jun-2023 5:39:14PM | 36 iPhone10,3
ﬁE € Finance (2) [1s [L] 24-Jun-2023 5:45:28PM | 24-Jun-2023 5:50:25FM | 29 iPhone10, 3
=1 Health Apps () [1s [L] 24-Jun-2023 5:57:48PM | 24-Jun-2023 6:06:44FM | 65 iPhone10, 3
140 Apple Health Distance (3339) [ 10 [L] 24-Jun-2023 6:08:44PM | 24-Jun-2023 6:08:54FM | 21 iPhone10, 3
{10 Apple Health Flights Climbed (251) [han [L] 24-Jun-2023 6:33:53PM | 24-Jun-2023 6:42:07FM | 108 iPhone10, 3
1 & Apple Health Steps (3337) [z [L] 24-Jun-20236:45:18PM | 24-Jun-20236:52:17FM | 88 iPhoneid, 3
L7 Apple Health User Height (1)
] i MAC Operating System (1)
[ [ Mobile (19)

119
95
129

36
29

21
108

755

The sum of steps on 24 June 2023 is 755.

Note that local time is requested, so the displayed UTC dates must be adjusted.
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QUESTION 7 - BLUETOOTH - LEVEL 2 (30 POINTS)

Abe pairs his iPhone with few different Bluetooth devices. How many unique Bluetooth

connections were paired?

Q7. ANSWER

10.

Q7. FORENSIC EXPLORER METHODOLOGY

In the Forensic Explorer Artifacts module:

1. Examine results for Mobile > Bluetooth Devices iOS and Bluetooth Paired Low Energy

Devices iOS.

2. The sum of these devices is 10.

Figure 10: Artifacts > Mobile > Bluetooth
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QUESTION 8 - APP NOTIFICATION - LEVEL 2 (30 POINTS)

Abe got notified by Harold of a potential arrest, Abe then opened which app?

Q8. ANSWER

Signal.

Q8. FORENSIC EXPLORER METHODOLOGY

In the Forensic Explorer Artifacts module:

1. Use the Search Artifact Results toolbar button to search for arrested.

Figure 11: Artifacts > Search Artifact Results

Q

Search Artifact
Results

2. The search results show hits in Biome User Notification Events.

Figure 12: Search Artifact Results

B Search Artifacts Results = [m] >

Keyword Count: 1

Artifacts Module:

Bates ID RegEx Search Term Folder Match Text
772816 arrested Telegram T7 Chat iOS Ruling on Brittney Grinerds Appeal Set for TuesdayR cour. ..
773385 arrested Telegram I7 Chat iOS Here are soms of the stories wedre covering from around th...
773411 arrested Telegram I7 Chat iOS Here are soms of the stories wedre covering from around th...
773430 arrested Telegram I7 Chat iOS Here are soms of the stories wedre covering from around th...
773468 arrested Telegram T7 Chat iOS The chair of Ukraineis Supreme Court was removed from his
773484 arrested Telegram T7 Chat iOS President Volodymyr Zelensky of Ukraine is set to appear in ___
773506 arrested Telegram T7 Chat iOS Here are some of the stories we're covering from around the
773523 arrested Telegram T7 Chat iOS Here are some of the stories we're covering from around the
774455 arrested Telegram T7 Chat iOS Here are some of the stories wedre covering from around th. ..
774476 arrested Telegram T7 Chat iOS The U.5. on Monday designated Evan Gershkovich, the Wall Str.__
774475 arrested Telegram T7 Chat iOS The Rirman Who Wanted to Give Gamers a Real Taste of WarFe ..
TT4E1E arrested Telegram T7 Chat iOS Hundreds of thousands of pecple in southern Ukraine do not h.. .
TT4EEL arrested Telegram T7 Chat iOS Here are some of the stories we're covering from around the
TT4ETE arrested Telegram T7 Chat iOS Here are some of the stories we're covering from arocund the ...
775033 arrested Telegram T7 Chat iOS 180 people were arrested after protesters burned cars and bu...
€74577 arrested Mail iOS Disgraced crypto star arrested, haunting photos of the Dead ...
€83923 arrested Mail iOS % notorious mafia boss arrested, the hidden cost of cheap TV...
€95857 arrested Mail iOS IRS hands over Trump's tax returns, why more seniors are get...
820638 arrested Mail iOS U.S. journalist arrested in Russia, a tale of two housing ma...
825995 arrested Mail i0S Here's what you need to know....

826995 arrested Mail i0S Here's what you need to know....

1044385 arrested Biome User Notification 7-year-old arrested for setting house on fire with parents a
1047665 arrestced Biome User Notification B Here are some of the stories we're covering from arcund t
104767€ arrestced Biome User Notification B Here are some of the stories we're covering from arcund t...
1047845 arrestced Biome User Notification B Here are some of the stories we're covering from arcund t...
104847€ arrestced Biome User Notification B Here are some of the stories we're covering from arcund t
1048818 arrested Biome User Notification Bl Here are some of the stories we're covering from arcund t
Tnas4ez arrested Biome User Notification Ev... Yo! Keep this. I may be getting arrested shortly....

1045467 arrested Biome User Notification Ev... Yo! FKeep this. I may be getting arrested shortly....
ToZ5e4 arrested Biome User Notitication = 100 people wWere arrested after DIOLesters burmed Cars and. ..

1049667 arrested Biome User Notification = 180 people were arrested after protesters burned cars and...

Match Summary:

RegEx Term Hits
arrested 21
Total Artifacts: 21

Search Artifacts Results finished.

Search Artifacts Results finished.
Time Taken: 00:02:2¢&

Copy to Clipboard Save C3V and Close
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In the Forensic Explorer Artifacts module:

1. SelectiOS Biome.

Use a column filter in the Body field for “I may be getting arrested shortly”.

This identifies a Signal message from Harold.

Figure 13: iOS Biome > Biome User Notification Events iOS

H&-#-e Forensic Explorer v5.6.8[4655d)

1T Bvidence File System 7&; Artifacts p Keyword Search p Index Search @ Email ﬁ Registry Bookmarks
© @ ® @ $ O ¢ e« [0 & © == &
Process  Browsers

Chat Email Finance ~  Health ~ 05 7 MAC Y Tracking 7 Windows | Artifact
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Filter: [ No Filter

v # = f 8] Timestamp AZY Title | AZY Bundle D ["_1' | may be getting arrested shorthy
Filename 4 Timestamp Title Bundle ID Body
[J &= 2023 CTF Cellebrite ABE (3) i o [0 27-un-2023 11:58:04PM  Harold org.whispersystems. signal Yol Keep this. I may be getting arrested shortly,
[](&) Browsers (19) ] 2 [Z] 28-Jun-2023 12:00:45 AM  Harold
1% chat (15)
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(121 Email (3)

) 9 Finance (2)

| 0 Health Apps (4)

=1 €3 i0S Biome (5)

d Biome App Intent i0S (460)

3 Biome App Launch i05 (1913)

d Biome Keybag Lock States i03 (942)
7 Biome User Activity i05 (265)

d Biome User Notification Events iOS {4775)
= ‘ MAC Operating System (1)

[ [] Mabile (24)

[] @ Tracking (1)

The Mobile > Application Usage iOS records also show use of Signal at that time.

Figure 14: Artifacts > Application Usage iOS

Fiter: ] N Fitter v =88 (& 28-un-2023 )z craw Crest (a2 signall (2~ rapps ) A2 Location AZ7 Source |
Filename L Creation Date &4  XRAW Creation D... Application Identifier Stream N...
1= a8 Walk-Through (8)

Location

D 28-Jun-2023 12:04:19 AM  709603459.234384
|:| 28-Jun-2023 12:05:26 AM  709603526.993078
|:| 28-Jun-2023 9:08:11PM 709679291.667014

Source Name
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Table: zobject {row 13712)  knowledgeC.db
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{1 (@ Email (1)
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[ 4 MAC Operating System (1)

[ mobie (20

] 2= Accounts Type i05 (16)

] B apple Maps Searches 05 (36)
Application State 0S5 (21

[=-] Application Usage i0S (14156)

Slctentb o

org.whispersystems.signal  fappjusage
org.whispersystems.signal  fappjusage
org.whispersystems.signal  fappjusage

[
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QUESTION 9 - PARKED - LEVEL 2 (30 POINTS)

Abe went to a party at RAIN Event Space. What is the name of the street (just the street name)
where he parked his vehicle?

Q9. ANSWER

Water street.

Q9. FORENSIC EXPLORER METHODOLOGY

The first step is to locate the address of the RAIN Event Space. This is done using Google My Maps.

Figure 15: Google My Maps > RAIN Event Space

V Lakeland Bank
(8]
X
RAIN Event Space
varil Details from Google Maps
alth fo appy
399 Water St, Teaneck, NJ 07666
o rain-event-space.business.site fith Avenue Haircutters
+1201-817-8100 9
&
4.7 k¥ k k) @ View in Google Maps )
Z
g
ffere $
rts A ¥ Addtomap Ceda s
*Lp
RAIN Event S=ace 9

Pickle Licious, Inc

Ware sy

This question is likely to be answered using data from: Artifacts > Mobile > Parked Car Locations.
Launch Map Artifacts from the toolbar button.

Figure 16: Artifacts > Map Artifacts

A

Map
Artifacts
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Select Parked Car Locations iOS from the list of available artifacts:

Figure 17: Map Artifacts

B Create Google Map .GPX —

About Select Artifacts

Artifacts with GPS Coordinates Current Results
Apple Health Workout Latitude a
Apple Health Workout Longitude a
Apple Maps Searches 105 3€
Cached Locations i05 103331%
Cell Tower Locations 105 3314~
Fitkit Ewent u]
Garmin Connect RActivities a
Farmin Connect Activity Details o
Foogle Maps Saved Places Android a
r Locations i05
Photos.S5glite 14 i05 a
Significant Locations 105 404
Significant Locations Visits i05 370
SkySafe CEV a
Wifi Locations iQS lagalax
Open Export Folder ? B sample < 2000 Create GPY Close

Create a GPX file and import into Google My Maps (or similar).

Figure 18: Google My Maps import

Untitled map

Last edit was seconds ago
- Add layer 2+ Share & Preview
% Q, Rain Event Space

{/ RAIN Event Space

v Parked Car Locations i0S_Bates_6...
"I Individual styles

@ Start of Bates_640639_Local...
@ End of Bates_640639_Locals...
[_ Bates_640639_Local.sglite

Base map
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The map shows a data point on Walter St near the Rain Event Space.

Figure 19: Google My Maps
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QUESTION 10 - ABOUT - LEVEL 2 (30 POINTS)

What was Abe Rudder’s About bio on WhatsApp?

Q10. ANSWER

World peace.

Q10. FORENSIC EXPLORER METHODOLOGY

In the Forensic Explorer Artifacts module:
1. Select Chat > WhatsApp Preferences iOS.

2. Current Status is set to World Peace.

Figure 20: Artifacts > Chat > WhatsApp Preferences iOS

H &80 Forensic Explorer v5.6
£ Evidence File System lf* Artifacts p Keyword Search p Index Search @ Email ﬁ Registry Bookn|
®© @ ® ® [0 ¢« = © $ O B = B

Process  Browsers ~  Chat  ~  Email ~ Mobile ~  MAC ¥ Windows *  Socal ~ Finance  Health |  Artifact Drane Event
All 05 05 Media Apps Apps Carve Logs|
[] Artifact Tree
Filter: L] No Filter v = Ngl= 9% (AZ¥ Whatsaj | [#2¥ Whatsapp ID A2Z¥ Curremt ||AZY Source Name
Fileriame & Whatsapp U... Whatsapp ID Curremt Status ~ Source Name
L g _ﬁ_tEE Walkthroujgh (7) [1 i |=] AbeRudder 12065937224@s.whatsapp.net | World peace €2 | group.net.whatsapp.WhatsApp.shared.plist
[](&) Browsers (19)

=H ] 98 chat (14)

H Q Facebook Messenger Chat i0s (24)
H Q Facebook Messenger Threads i05 (8)
] [ Message Attachments 0S¥ (29)

{1 [J Message Message OSX (206)

HO Instagram Group Members Chat iOS (8)
HO Instagram Direct Message Chatios (24)
O & SnapChat Message (arroyo.db) Android {193)
{1 EJ Telearam T7 Chat 05 (1308)

O ﬂ Telegram User i05 (198)

1 B Tiktok ChatioS ()

1 & Tinder Chatios (12)

1 [8] whatsapp Chatios (53)

[ [8] whatsapp Contacts i05 (582)

L WhatsApp Preferences i0S (1)
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QUESTION 11 - PERMISSIONS - LEVEL 2 (30 POINTS)

Abe is paranoid and not always giving access to everything. One of the apps Abe used on the
iPhone received access to Photos however as an “Add Photos Only” permission. What is the name
of the app (one word i.e.: Starbucks)?

Q11. ANSWER

Chrome.

Q11. FORENSIC EXPLORER METHODOLOGY
In the Forensic Explorer Artifacts module:
1. Select Mobile > Application Permissions iOS.

2. Apply a column filter in the Application and Service columns for photos.

A single entry for Chrome is associated with the kTCCServicePhotosAdd access permission. The Auth
Value of 2 indicates that the application was granted permission (see
https://www.rainforestqa.com/blog/macos-tcc-db-deep-dive).

Figure 21: Artifacts > Mobile > Application Permissions iOS

H &80 Forensic Expl
T Evidence File System ﬁ Artifacts p Keyword Search p Index Search @ Email ﬁ Registry
® & ® @ ¢$ O o « 0 ©_ © ==

Process  Browsers ©  Chat  ~  Email Finance ~ Health = 05 7 MAC Y Monile

Social v Tracking Y windows
All

Apps Apps Biome (o Media Apps 05
Artifact Tree
Fiter: L[ No Filter v = Nl = & B Last Modified azv ac (az- photos Jazw photos Jinz> aut |laz Aot
Filename E Last Modified Access Application Service Auth Value  Auth Rea
o= CTF 2023 - Cellebrite - ABE (3) [] a1 [Z) 03-Feb-2023 1:40:07 AM  Limited ~ com.google.photos  kTCCServicePhotos 2 2
[[] (&) Browsers (15)

(1% chat (15)
[ 4 Email (3)
[] 9 Finance (2)
[0 Health Apps (4)
[ C3 05 Biome (5)
‘ MAC Operating System (1)
0] Mobile (24)
==| Accounts Type iOS (18)
5 Apple Maps Searches i0S (38)
7] Application Permissions i0S (184)

=T
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QUESTION 12 - EMAIL - LEVEL 3 (50 POINTS)

Abe used a specific method to find/check/share locations via an app. In order to keep privacy up,
Abe signed up with a different email address which keeps it isolated to that vendor. What is that

email address?

Q12. ANSWER

j9by422yjc@privaterelay.appleid.com

Q12. FORENSIC EXPLORER METHODOLOGY

There are several ways to approach this question. The biggest clues are privacy and email address.

To examine email addresses used on the iPhone:

1. Inthe Artifacts module, select Email > Mail Addresses iOS.

2. Of the 28-email address listed, the domain privaterelay.appleid.com stands out as a

potential candidate.

3. One of the entries related to priveaterelay is what3words, and its Wikipedia entry indicates

that it is geocode system used to share location information.

Figure 22: Artifacts > Mail Addresses > iOS

H &~ e
€ Bvidence File System

?df Artifacts p Keyword Search p Index Search
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Process Browsers Chat
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Bl Artifact Tree

Filename 4
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[ ‘ MAC Operating System (1)
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[] '@ Tracking (0)

Filter: L[ Mo Filter v || -

@ $ O ¢ &« [0 ©®

Email Finance Health ~ 05 7 MAC Mohbile Social
Apps Apps Biome 05 Media

[ File List

&= @ [ﬁ"' what3words|privaterelay j
Address &

Q 92544jy5m 2 @privaterelay. appleid. com

Q fo&y349wg @privaterelay . appleid. com

Q hello_at_what3words_com_j9by422yic_d024ch5a @privaterelay. appleid. com
Q hi_at_bumble_com_22544jy5m2_e%aschcl@privaterelay.appleid.com

Q j9by422yjc@privaterelay. appleid. com

Q no-reply_at_mail_yelp_com_fg&y34§9wqg_s5d0659d3 @privaterelay. appleid. com
[Z] no-reply_at_mail_yelp_com_fasya4iswg_6d0659da @privaterelay. appleid.com
[Z] no-reply_at_yelp_com_fasye4iswg_cdfds4e 2 @privaterelay. appleid. com

[Z] noreply_at_bumble_com_92544jy5m2_45659fac@privaterelay. appleid.com

OOOOQIO0o0O0m

A broader search of all Artifact module results for email addressed can be done using the Search

Artifact Results button.

1. Use the Quick Add menu option to add a regular expression for email addresses.
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Figure 23: Artifacts module > Search Artifact Results > Quick Add > email regex

B " Search Artifacts Results =

About  Options

Import Keywords

Clear Keywords

Email Addresses w

Quick Add —=

Child Protection - Basic
Child Pratection - Extensive
\Crypto Currency

Harlina Sam it

Enter or Add RegEx Keywords Here (one per ling): Save As TXT

[a-zR-Z0-5_!§5%&*+,/=2"_"{|}~-1+@[a-zh-20-5] (?: [a-=R-20-

Artificial Intelligence websites, like Perplixity.com have made the creation and/or refinement of

regular expression statements much simpler.

Figure 24: Perplexity

Create a regex for email address that start and
end on a word boundary and returns as few false
positives as possible

‘S Sources

What is a word boundary Mastering Regex for Regex Boundaries and 9 9 o @
in regex? Multiple Email Validation: ... Delimiters—Standard and...
stackoverflow = 1 G emaillistvalidation » 2 . rexegg -« 3 View 6 more
= Answer

To create a regex for an email address that starts and ends on a word boundary and returns as
few false positives as possible, you can use the following pattern:

regex

\b[A-Za-zB-9._%+-]+B[A-Za-zB-9.-]1+\.[A-Za-z]{2,}\b

Save the search result to CSV and refine in Microsoft Excel (i.e. remove duplicates) to identify

candidates.

Figure 25: Refine results in Microsoft Excel

73 no-reply_at_yelp com_fg6y94j9wq_6dfdede2@privaterelay.appleid.com

74 |appleid@id.apple.com

75 'hi_at_bumble com_ 92544jy5m2 eSabcbcl@privaterelay.appleid.com

76 |hello at what3words com j9by422vjc d024cbSa@privaterelay.appleid.com...

T7 |_]E|b‘,'422',']c@privaterelay.appleid.cum

78 applepaylater@insideapple.apple.com
79 Dear Abe Rudder
80 Security alert for aberudder77@gmail.com

Artifacts > Application State iOS and Artifacts > Installed Applications iOS can be used to confirm

the presence of the what3words application on the iPhone.
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Figure 26: Mobile > Application State and Installed Applications
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QUESTION 13 - SEARCH - LEVEL 3 (50 POINTS)

Abe got suspicious when he had to deal with some shady people almost as if a crime was known to

be committed and wanted to leave no traces. Abe wanted to create an anonymous email. Where
did Abe search for that? (3 words)?

Q13. ANSWER

Duck Duck Go

Q13. FORENSIC EXPLORER METHODOLOGY

In the Forensic Explorer Keyword Search module:

1. Add the keyword anonymous email.

2. Run the keyword search across all FileSystem searchable items.

Figure 27: Keyword Search

B keyword Search 2 Options = 0 X

Process Mame:

Keyword Search 1

Source
Module:  FileSystem ™

© Searchable Items (673875 items, 37.87 GB)
[ Junallocated space
() Checked items (1items 23 KE)

Indude Raw Devices, Partitons and Files

Advanced options:

[ tndude file slack

Keyword search hits are located that relate to the web browser DuckDuckGo. DuckDuckGo is
considered good for anonymous browsing due to its strong privacy focus.

Figure 28: Keyword Search results

[ Keyword Result List Gallery View video View
(=) 8| (a2~ Filename 15 H (&2~ Filesi 15 Hit Offset (1
Filename Hits File Signat...  Hit Text
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1/4 title>how to create anonymous email at DuckDuckGo</titl 11575
2 tent="how to create anonymous email”»<link rel="preconn 12152
3/4 ,rgd="how to create anonymous email"”, rfg=0,rt="", ra="dd 13362
4/4 alue="how to create anonymous email“><input id="search_ 20652
[Z) com.duckduckgo.mobil... 1 Plist (Binary)
11 .._.thow to create anonymous email at DuckDuckGol-..)0 831
Q 6B3F14B8ESF435C097... 1
[Z] ES420DB330D0334A8... 1
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Artifacts > Mobile > Application State iOS confirms that DuckDuckGo is installed:

Figure 29: Artifacts > Mobile > Application State iOS
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Figure 30: Artifacts > Browsers > DuckDuckgo
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QUESTION 14 - NAVIGATION - LEVEL 3 (50 POINTS)

Abe was navigating while driving, on June 26, 2023. What was the destination address on the
navigation?

Q14. ANSWER

284 Central Way, Kirkland

Q14. FORENSIC EXPLORER METHODOLOGY

This question is in progress. Check back soon.
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QUESTION 15 - CRYPTO - LEVEL 2 (30 POINTS)

Abe used MOB to send/receive crypto within Signal. Can you find the Recovery Phrase for Signal
Mobile Coin wallet? What is it? (24 words)?

Q15. ANSWER

pet element blast mix trumpet usual leg aim office jaguar emerge fatigue tent volcano other unfair
absent hope power annual banana speak initial gold

Q15. FORENSIC EXPLORER METHODOLOGY

This question is in progress. Check back soon.
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QUESTION 16 - PICTURE - LEVEL 2 (30 POINTS)

Abe loves taking pictures and videos on the iPhone, the problem is when Abe is trying to look for a
picture, he is having hard time finding it therefore he utilizes the Search within the Apple Photos
app. If Abe would have looked for a picture of: Myself, Pawel, and Hat he would end up with one
photo. Can you name that filename?

Q16. ANSWER

IMG_1100.HEIC

Q16. FORENSIC EXPLORER METHODOLOGY

The Photos.sqlite database on an iPhone contains a wealth of information about all the photos and
videos stored on the device, including their metadata such as creation date, modified date, location
data, and more. It also stores information about face recognition and the relationships between
photos and the applications they were created with. The database can be challenging to work with
due to its complex structure, but it provides valuable insights for forensic investigations.

In Forensic Explorer, to identify names attributed to iPhone photos:

1. Select Artifacts > Mobile > Photos.Sqlite Person iOS.

2. Inthe Display Name or Full Name columns, change the column filter to RegEx.

3. Filter the column by Myself| Pawel (Myself OR Pawel).

4. Double-click on the File Name column header to sort the filtered result by File Name.

5. Search in the sorted File Name list for a file that contains both Myself and Powell. This
identifies IMG_1100.HEIC as a candidate.

6. Right-click and Copy cell to copy the Filename.

7. In the File System module, branch plate [ [E- ] the entire case and paste the copied filename
into the Filename column.

8. Inthe bottom window, change to the Display View to view the photo.
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Figure 31: Artifacts > Photos.sqlite

ue-o-.
£ Evidence File System ﬁ Artifacts p Keyword Search p Index Search @ En|

© @ ® @ $ O ¢ e« [0 ©

Process  Brawsers Chat ¥ Email "~ Fimance  Heath 7 i0s 7 Mac Y Mobile 7 Sodial
All Apps Apps Biome 05 Media
Artifact Tree
Fiiter: L] No Filter v = B [=)/## (& Date Crested AZ" File Name S ™ myself|pawel
Filename & Date Created File Name +  Display Name
CTF 2023 - Cellebrite - ABE (@) | —— ey T T T ——
DI@ Browsers (15) @0 [ so 2 26-May-2023 4:25:52 AM IMG_0905.HEIC Myself

O chat (15) 181 2 31-May-2023 6:35:16 AM IMG_1012.HEIC Myself
O] &2 Email 3) [ 82 (2] 31-May-2023 6:35:27 AM IMG_1013.HEIC Myself
[ @ Finance () [ 83 (2] 31-May-2023 5:13:25PM IMG_1020.HEIC Myself
O o Health Apps (4) [ a4 [Z] 01-Jun-2023 6:19:26 PM IMG_1027.HEIC Myself
(1 3 105 Biome (5) [ as 2] 01-Jun-2023 6:19:31PM IMG_1028.HEIC Myself

O ‘ MAC Operating System (1) 1 ss 2] 01-Jun-2023 6:19:31PM IMG_1029.HEIC Myself
[1[] Mobie (25) [ 87 [©) 03-1un-2023 12:11:49 AM  IMG_1053.HEIC Myself
I &3 Accounts Type i05 (16) [ 88 (2 03-1un-202312:11:50 AM  IMG_1054.HEIC Myself
| 1] B9 Apple Maps Searches i05 (36) [ 89 [Z) 05-Jun-2023 5:52:32PM IMG_1096.HEIC Myself
| 15 Application Permissions i05 (184) 1 s0 [Z] 05-Jun-2023 5:53:03PM IMG_1098.HEIC Myself
| ] Application State 05 (217) [ 91 E 05-Jun-2023 5:53:09 PM IMG_1099.HEIC Myself
| TJET] appiication Usage 105 (14156) [] 92 05-Jun-2023 5:54:02 PM IMG_1100.HEIC Pawel
O Blustooth Devices i0S (3) 1 93 [=] 05-Jun-2023 5:54:02 PM m:;_noo.HEc Myself
| 7B lustooth aired Low Eneray Deviced] = 2% (] 07-Jun-2023 12:23:17 AM  IMG_1113.HEIC Myselt
| 7B luetooth Seen Devices 05 (1045) [ a5 [Z) 07-un-2023 12:50:07 AM  IMG_1122.HEIC Myself
| 7783 cached Locations 105 (103331) s [Z) 07-1un-2023 12:50:11 AM  IMG_1123.HEIC Myself
| 1™ Calendar Items v4i0S (142) O s7 [Z] 07-un-2023 12:50:12 AM  IMG_1124.HEIC Myself
0 — Call History 105 (41) [ s& [£] 07-1un-2023 5:59:31PM IMG_1132.HEIC Pawel
L C1% Cell Tower Locations 05 (3314) [ 92 [Z] 07-Jun-2023 5:59:36 PM IMG_1133.HEIC Myself
O é Contacts Details 105 (1146) [ 100 [Z] 07-Jun-2023 5:59:36 PM IMG_1134.HEIC Myself
012 Data Usage 05 (1463) [ 101 [£) 07-1un-2023 11:54:44PM  IMG_1145.HEIC Pawel
| T installed Applications 05 (217) [ 102 2 13-Jun-2023 1:26:31 AM IMG_1708.HEIC Myself
'] [ Mobie Backup Restore Info 0S (1) 1 103 (£ 13-1un-2023 10:51:34PM  IMG_1715.HEIC Myself
- TIC Note Items oS (35) 1 104 [Z] 20-Jun-2023 3:39:58 PM IMG_1783.HEIC Myself
1@ parked Car Locations 05 (123) [ 105 [£] 20-1un-2023 3:39:59 PM IMG_1784.HEIC Myself

/.| Photos.Sqlite 05 (1957) =2
| —{_[|es| Photos.Sglite Person i05 (150) 103 of 150 Visible [LS 0 bytes PS50 bytes] 2 Highlighted [LS 0 bytes PY

Figure 32: File System > column filter > Display View > IMG_1100.HEIC
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30| Page



Cellebrite 2023 CTF - ABE iPhone

Alternate Method — Custom SQLite Query

As the question asks for specific information that is drawn from sever different SQLite tables inside

Photos.sqlite, a custom SQLite query is an effective method of locating the filename of interest. To
perform a custom SQLite search:

1. Inthe Forensic Explorer File System module, branch plate [ [E: ] the entire case and use the
column filter to locate the Photos.sqlite file and its associated -wal and -shm files.

2. Highlight the files, right-click and Export > Files and folders.

Figure 33: Open the raw Photos.sqlite database (and associtated -shm and -wal)
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e | \ e
=l |AZY PHOTOS.SOLITE Jilazw Ext ||&2¥ FileSig | A2™ E ||A2¥ File ( |42¥ PhotoData
Filename Extension File Signature  Exte... File Cate... Path
[T || Photos.sqlite sqlite SQLite Mo Database EXTRACTION_FFS.ufd\filesystem2\mobile \Media\PhotoData',
i = D Photos. sglite-shm slite-... | Sqlite SHM MNo Database EXTRACTION_FFS.ufd\filesystem2\mobile\Media\PhotoDatal
i = D Photos. sqlite-wal E) Add Bookmark sqlite-wal | Sqlite WAL Mo Database EXTRACTION_FFS.ufd\filesystem2\mobile \Media\PhotoData',
Classify L4
Flags L4
[Z] EXTRACTION_FFS.ufd\filesystem: qlite-wal
Open
3 of 673874 Visible [LS 38.6 MB PS 38 i . [LS 38,6 MB PS5 38.6 MB] 0 Checked [L5 0 bytes P50 bytes]
Open with... -
Export... Export Rows (TAB, C5V, HTML, XLSX)...
Send to module 4

Folders and Files

3. Use the shortcut folder at the top of Forensic Explorer to navigate to the Exported folder of
the current case.

4. Open Photos.sqlite with a 3" party application, e.g. DB browser for SQLite.

5. The SQlite query suggested by STARK-4n6 is:

SELECT DISTINCT ZPERSON.ZFULLNAME AS FULL_NAME, ZASSET.ZFILENAME AS FILENAME,
ZASSET.ZDATECREATED + 978307200 AS DATECREATED

FROM ZPERSON

INNER JOIN ZDETECTEDFACE ON ZPERSON.Z_PK=ZDETECTEDFACE.ZPERSON

INNER JOIN ZASSET ON ZDETECTEDFACE.ZASSET=ZASSET.Z_PK

WHERE ZPERSON.ZFULLNAME LIKE "Pawel"

ORDER BY ZASSET.ZDATECREATED DESC
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Figure 34: DB Browser for SQLite (Query source: https://www.stark4n6.com/2023/10/cellebrite-ctf-2023-abe.html)
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QUESTION 17 - LOCATION - LEVEL 2 (30 POINTS)

Abe went for some shady meeting on an island but tried to conceal as a vacation so he took a boat
tour and tracked dolphins. He then decided to mark a location with “dolphins”. What was the
timestamp for that location? [HH:MM:SS] written in UTC time"'?

Q17. ANSWER

17:57:35.

Q17. FORENSIC EXPLORER METHODOLOGY

Figure 35: Artifacts > Search Artifact Results

@

kS
Search Artifact
Results

Figure 36: Artifacts > Search Artifact Results > Dolphin

B Search Artifacts Results — a X
Keyword Count: 1 A
Artifacts Module:
Bates ID RegEx Search Term Folder Hatch Text
€78247 dolphins Open GPE Tracker i03 7:57:35 M dolphins
Match Summary:
RegEx Term Hits
dolphins 1
Total Artifacts: 1
Search Rrtifacts Results finished.
Search Rrtifacts Results finished.
Time Taken: 00:02:13
v
Copy to Clipboard Save C5V and Close

In the Artifacts module, select Tracking > Open GPX Tracker iOS and examine the Waypoint Name.
To confirm the UTC time:
1. The Artifacts > Source Name column identifies open-gpx-tracker-session.sqlite as the
source file. Right-click to copy the Source Name.
2. In the File System module, branch plate [ [ ] the entire case, and use the column filter to
locate open-gpx-tracker-session.sqlite.
3. In Display View, locate the ZCDWAYPOINT table, and for dolphins entry, copy the raw
ZTIME integer value.
4. Enter this value into a time decoding program (e.g. DCode) to confirm that the time value is

in UTC.
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Figure 37: Artifacts > Tracking > Open GPX Tracker iOS
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Figure 38: open-gpx-tracker-session.sqlite
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Figure 39: DCode (https://www.digital-detective.net/dcode/)
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QUESTION 18 - BOKERTOV - LEVEL 3 (100 POINTS)

Within the last month before Abe got arrested (and his device was extracted), Abe used to wake
up naturally however, there was one day the phone did. What was the day and (local) time?
[YYYY-MM-DD HH:MM:SS] e.g: 2021-09-19 08:35:00?

Q18. ANSWER

2023-06-16 06:00:00.

Q18. FORENSIC EXPLORER METHODOLOGY

Figure 40: Artifacts > Biome > User Notification Events iOS
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Screen Snapshot:
There is a screenshot in the following path:

filesystem2\mobile\Containers\Data\Application\73B09176-74A6-4676-AE95-
0769BC8603D3\Library\SplashBoard\Snapshots\scenelD_com.apple.mobiletimer-
default\17FA1799-E1EF-42E8-A76F-91F7E63319E4@3x.ktx

Forensic Explorer does not currently view .ktx files. This feature is currently in development.
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