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Cellebrite 2023 CTF - Felix iPhone

CTF QUESTIONS ONLY

1. Question 1 - Voicemail - level 1 - (10 points)

Please look at the following image: IMG_0026.HEIC. How many times do you see this
picture on the device (including thumbnails)?

2. Question 2 - Picture - level 1 (10 points)

Felix confirmed receiving “everything.” When Felix sent the confirmation, which
account did he sent it from?

3. Question 3 - Confirmation - level 1 (10 points)

Felix confirmed receiving “everything.” When Felix sent the confirmation, which
account did he sent it from?

4. Question 4 - Photo (10 points)

Private Photo Vault is an application that is installed on the phone. What is the
passcode to the application?

5. Question 5 - Location (10 points)

Felix always had an interest in the USA. What application did he use to search an
address in New Jersey USA?

6.
Question 6a - Size - Levell (10 points)
What is the size (in bytes) of the ChatStorage.sqlite-wal file? (Answer with numeric
digit(s) only)

7. Question 7 - Size - Level 2 (30 points)

What is the date and time the -WAL file from Felix 06a committed to the main
database?
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10.

11.

12.

Question 8 - Missing - Level 2 (30 points)

When was the SIM card information on Felix's phone last updated? (Raw data, not
converted)

Question 9 - Wiped - Level 2 (30 points)

The WhatsApp chat database appears to be missing some chat messages. Assuming
the highest number is the last message, how many messages are missing?

Question 10 - Cruise - Level 2 (30 points)

When was Felix's phone last wiped? [YYYY-MM-DD HH:MM:SS]

Question 11 - Data - Level 3 (50 points)

Felix was researching / surveilling a ship as a possible target and downloaded a photo
of it. What is the name of the cruise ship?

Question 12 - H is mean - Level 3 (100 points)

Felix was referred information about pension reform. What is the SID associated with
that artifact?
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ABOUT THIS CTF CHALLENGE

This challenge was created by Cellebrite (see: https://cellebrite.com/en/cellebrite-capture-the-flag-
september-2023/).

FORENSIC IMAGE SOURCE

Download: CellebriteCTF23_Felix.zip

MDS5: 996A913B1301AB011CA7DD8CA93A9400
OTHER ONLINE SOLUTIONS

The following other solutions can be found online:
. https://cellebrite.com/en/cellebrites-ctf-2023-recap-answers-for-felixs-iphone-device/

. https://www.stark4n6.com/2023/10/cellebrite-ctf-2023-felix.html
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STARTING THIS CHALLENGE IN FORENSIC EXPLORER

In the Evidence module:

Select the New Case button.

Enter investigator details (if required) and a case name.
Click the Add Image button.

Add the Cellebrite file: EXTRACTION_FFS.ufd

In the Evidence Processor window use the default options.

vk wnN e

Figure 1: Evidence module > Add Image

Evidence
§ . CTF 2023 - Cellebrite FELIX (1)
S eEs [ EXTRACTION_FFS.ufd (0)
Addimage -~
Evidence Processor
[y Add file Evidence Name: EXTRACTION_FFS.ufd
Tasks
9 Add group FileSystem
<@ Process in Paralel
@ Add remote Verify Device Hash
Search for IS0 Tracks (CD/DVD)
Search for MBRs
5% Remove L&' search for FileSysterns
: Signature Analysis
7 Credentials... Compound File Expansion
Process in Parallel
| &b T

ARTIFACTS > PROCESS ALL

The Forensic Explorer Artifacts module extracts common forensic artifacts from SQLite, Plist, TXT,
XML and other files. To populate artifacts:

1. Click the Artifacts module > Process All button.

Figure 2: Artifacts > Process All
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T Evidence File System

©Ie B

Process Browsers Chat ¥ Email

All
Artifact Tree q
Filter: [ Mo Filter v o=
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QUESTION 1 - VOICEMAIL - LEVEL 1 -

(10 POINTS)

Felix received a voicemail from +1-416-435-5684. How many seconds in length was the voicemail

message?

Q1. ANSWER

27 seconds.

Q1. FORENSIC EXPLORER METHODOLOGY

In the Artifacts module:

1. Select Mobile > Voice Mail

Figure 3: Artifacts > Mobile > Voice Mail iOS

i0S.
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1T Evidence File System
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Process Browsers Chat Email
All
Artifact Tree
Filter: [ Mo Filter v || =
Filename &
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(1% chat (7)

(1@ Email (2)
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0] Mobile (23)

] 22| Accounts Type i0S (34)

HJ Apple Maps Searches i0S (1)
151 application Permissions i05 (127)
] E5] Application State i0S (129)
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—1 [E3 Bluetooth Devices i05 (2)
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1 4% contacts Detais 05 (10)

] & Data Usage i0S (349)

15 Installed Applications i05 (199)
3 Mote Items i05 (11)
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ﬁ Artifacts

ﬁ Keyword Search

p Index Search
0
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©

Social
Media

@ Email

0

Tracking|
Apps

B Date AZY Token A2 Sender LT
Date Token Sender Duration
Q 24-Feb-2023 12:38:12FM <Unisys-VWM-33785... +33787557682 21
Q 20-Jun-2023 2:09:43 PM <Unisys-VWM-33785... +14164355684 27
24-Feb-2023 12:38: 12 PM <Unisys-VwM-33785... 4337375576582 21
I-% 20-Jun-2023 2:09:43 PM <Unisys-VWM-33735... +14164355684 27 I
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QUESTION 2 - PICTURE - LEVEL 1 (10 POINTS)

Please look at the following image: IMG_0026.HEIC. How many times do you see this picture on
the device (including thumbnails)?

Q2. ANSWER

5 instances.

Q2. FORENSIC EXPLORER METHODOLOGY

Important: If HEIC files do not display in either Gallery View or display view, a HEIC drive is required.
Install from: https://www.copytrans.net/copytransheic/.

To locate IMG_0026.HEIC files:

Branch plate [[E> ] the entire case.

In the File System > File List > Filename column filter, enter IMG_0026.HEIC.
This filter locates four files, plus one folder, of the same name.

Inside the IMG_0026.HEIC folder is an additional file called 5005.JPG.

el e

£ Evidence File System ﬁhrtifacts p Keyword Search p Index Search @ Email
"R & N v v O & g 10 8

Recover File Mame File Shadow Signature ~ Expand Expand * Extract Analysis ¥ Triage ¥ Cuick
Folders Search Carve Copy Analysis Files Video Metadata Programs Registry
Folders Categoriss [F] File List Gallery View Video View [, Disk View & Category Graph
Filter: L[ No Filter v = Mg = (a2 MG_0026.HEI ) AZ¥ Ext |18 Hash (MDS) AZ¥ File Sign
Filename - Filename Extension Hash (MD5) File Signature
[ W] &= FELIX IPHONE (1) [] 1 o} MG_oozs.HEIC  HEIC Fce1h29a77a207f34d 1f1c8 1ecD5f0ae HEF
=B [ EXTRACTION_FFS.ufd (7) 0 = sl MG_o02s.HEIC  HEIC 2e9f35a 1d2df76e383bb 742280 1e8ah HEIF
B[] [ extra (1) O s ofl MG_002s.HEIC  HEIC 7ce1b29a775297f94d 1f 109 1ec05f9ae HEIF
®[] [ flesystem1 (15) 14 #fl MG_0026.HEIC  HEIC 78c60369ddaffa008adab46f10e3b9a2 HEIF
B[] [ filesystem2 (34) s [ IMG_0026.HEIC Folder

B[] [ metadatal (2)
B[] [ metadata2 (2)

EXTRACTION_FFS.ufd\filesyster2\mobile\Librang\ Caches\.com.apple. MobileSMS\Previews\ Attachmen
sy ry pp
5 of 432324 Visible [LS 10.7 MB PS5 10.7 ME] 1 Highlighted [LS 2.7 MB PS 2.7 ME]

A search was also run using the File Name Search button.
Figure 4: File System > File Name Search

S

File Mame
Search
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Figure 5: File Name Search result

EXTRACTION_FFS

File/Folder HName
EXTRACTION_FFS.
EXTRACTION FFS.
EXTRACTICN _FFS.
EXTRACTICN_FFS.
ufdhvfilesystem2hmobile\Mediah PhotoData\Thumbnail sh\ V24 DCIMY 100APPLENTHE 0026 HEIC

ufdifilesystem2'mobile\Library\Caches'com.apple MobileSHMS\Freviews\Attachments " ££415%D4757FAC-80E7-47658-2
ufdifilesystem2\mobile\Library"\SHS\Attachments\ 57 07"\ 64E43265-C3B4-4FFD-2214-41FFD40€EDRALNIME 002€ .HEIC
ufdifilesystem2'mobile\Library'wSMS\Attachments f£M15%D4797FAC-80€7-47€E8-A5ET-EE3D325E5T711NIME 002€ (HEIC
ufdifilesystem2'mobile\Media’\DCIMY100APPLEY IME 002€ HEIC

Figure 6: IMG_0026.HEIC
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QUESTION 3 - CONFIRMATION - LEVEL 1 (10 POINTS)

Felix confirmed receiving “everything.” When Felix sent the confirmation, which account did he
sent it from?

Q3. ANSWER

felix.davey@orange.fr

Q3. FORENSIC EXPLORER METHODOLOGY
In the Artifacts module:

1. Use the Search Artifact Results button to search for “I received everything”.

Figure 7: Artifacts > Search Artifact Results

Q

Search Artifact
Results

Figure 8: Artifacts > Search Artifact Results > output

B Search Artifacts Results

Eeyword Count: 1

Artifacts Module:
Bates ID RegEx Search Term Folder HMatch Text

432545 everything Mail i05

HMatch Summary:

RegEx Term Hits
everything 1
Total Rrtifacts: 1

Search Rrtifacts Results finished.

Search Rrtifacts Results finished.

The search result identifies Artifacts > Emil > Mail iOS as a potential source:

Figure 9: Artifacts > Email > Mail iOS

H &80 Forensic Explorer v5.6.8[46494)
T Evidence File System 7(3: Artifacts ﬁ Keyword Search p Index Search @ Email ﬁ Registry Bookmarks

© @ ® @ $ O ¢ &« 0 & © = @&

Process  Browsers ~ Chat ~  Emall = Finance ~  Health = i0S MAC 7 Mobile 7 Social 7 Tracking 7 Windows | Artifact
Al Apps Apps Biome 05 Media Apps 05 Carve

Bl Artifact Tree Ll = Fie vist
vl =

Filter: [ Mo Filter g = {é} (8 Date Sent 8 Date Received AZI¥ Sender AZ¥ Subject AZ¥ Summary
Filename & Date Sent Date Received Sender Subject Summary
o= CTF 2023 - Cellebrite FELIX (3) [J Fla O] 19-May-2023 2:11...  19-May-2023 211:53... noreply.intern...  Mail Orange : Bienve...  Le Mail Orange Borjour, Avec le Mai, .
] '@ Browsers (3) =2 [Z] 02-3un-2023 3:42:...  02-Jun-2023 3:42:35PM | felix.davey@o... | Confirmation I I receive everything Sent from my ||
(1% chat (7) s [Z] 02-un-2023 7:00:... 02-Jun-2023 7:00:00 PM  felix.davey@o... Material
E=HC] 4] Email (2) 0 a [0 02-3un-2023 3:5%:... 02-Jun-2023 3:53:48PM  aberudder77... Confirmation Ok, thanks for letting me know.
':E ) Mail Addresses i0S (5) Os (2] 14-un-2023 4:24:... 14-Jun-2023 4:24:42PM  hello@what3w... Getstarted with the ...  Finding a what3words address View..,
) mailios (8) Os ) 14-2un-20234:14:... 14-Jun-2023 4:1431PM  support@what... Please confirm your d...  Please confirm your details Hello Feli...
(] 9 Finance (0) i = Q 22-1un-2023 4:36:...  22-Jun-2023 4:36:56 PM  hello@what3w... How what3words began  Watch our CEO and Co-founder’s T...
L o Health Apps (3) Os Q 30-Jun-2023 4:37:...  30-Jun-2023 4:37:03PM  hello@what3w... Add a whatdwords wi...  Quick access to your current what3...
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As a follow-up search, In the Keyword Search module:
1. Add the keyword phrase “I received everything”.

This search locates two files in the filesystem called full.emlx.
full email header.

Figure 10: Keyword Search > "I received everything"

These files can be displayed with the

H&~8~-a
FiIeSystem

Evidence Artifacts
) A

p Keyword Search

— I 4 L I ©

e B B . ’ C
Add Add Add Edit Delete Im Expa Start
Keyword Multiple Groug Keyword Keywaord Ki ey Search

ﬁ Keyword Management o

RB 7| R
Keywaord Label P

Bl keyword Tree
Keyword Label

O=

Keyword Results (1)
| Keyword Search (1)

P =)@

AZ¥ Filename

(8] [ Keywords (1) £ Ireceive every] Fi_h‘aname

£ Treceive everythi El snippets.db
[=] full.embe
(21 full.embx

[Z) Protected Index-wal
[Z1 hot, 16699150435563

[ Keyword Result List Gallery View video View

Forensic Exp

p Index Search @ Email ﬁ Registry
S
=
. ¥
Keyword Keywords
Count InFiles

19 Hits

Hits Hit Text

.com*..I receive ewverything ...Sen
te:..>» I receive ewverything.>._.>_>
,204) "1 receive ewverything <br>.<

10

2

0 of 3 Checked 5 of 5 Visible [LS 598 KB PS 598 KB]

[Z) EXTRACTION_FFS.ufd\filesystem2\mobile\Library\Mail\MonpurgeableMessageData\33\full.emlx

1 Highlighted [LS 346 bytes PS 346 bytes]

Subject:
From:

Confirmation

Felix Davey <felix.davey@orange. fr =
Sent Date: 02-Jun-2023 5:42:35 PM UTC
To:

Received Date:
Abe Rudder <aberudder 77 @gmail.com=

@ Message

I receive everything

A2 Header

Sent from my iPhone
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QUESTION 4 - PHOTO (10 POINTS)

Private Photo Vault is an application that is installed on the phone. What is the passcode to the
application?

Q4. ANSWER

2510.

Q4. FORENSIC EXPLORER METHODOLOGY

This answer is being updated. Check back soon.
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QUESTION 5 - LOCATION (10 POINTS)

Felix always had an interest in the USA. What application did he use to search an address in New
Jersey USA?

Q5. ANSWER

Apple Maps.

Q5. FORENSIC EXPLORER METHODOLOGY

Apple Maps is the usual suspect for navigation searches on an iPhone. In the Keyword Search
module:

1. Search for the keyword New Jersey:

Figure 11: Keyword Search module

[ Keyword Result List Gallery View Video View
F = @ AZ¥ Filename 18 Hits 18 Hit Offset (|
Filename &~ Hits Hit Text Hit Offset (File)

B [2) MapsSync_0.0.1 12
— 112 ateszz. .United States. . US. _New Jersey” NJ* _Bergen County2 .Closte BEI45
— 212 ted States..United States. New Jersey” _New Jersey* . Bergen County 67127
— 3/12 United States..New Jersey" New Jersey* _Bergen County2.ClosterB.G 67139
— 4/12 . JlRddress A {s:s}Closter, Hew JErsEy{:‘s:s}z.._s..‘_.}._,.._l'!.h“. 67452
— 5/12 _)Rddress &. {s:s}Closter, NHew JErsEy{:‘s:s}z.._s..‘_.}i_.f.'l._l'!.h“_ 538694
— 6/12 ateszz. .United States. US. _New Jersey” NJ* _Bergen County2.Closte 539731
— 7/12 ted States..United States. New Jersey”.lew Jersey* Bergen County 539963
— 5/12 United States..New Jersey"” New Jersey* . Bergen CountyZ . ClosterB.& 539975
— 9/12 ateszz. .United States. US. _New Jersey” NJ* _Bergen County2.Closte S46460
— /12 ted States..United States. New Jersey” .Hew Jersey* . Bergen County 546642
— 11/12  United States. .New Jersey"” New Jersey* _Bergen County2.ClosterB.& o46654
— 12/12 . JlRddress A {s:s}Closter, Hew JErsEy{:‘s:s}z.._s..‘_.}._,.._l'!.h“. 546967

[,E—D E] Maps5Sync_0.0. 1-wal 4

The search result identifies MapsSync_0.0.1 (a known Apple Maps file) as a potential source.
In the Artifacts module:
1. Examine Mobile > Apple Maps Searches iOS.

This shows that the address 49 Colgate St, Closter, NJ 07624, United States, was searched in Apple
maps on 14 June 2023.
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Figure 12: Artifacts > Mobile > apple Maps Searches iOS

-
€T Evidence File System ﬁ Artifacts ﬁ Keyward Search p Index Search @ =
® & " @ ¢ O _ ¢ e« [0 &

Process  Browsers ~ Chat =~ Email Finance ~  Health ~ 08 7 MAC Y Mabile Sodial
All Apps Apps Biame o5 Media
Artifact Tree
Filter: [ Mo Filter W o= 5;;"» = {§? '8 Date Created AZ™ Map ltem Storage BLOB
Filename L Date Created Map Item Storage BLOB
] == CTF 2023 - Cellebrite FELIX () [ o [Z] 14-1un-2023 4:18:... 49 Colgate 5t, Closter, NJ 07624, United States

el I@I Browsers (3)

(198 chat ()

[ 4 Email (2)

16 Finance (0)

[ €)) Health Apps (3)

1 % ios Biome (5)

] ‘ MAC Operating System (1)

[ Mobile (23)
=7 Accounts Type iQS (34)
[ Apple Maps Searches i0S (1)
71 annlication Permissinns 05 (127)
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QUESTION 6A - SIZE - LEVEL1 (10 POINTS)

What is the size (in bytes) of the ChatStorage.sqlite-wal file? (Answer with numeric digit(s) only)
Q6A. ANSWER

0 bytes.

Q6A. FORENSIC EXPLORER METHODOLOGY

In the File System module:

1. Branch plate [[B ] the entire case.
2. Enter ChatStorage.sqlite-wal in the Filename column filter.
3. Examine the Logical Size column.

Figure 13: File System > Filename column filter

CERA
1T Evidence File System ﬁhr‘tifacts ﬁ Keyword Search p Index Search @ Email

@ O N ¢ . O @ B O O

Recover File Mame File Shadow Signature e Expand Expand * Extract Analysis h Triage ” Quick
Folders Search Carve Copy Analysis Files Video Metadata Programs Registry
Falders Categories File List Gallery View video View || Disk View & Category Graph
Filter: L[ Mo Filter v o= Nl (=) | ["f' ChatStorage.sglite-w _J AZ¥ Extensio |12 12
Filename E Filename Extension Logical Size  Physical Size
E-[m] S Cellebrite CTF FELIX (1) [] ] [Z| ChatStorage.sglite-wal sqlite-wal 0 ]

-E>m] [} exTRACTION_FFS.ufd (8) [UTC {+00:00)]
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QUESTION 6B - TIME - LEVEL 2 (30 POINTS)

What is the date and time the -WAL file from Felix 06a committed to the main database?

Q6B. ANSWER

2023-07-01 05:49:55.

Q6B. FORENSIC EXPLORER METHODOLOGY
In the File System module:

1. Branch plate [[B ] the entire case.
2. Enter ChatStorage.sqlite in the Filename column filter.
3. Examine the Logical Size column of the filtered results.

Figure 14: File System > Filename column filter

[ rorensc oo [EIEREREC Forens
. = . . ] .
€ Evidence File System ,‘*Artlfacts ﬁ Keyword Search p Index Search @ Email % Registr
] i B
@ & N _ ¥ . g o0 =
Recover File Mame File ¥ Shadow Signature e Expand Expand Y Extract Analysis ¥ Triage ¥ Quick ¥ File
Folders Search Larve Copy Analysis Files Video Metadata Programs Registry Info
Folders Categories [E7] File List Gallery View Video View () Disk View @ Category Graph
Filter: [ Mo Filter v = B (=) |8 G‘f' ChatStorage.sqlite J EX AZ™ Extensio |18
Filename i Filename & Modified Extension Logical Size
B> | [ 1F4A3282-BD0C-463 i [Z] ChatStorage.sqlite 01-1ul-2023 5:49;55 AM | sqfite 352,256
B[] [ 2001E1C5-08C7-4C & = [Z] ChatStorage.sgiite-shm 01-1ul-2023 5:49:32 AM  sglite-shm 32,768
B[] [ | 259F87AF-8BBE-4EDE FiE [Z) chatStorage.sglite-wal 01-1ul-2023 5:49:55 AM | sglite-wal 0
® [ [ 2079CB24-0208-43F1 4 [Z) ChatStorage.sqlite.enc 01-1U-2023 5:49:34AM  enc 32,515
® [ 328C71A9-700D-404 |

The modified date of ChatStorage.sqlite and ChatStorage.sqlite-wal files are the same. This is
indicative of the commit from the -wal to the database.
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QUESTION 7 - SIZE - LEVEL 2 (30 POINTS)

When was the SIM card information on Felix's phone last updated? (Raw data, not converted)

Q7. ANSWER

709888384.063589.

Q7. FORENSIC EXPLORER METHODOLOGY

File List Gallery view video View () Disk View &8 Category Graph

% E] {% [:"f' CellularUsage.db J B AZ¥ Extensio |12 1& AZY
Filename +  Modified Extension Logical Size  Physical Size Path
L [Z) celularUsage.db 01-1ul-2023 7:1%:04AM  db 45,056 45,0565 EXTRACTION_FFS.ufd\files

[Z] EXTRACTIOM_FFS.ufd\filesystern2\wireless\Library\Databases\CellularUsage.db
-

v Tables ROWID * SUBSCRIBER_ID SUBSCRIBER_MDM  TAG | LAST UPDATE TIME | SLOT ID
» - _SqliteDatabaseProperties
. 1 89330122213813626250 +33735650921 1 7098358384.063589 1
» -bundle_info
» - bundle_uuid

» -sqlite_sequence
- subscriber_info
i+ CREATE TABLE subscriber_infi
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QUESTION 8 - MISSING - LEVEL 2 (30 POINTS)

The WhatsApp chat database appears to be missing some chat messages. Assuming the highest
number is the last message, how many messages are missing?

Q8. ANSWER

19 messages are missing.

Q8. FORENSIC EXPLORER METHODOLOGY

Artifacts > Chat > WhatsApp Chat iOS shows 10 messages:

Figure 15: WhatsApp Chat iOS

H&-%-e
1T Bvidence File System ﬁ Artifacts ﬁ Keyword Search p Index Search @ Email
®© @ ® @ ¢$ O© o e« 0 ®©_ ©9

Frocess  Browsers Chat " Email " Finance Health i0s 7 MAC Y Mohile 7 Social 7 Trackin
All Apps Apps Biome 05 Media Apps
] At e :
Filter: [ [ Mo Filter v - % = @ B Message Date B Sentdate AZY Text
Filename E Message Date Sentdate Text
C1 &8 cTF 2023 - Cellebrite FELIX (8) [ | [=] 01-Dec-2022 6:05:32PM
[1(&) Browsers (3) O =2 [£ 01-Dec-2022 &:05:32PM 01-Dec-2022 6:05:32PM  Hello how are you ?
% chat (7) s [£] 01-Dec-20225:05:43 PM 01-D2c-2022 6:05:43PM  Just sending & photo
L iMessage Attachments 05X (13) 4 [£] 01-Dec-2022 5:06:00 PM 01-Dec-2022 5:06:00 PM
| iMessage Message OSX (54) id £ [Z] 31-Mar-2023 10:03:42 AM
n Telegram T7 Chat i0s (50) Os [£] 19-May-2023 2:18:08 PM
B Telegram User ios (3) Oz [Z] 19-May-2023 2:18:08 PM
WhatsApp Chat i05 (10) Os [Z) 03-Jun-2023 1:37:43PM
WhatsApp Contacts i0S (&) i & [Z) 03-Jun-2023 1:37:43PM
WhatsApp Preferences i0S (1) O w [Z) 01-3ul-2023 5:41:04 AM 01-Jul-2023 5:41:04 AM  Try to retrieve my m...
+H ] 4 Email (2)
9 Finance {0)
% L

The Source Path and Source Name columns show ChatStorage.sqlite to be the source. The Location
column lists the primary SQL Table as zwamessage.

To examine the ChatStorage.sqlite, zwamessage table:

1. Inthe File System module, Branch plate [ [ ] the entire case.
2. Enter ChatStorage.sqlite in the Filename column filter.
3. Inthe Display View, locate the ZWAMESSAGE table.
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Figure 16: File System > ChatStorage.sqlite > Display View ZWAMESSAGE table

[ File List | [2] Gallery View Video View

(| Disk View @ Category Graph

i = iﬁ? AE¥ ChatStorage.sqlite J-‘*_i' Ext ||A-Z™ File Signature
Filename Extension File Signature

1 || ChatStorage.sqlite sglite WhatsApp i0S

] 2 || ChatStorage.sqlite-shm sglite-...  Sglite SHM

[] 3 D ChatStorage. sqglite-wal sglite-wal Mo size

[] 4 D ChatStorage. sqglite, enc Enc Lnknown

|| EXTRACTION_FFS.ufd\filesystem2\maobile\Containers\Shared\ AppGroup\5F021CDF-1E49-45A3-A3EF-02BE

4 of 432324 Visible [LS 408 KB PS5 408 KE]

~ - Tables

¥ - ZWABLACKLISTITEM
ZWACHATPROPERTIES
ZWACHATPUSHCOMFIG
ZWACHATSESSION
ZWAGROUPINFO
ZWAGROUPMEMEER
ZWAGROUPMEMBERSCHANGE
ZWAMEDIAITEM
ZWAMESSAGE
‘.. CREATE TABLE ZWAMESSAGE (Z_PEIN
ZWAMESSAGEDATAITEM
ZWAMESSAGEINFO
ZWAPROFILEPICTUREITEM
ZWAPROFILEPUSHMAME
ZWAVCARDMENTION
ZWAZ IPAYMENTTRANSACTION
» -Z_METADATA
» - Z_MODELCACHE
» - Z_PRIMARYEEY

% .
% .
% .
% .
% .
% .
% .
o

} .
} .
} .
> .
> .
> .

1 Highlighted [L5 344 KB PS5 344 KE]

ZPK* ZENT  Z_OPT  ZCHID..
1 g 3 0
2 E 7 0
3 E 7 0
4 E 11 0
10 E 2 0
11 g 2 0
12 g 4 0
20 g 2 0
21 g 5 0

g 5 0

ZCHILD...

[ S e Y o I o O Y Y o Y o R |

]
fa]

o o o o O O O O O O

The Z_PK column shows 29 as the highest numbered message. Subtract the 10 visible messages and

there are 19 missing items.
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QUESTION 9 - WIPED - LEVEL 2 (30 POINTS)

When was Felix's phone last wiped? [YYYY-MM-DD HH:MM:SS]

Q9. ANSWER

2022-12-01 17:16:55.

Q9. FORENSIC EXPLORER METHODOLOGY

A common file that is used to identify an iOS device wipe is root\.obliterated (see:
https://dfir.oubpub.org/pub/6i7d593n/release/1). This is a zero-byte file created by the device upon
booting after a wipe.

To search for .obliterated:

1. Inthe File System module, branch plate [ [E ] the entire case.
2. Inthe Filename column header, filter by obliterated.

The filter identified a .obliterated file with a created and modified date of 1 December 2022.

Figure 17: File System column filter

[F] File List Gallery View Video View [ Disk View & Category Graph

e (=] ¥ (A2~ obliterated ) AZ* Extensio & = 14 18

o

Filename &£ Extension Created Modified Logical Size  Physical Size
[~ [t || .obliterated obliterated 01Dec-2022 5:16:55 PM | 01-Dec-2022 5:16:55PM | O ]

=) EXTRACTION_FFS.ufd\filesystem2\rooth.obliterated
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QUESTION 10 - CRUISE - LEVEL 2 (30 POINTS)

Felix was researching / surveilling a ship as a possible target and downloaded a photo of it. What
is the name of the cruise ship?

Q10. ANSWER

Q10. FORENSIC EXPLORER METHODOLOGY

A visual scan of File System > Gallery View was conducted:

3. Inthe File System module, branch plate [ [B* ] the entire case.
4. Switch to Gallery View to examine the photos.

The following ship photos were located:

[] File List | [22] Gallery View | [22] Video View (.} Disk View @3 Category Graph
{%oe 7 'r|u|1i_|‘"|_mu|uu|uu| 7

[¥] £# F0027D9BCAD... [] £}202182B2F602... |[] #f} CO30253E-58D...
|

8 /8 of 8 Visible [LS 3.0 MB PS 3.0 MB] 1 Highlighted [LS 972 KB PS 972 KB]

However the Display View resolution was too low to make our the ship name.

The highest resolution image was then exported from the Forensic Explorer case and uploaded to
https://tineye.com/ Reverse Image Search.
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Figure 18: TinEye Reverse Image lookup

Search Technology Product

6 results

Searched over 64.5 billion images in 0.6 seconds for:

Paste or enter image URL

C030253E-58DE-4069-9AE0-ADDCE94416F7_1_102_o.jpeg

From the TinEye results the following picture was identified: https://pixabay.com/photos/cruise-
ship-dock-boats-yachts-6145828/ identifying the cruise ship as the Crystal Serenity.

Figure 19: https://pixabay.com/photos/cruise-ship-dock-boats-yachts-6145828/

52\

CCRTSIAL SLRINILY =
|jn®m ®SEmes

Alternate Method

The word ‘researching’ in the questions suggests web browser activity. A search of Artifacts >
Browsers > Safari History identified browsing activity at the site:

https://www.pexels.com/photo/luxury-monaco-port-yachts-3586/

Figure 20: Artifacts > Browsers > Safari History

H&~--0 Forensic Explorer v5.6.8(4641d) [64bit] Case: Cellebrite CTF FE|
ﬁ Evidence File System ﬁAmfﬁﬂs p Keyword Search p Index Search @ Email ﬁ Registry Bookmarks D Reports g Scripts
®© @ ®B @ $ O o e« 0 & © == & sl ) 2

Process  Browsers = Chat Email Finance ~ Health i0s 7 MAC 7 Mobile ¥ Socal ¥ Tracking = Windows | Arifact Event Export Map
A Apps Apps Biome os WMedia Apps os Carve Logs To €SV Artifact]

Fiter: L[ NoFilter 3 (=) | (& visit Date 42 URL AZ™ URL Title
Filename E Visit Date URL URL Title
o= Cellebrite CTF FELIX (8) [ 01 [Z 27-May-2023 11:3... | https:/jm.facebook. com/story.php?story_fbid=pfbid0xmdidhtnXtiuveFQc... | [FERMETURE DE ROUTE - RD2566] / Du... - Mairie de Lucéram | Facebook
-] (@) Browsers (3) Oz [2] 05-1un-2023 4:01:...  https:/fwww.google. fr/search?q=photos +monacofie=UTF-8802=UTF-8...  photos monaco - Google Search
) @raceBook URLS (1) Os= [2) 05-3un-2023 4:01:...  https://www.google.fr/search?q=photos +monacofie=UTF-880e=UTF-8...  photos monaco - Google Search
& @ 6oogle Query (9) [ [Z) 05-3un-2023 4:01:...  https://www.google. fr/search?q=photos +monacodie=UTF-880e=UTF-8...  photos monaco - Google Search
@ Safari Bookmarks (20) [ = [Z) 05-3un-2023 4:01:... [ hittps:/fwww.pexels.com/search/monaco/ Just a moment...
@ safari Cache (11) Oe [2] 05-1un-2023 4:01:... | https:/fwww.pexels, com/searchjmonace,? __cf_chl_rt_tk=85c7epxBLc32,.. | Justamoment...
@ safari Cookies (20) d 7 [Z) 05-3un-2023 4:01:... | https://www.pexels.com/searchjmonaco/ Justa moment...
@ safari History 058 (20) Os [Z) 05-3un-2023 4:01:... | hitps://www.pexels.com/search/monaco/?__cf_chl_tk=85c7epxBLc32N.0...] Monaco Photos, Download The BEST Free Monaco Stock Photos & HD Images
@ safari Recent Searches (1) Os [Z) 05-3un-2023 4:01:... | https://www.pexels.com/search/monaco/ Monaco Photos, Download The BEST Free Monaco Stock Photos & HD Images
@ Safari Tabs (20) O w [2] 05-1un-2023 4:02:... | https:/fwww.pexels, com/photo luxury-monaco-port-yachts-3586/ Boat Lot on Calm Body of Water Beside Canal Houses - Free Stock Photo
(@ URL Cache Generic (1820) [F 11 [2) 05-3un-2023 4:02:... | https://www.pexels.com/photoluxury-monaco-port-yachts-3536/
L] ’;J Chat (7) Oz [Z) 05-3un-2023 4:02:... | hitps://www.pexels.com/search/monace/ Monaco Photos, Download The BEST Free Monaco Stock Photos & HD Images
1@ Email (2) O 13 [Z) 05-3un-2023 4:02:... | https://www.pexels.com/search/monaco/ Monaco Phatos, Download The BEST Free Monaco Stock Photos & HD Images
'—D ) Mail Addresses i0S (6) O 14 [=] 05-1un-2023 4:02:... | https://www.pexels. com/photo/apartment-apartments-architecture-balco. .| - Low Angle Photography of High-rise Buildings * Free Stock Phato
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At https://www.pexels.com/photo/luxury-monaco-port-yachts-3586/ a high resolution version of

the Crystal Serenity image was found.
https://www.pexels.com/photo/white-and-blue-cruise-ship-on-the-sea-7372476/

Figure 21: https://images.pexels.com/photos/7372476/pexels-photo-7372476.jpeg

Yo
"CRYSIAL SERENITY =

A filename search for pexels located the following image in the apple~CloudDocs\Downloads

folder:

Figure 22: File System > Filename column filter for 'pexels’

[ File List Gallery View Video View (| Disk View @9 Category Graph

)Az' Exten /|AZY File Signature

Vﬁ = {{\)} (","" pexels
Filename Extension File Signature
I r pexels-helena-jankoviAiAovAiAikovAlAiAlAovATAi-7372476.00  ipg Unknown

&1 EXTRACTION_FFS.ufd\filesystem2\mobile\Library\Mobile Documents\com~apple~CloudDocs\Downloads\pexels-hé
1 of 432326 Visible [LS 2.2 MB PS 2.2 MB] 1 Highlighted [LS 2.2 MB PS 2.2 MB] 1

This file has a jpg extension, but an unknown signature, and does not display in Forensic Explorer.

A HEX examination of the file shows that it has additional characters before the standard JPG

header:

Figure 23: pexels-helena-.... file header

oo §EVA. . T
FIF..... H.H._ §&.XICC_PROFIL
E...... HLino .mntrREBE EYZ
... 1.._acspMSFT. .. IE

C SREB. . ... ab. . ...
O-HP . e
CpEL = Idesc. ... ... lwt

A right-click > open with programs including Snagit and Irfan view, shows it to be the high-resolution

Crystal Serenity picture.
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QUESTION 11 - DATA - LEVEL 3 (50 POINTS)

Which process on Felix's phone used the most cellular data (network traffic INTO the device)?
Q11. ANSWER

CumulaltiveUsageTracker.

Q11. FORENSIC EXPLORER METHODOLOGY

In the Artifacts module:

1. Select Mobile > Data Usage iOS.
2. Double click on the Cellular Bytes In column header to sort by size.
3. The process with the most bytes is CumulaltiveUsageTracker.

Figure 24: Artifacts > Mobile > Data Usage iOS

H&-8-e9 Forensic Explorer
£ Evidence File System ﬁ Artifacts p Keyword Search p Index Search @ Email ﬁ Registry
. |
®© & ®% @ % 0 ¢ &« 0 © O == o
Process  Browsers ~  Chat ~  Email ~ Finance ~ Health 7 ios 7 Mac Y Mobile 7 Socal 7 Tracking © Windows | Artifg
All Apps Apps Biome o5 Media Apps [ Cany
Bl Artifact Tree [l ] File List
Filter: L No Filter v = Q= 8| (12 Cellular BytesIn |08 Cellular Byt |18 Wifi Byl |[1:8 Wifi Byte | A2% Process Name
Filename L Cellular Bytes In w_ Cellular Bytes Out __ Wifi Bytes In__Wifi Bytes Out __Process Name
C1 = celebrite CTF FELIX (8) 1 11 || 479,085,390.0000 0.0000 0.0000 0.0000 CumulativelsageTracker |
(1@ Browsers (3) [ |=] 245,339,705.0000 0.0000 0.0000 0.0000 _personalhotspot_fcom.ap..
[] EJ Chat (7) 3 [Z] 235,612,755.0000 0.0000 0.0000 0.0000 _personalhotspot_jcom.ap..
(1@ Email (2) a4 £ 29,715,745.0000 232,841.0000 0.0000 0.0000  Telegram/ph.telegra. Telegr.
(16 Finance (1) s £ 15,539,423.0000  12,450,473.0000 0.0000 0.0000  mDNSResponder/com.appl..
(1) Health Apps (3) Os ]  15,855,496.0000  1,053,833.0000 0.0000 0.0000  locationd/com. apple.datau.
(1 3 05 Biome (5) Oz [Z]  15,252,750.0000  13,166,920.0000 0.0000 0.0000  apsdfcom.apple.datausage.
] g MAC Operating System (1) s £ 12,160,012.0000 514,760.0000 0.0000 0.0000  geodfcom.apple.datausage.
] Mobile (23) Os £ 8964,545.0000 §57,235.0000 0,0000 0,0000  itunescloudd/com. apple.da..
1 =5/ Accounts Type i0S (34) [ 1w £ 7,128,554.0000 297,315.0000 0.0000 0.0000  CommCenterMobileHelper .
{1 B2 Apple Maps Searches 05 (1) O u 2 3,679,027.0000 174,680.0000 0.0000 0.0000  mobileassetd,com. apple.da.
{1 Application Permissions 05 (127) 12 £ 2,883,5496.0000 386,182.0000 0.0000 0.0000  amsengagementd,com.appl.
—]ET] Appiication State i0 (199) 13 E  2,232,307.0000 19,081.0000 0.0000 0.0000  coreidvd,com.apple. Passbog
1 E2 Application Usage i05 (1998) [ 14 = 1,780,972.0000 59,557.0000 0.0000 0.0000  mobileassetd,com. apple.da.
[ [E3 Bluetooth Devices i05 (2) [ 15 = 1,678,432.0000 34,384.0000 0.0000 0.0000  mobileassetd,com. apple.da.
{1 3| Bluetooth Paired Low Energy Devices 05 (2) | [] 15 2] 1,484,222.0000 145,358.0000 0.0000 0.0000  locationd/com. apple. datau,.
[ [EA Bluetooth Seen Devices i05 (1001) 17 = 1,474,531.0000 58,980.0000 0.0000 0.0000  CommCenterMobileHelper .
1€ Cached Locations i0S (7813) [ 18 = 1,283,360.0000 117,513.0000 0.0000 0.0000  com.apple. Webkit.Network.
1" calendar 1tems v4i0s (50) O s £  1,283,026.0000 379,343.0000 0.0000 0.0000  locationd/com.apple.datau..
[ callHistory i0s (12) [ 20 = 1,242,659.0000  30,056,649.0000 0.0000 0.0000  nsurlsessiond/com.apple.m. .
1 ‘& cell Tower Locations i0S (386) 0z = 1,221,062.0000 257,124.0000 0.0000 0.0000  appstored/com.apple.data..
{1 4% Contacts Details i05 (10) [z = 1,120,215.0000 290,781.0000 0.0000 0.0000 assistant_service fcom.appl. |
—{ 1% Data Usage i05 (349) [ z= 2 1,067,392,0000  1,485,015.0000 0.0000 0.0000 assistant.assistantd/com.a..
- 1E71 Installed Applications i0S (159) [ 24 I 10175370000 194 4R90000 00000  0.0000  nalsessiondirom farehon, |
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QUESTION 12 - H IS MEAN - LEVEL 3 (100 POINTS)

Felix was referred information about pension reform. What is the SID associated with that
artifact?

Q12. ANSWER

c5141308-e98c-11ed-8f70-ead4e37ab9147

Q12. FORENSIC EXPLORER METHODOLOGY

This question is obscure. Please see the official Cellebrite solution on this page:

https://cellebrite.com/en/cellebrites-ctf-2023-recap-answers-for-felixs-iphone-device/
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