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ABOUT THIS DOCUMENT  

The document presents a methodology to process the Lone Wolfe digital forensics scenario using 

Forensic Explorer. Whilst it provides a structured framework, it is not presented as the sole 

comprehensive solution. 

ABOUT THIS SCENARIO 

The 2018 Lone Wolf scenario is a set of materials from a fictional seizure of a laptop of a fictional 

individual who was planning a mass shooting. In the scenario, the individual’s brother alerted the 

police regarding the increasingly concerning behaviour of his brother. As a result of the alert, the 

police seized the brother’s laptop. The laptop was then imaged with the FTK Imager program. 

This scenario was created by Thomas Moore, a student at George Mason University, as his final 

project for CRFS 780: Cloud Forensics, taught in Spring 2018 by Simson Garfinkel. The purpose of the 

scenario is to give students the chance to work with a dataset that contains cloud artifacts left on 

clients, and to provide a scenario with a realistic size. 

(Source: https://digitalcorpora.org/corpora/scenarios/2018-lone-wolf-scenario/) 

FORENSIC IMAGE SOURCE 

The forensic image, LoneWolf.E01 (consisting of 9 segments) can be download from Digital Corpa: 

https://digitalcorpora.org/corpora/scenarios/2018-lone-wolf-scenario/  

Copyright statement:  

https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/2018-

lonewolf/Lone%20Wolf%20Scenario%20Copyright.pdf  

OTHER ONLINE SOLUTIONS 

Other online solutions and a teaching guide are available at: 

https://digitalcorpora.org/corpora/scenarios/2018-lone-wolf-scenario/   

 

  

https://digitalcorpora.org/corpora/scenarios/2018-lone-wolf-scenario/
https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/2018-lonewolf/Lone%20Wolf%20Scenario%20Copyright.pdf
https://digitalcorpora.s3.amazonaws.com/corpora/scenarios/2018-lonewolf/Lone%20Wolf%20Scenario%20Copyright.pdf
https://digitalcorpora.org/corpora/scenarios/2018-lone-wolf-scenario/
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THE SCENARIO 

Jim Cloudy is a resident of Alexandria, VA. He is unhappy with the media’s coverage of gun violence 

and what he perceived as an attack on the 2nd Amendment. Prior to the start of the scenario, Jim 

gets into a heated online argument with his brother, Paul Cloudy. During this argument Jim destroys 

his laptop by throwing it on the floor. Jim disposes of this laptop using his Apartment’s trash chute, 

which is collected daily. Paul gives Jim one of his old laptops with the promise that he wouldn’t 

break it. Paul wiped the laptop’s drive prior to giving it to Jim. Jim does not encrypt any data and 

takes no overt steps to obfuscate data.  

Jim is currently unemployed and has trouble sleeping, so he sometimes spends odd hours on the 

computer. While officially unemployed, the scenario briefly alludes to his marihuana growing 

activities, and an amassed savings of $325,000. Jim becomes increasingly irate concerning the 

growing support for “gun-control”. Jim starts writing about his personal views and begins planning a 

“Lone Wolf” style attack. Jim wants to ensure his views are saved for posterity and his documents 

and plans can be accessed from anywhere; therefore, he uploads documents to a variety of cloud 

storage services. Prior to the planned date of the attack Jim gives Paul access to his cloud storage 

accounts. Paul is suspicious based on Jim’s sudden decision to go on vacation and not come back. 

When Paul reads some of the documents he notifies police, and a Search Warrant of Jim’s 

apartment is executed, and he is apprehended while talking to Paul online.  

On 6 Apr 18, Special Agent Dickhaus requested a Digital Forensic Examination of a laptop computer 

to recover any and all information pertaining to allegations Mr. Jim Cloudy was planning to attack a 

town hall meeting held to discuss gun violence. 

A Search Warrant was approved by Not A. REALJUDGE, United States Magistrate Judge, Eastern 

District of Virginia authorizing the search of Mr. Cloudy’s residence, and the seizure and subsequent 

Digital Forensic Examination of digital media found within. Computer Forensic Analyst {your name 

here}, {your address here}, concurred the Search Warrant was legally sufficient to conduct the 

examination as requested within the Laboratory Examination Request. 
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THE QUESTIONS  

1 What is the Operating System and edition installed on the computer? 

2 What is the computer name? 

3  Who is the operating system registered owner and organization? 

4  What time zone was the computer set to when it was imaged? 

5  
Was the system clock manually or automatically updated and how was this 
established? 

6  
Which user account logged on at 30 Mar 2018 at 03:27 UTC or 29 Mar 2018 at 23:27 
local time)? 

7  When was the computer last shutdown (date and time)? 

8  
Is a password required for the user account with a RID (Relative Identifier) of interest 
and how do you know this? 

9  What is the Password Hint for the jcloudy user account? 

10  What is the SSID of the wireless network that this computer was connected to? 
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11  
True or false: There was an externally connected USB device attached to this 
computer? 

12  
What is the serial number, vendor and product identifier for any USB drive(s), identified 
within the Lone Wolf evidence file? 

13  What file system does the volume that contains the operating system use? 

14 
Prior to being deleted, what was the original filename now referenced as 
$RYRY5PT.jpg? 

15 
When was the Chrome browser first used? Is this the same date as when the browser 
was installed and how do you know this? 

 

Create a forensic report that contains: 

• Relevant documents (Word, PowerPoint, pictures, etc ). 

• Cloud storage services being used to store and synchronize documents in the cloud. 

• Internet searches. 

• Chats. 

• Other items that you deem important. 
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PREPARING THE CASE IN FORENSIC EXPLORER 

The following initial Forensic Explorer processing steps are recommended.  

PREP: ADD EVIDENCE - LONEWOLF.E01 

In the Forensic Explorer Evidence module: 

1. Select the New Case. 

2. Enter investigator details (if required) and a case name. 

3. Click Add Image. 

4. Add the evidence file LoneWolf.E01. 

In the Evidence Processor window, add Triage to processing options. [Optional - See Triage below]. 

Figure 1: Running Triage from the Evidence Processor window. 
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PREP: TRIAGE AND BOOKMARK 

Triage is a fast process that extracts and bookmarks common files and artifacts. These bookmarks 

are used to produce a Triage Report in the Reports module.  

Triage can either be run when evidence is added, by selecting the Triage checkbox in the Evidence 

Processor window, or at any later time by selecting the File System module > Toolbar > Triage > 

Triage and Bookmark. 

Figure 2: Launch Triage from File System module. 

 

Reports module Triage Report: 

1. Triage is the default report in the Reports Module. If the Triage report is not displayed, 

select New > Triage (Default) and it will be added to the tree. 

Figure 3: Reports > Triage > Computer Information 
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PREP: ARTIFACTS MODULE - POPULATE 

The Artifacts module in Forensic Explorer is designed to make artifact records easily accessible by 

the forensic examiner. 

To populate the Artifacts module: 

1. In the Artifacts module, select the Process All button. 

Figure 4: Artifacts > Process All 
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PREP: REGISTRY MODULE - POPULATE 

To populate the Registry module: 

1. In the File System module, branch plate [  ] the entire case. 

2. Run a Registry folders filter. 

3. Click in the File List, and then press CTRL-A, to highlight the filtered registry files. 

4. Right-click and select Send to module > Registry. 

Figure 5: File System Registry folders filter, Send to module > Registry. 
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PREP: LIVE BOOT - VIRTUALIZATION 

Live Boot is a component of Forensic Explorer that enables an investigator to boot a forensic image. 

The investigator can then operate the computer in a real time virtual environment. The boot process 

is achieved through and integration of Forensic Explorer, Mount Image Pro, and VMWare or 

VirtualBox. 

To Live Boot the Lone Wolf forensic image: 

1. Click on the Virtual Live Boot button in the Evidence or File System modules. 

2. The following Virtual Live Boot Options window will display. Launch the Live Boot with the 

default settings. 

Figure 6: Live Boot Virtualization 
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3. The virtual machine will boot to the jcloudy password protected Windows login screen. 

Note: Use the right CTRL key to exit the cursor from the Virtual Box window. 

Figure 7: Windows Shutdown in VirtualBox 

 

PASSWORD BYPASS OF A UEFI SYSTEM USING VIRTUAL BOX  

 

The original Lone Wolf PC had a UEFI (Unified Extensible Firmware Interface) BIOS. To bypass 

Windows user passwords on an UEFI partition using VirtualBox and PCUnlocker it is necessary to 

disable UEFI during the password bypass process: 

1. At the Windows login screen, shutdown the machine using the standard Windows shutdown 

procedure (Windows must be shutdown correctly to obtain access to system boot settings in 

VirtualBox). 

2. Run Oracle VM VirtualBox from the desktop icon. From the VirtualBox menu, select 

Machine > Settings > System to display the window shown in Figure 8 below. Uncheck the 

Note: In question 8, the password to the jcloudy account was determined from the NTLM hash 

to be Jcloudy2018!!. This password can be used to log into the jcloudy account without the need 

to bypass. 
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Enable EFI (special OSes only) box: 

Figure 8: VirtualBox System Settings - Disable EFI 

 

Important: If the Enable EFI (special OSes only) is greyed out, it means that the Virtual Machine is 

running, or Windows has not shutdown correctly (i.e., the running state of the virtual machine has 

been saved). Restart the virtual machine and power down using the Windows shutdown 

procedure. 

3. With the virtual machine shutdown, in the virtual machine Settings > Storage > Storage 

Devices  window, click on the Optical Drive and select the pcunlocker.iso file: 

Figure 9: Select the PCUnlocker ISO from the VirtualBox settings window. 
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4. Click Start to launch the virtual machine and boot with PCUnlocker. Follow the PCUnlocker 

instructions to reset the jcloudy user password. Once the passwords have been reset, eject 

the virtual CD containing the pcunlocker.iso by selecting Devices > Optical Drives > Remove 

disk from virtual drive: 

Figure 10: VirtualBox > Devices > Optical Drives > Remove disk from virtual drive. 

 

4. Power off the machine by selecting the X button in the top right corner of VirtualBox and 

select Power off the machine. 

5. Once the machine is powered down go back to the Machine > Settings > System settings and 

re-check Enable EFI (special OSes only). 

6. Ensure that in the virtual machine settings window that the optical drive is empty (eject the 

pcunlocker.iso if it is still present).  

7. Click Start to launch the virtual machine. The machine should now boot to the Windows 

Desktop with passwords bypassed. 
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Figure 11: Live Boot > jcloudy desktop. 

 

An examination of the Windows desktop identifies the use of the following programs: 

• Box Sync 

• Dropbox 

• Google Docs 

• MS PowerPoint 

• MS Word 

• S3 Browser 

An examination of the Windows desktop identifies the following key documents: 

• AIRPORT INFORMATION.docx 

• Brother Chat 

• Cloudy thoughts (4apr).docx 

• Operation 2nd Hand Smoke.pptx 

• Planning.docx 

• The Cloudy Manifesto.docx 
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RUNNING LIVE BOOT VIRTUALIZATION  

Live Boot presents the opportunity to launch and examine installed programs as the suspect would 

have done. 

Figure 12: Live Boot - Navigating installed applications. 

 

In some instances, this can give access to documents that can prove more difficult to examine 

through forensic software. For example, Brother Chat.gdoc shown below: 

Figure 13: Live Boot - Navigating installed applications. 
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Live Boot also presents the opportunity to run external programs on the target computer. This is 

achieved by installing Oracle VM VirtualBox Guest Additions, which provides the ability to drag and 

drop applications from the host computer to the virtual machine desktop (search YouTube for 

detailed installation instructions). NirSoft WebBrowserPassView is shown below:  

Figure 14: Running tools inside the virtual machine (NirSoft WebBrowserPassView shown). 
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PREP: KEYWORD LIST 

The following keywords were collected: 

[General Scenario Words] 
$325 
2nd Amendment 
Gun control 
Gun violence 
gun-control 
Jim cloudy 
Marihuana 
town hall 
town hall meeting 
 
[Artifacts - Google Searches] 
9mm rifles 
Bali airport 
ApMsgfwd 
strap cash 
hotels in Bali 
gun free zones 
police response 
 
[Live Boot General Keywords] 
Denpasar 
Korean Air 
Manifesto 
Sea Breeze Candidasa 
 
[Live Boot Cloud Services] 
Drop Box 
Box Sync 
OneDrive 
Amazon S3 
 
[Filenames – Live Boot and Recent Docs] 
AIRPORT INFORMATION.docx 
Cloudy thoughts \(4apr\).docx 
Brother Chat.gdoc 
Operation 2nd Hand Smoke.pptx 
Planning.docx 
The Cloudy Manifesto.docx 

 

  



Lone Wolf Scenario 

 

 
19 | P a g e  

 

 PREP: KEYWORD SEARCH 

 

Figure 15: Keyword Search Module > Add Multiple Keywords 

 

In the Keyword Management tree: 

1. Check the keywords to search. 

2. Click the Start Search button. 

Examine the search results in the Keyword Result List. 

Note: Keyword Search 

A Keyword Search is a sequential sector search of the evidence. The duration of the search will 

depend on the size of the evidence and the number of keywords used. For this reason, it can be 

more practical to run a Keyword Search after other faster processing options have been run and 

reviewed. 
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 PREP: INDEX SEARCH 

 

To create and index: 

1. Click the New Index button. 

2. Select the required data to index and press OK. 

Figure 16: Index Search 

 

  

Note: Index Search 

The Index Search module uses DTSearch to create index of words. The time taken to create the 

index will be determined by the size of the evidence. For this reason, it can be practical to create 

an index after other faster processing options have been run and reviewed. 

The advantage of an Index Search is that it will natively support compound documents like 

Microsoft Word (.docx) and Microsoft Email (.pst, .mbox, etc.). See 

https://support.dtsearch.com/faq/index.html for more DTSearch information.   

https://support.dtsearch.com/faq/index.html
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3. Enter the search criteria in the Search for box and press the Search button. 

Figure 17: Index Search 
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QUESTION 1 - OPERATING SYSTEM 

What is the Operating System and edition installed on the computer? 

Q1. ANSWER 

Windows 10 Education (1709). 

Q1. FORENSIC EXPLORER METHODOLOGY 

Operating System information is stored in the following Registry locations: 

• SOFTWARE\Microsoft\Windows NT\CurrentVersion\ 

• SOFTWARE\WOW6432Node\Microsoft\Windows NT\CurrentVersion\ 

Q1. TRIAGE REPORT 

Select Reports module > Triage report: 

1. In the report tree, select SOFTWARE - Computer Information (If the Triage report is not 

populated see Triage on page 8 above). 

Figure 18: Reports > Triage > SOFTWARE - Computer Information 
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Q1. REGISTRY MODULE - TOOLBAR 

To examine registry data (see page 10 above to populate the Registry module): 

1. In the Registry module toolbar, select SOFTWARE Hive > Product Name and ID.  

Figure 19: Registry > SOFTWARE Hive > Product Name and ID 

 

2. The following summary report will appear: 

Figure 20: Registry module toolbar > SOFTWARE Hive > Product name and ID result. 
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Q1. REGISTRY MODULE - SOURCE DATA 

To examine the source registry keys: 

1. Branch plate [  ] the entire Registry module. 

2. Apply the folders filter: Registry Keys > SOFTWARE - Product Name, ID, Registered 

Organization and Owner. 

Figure 21: Registry module > Folders Filter > SOFTWARE - Product Name… 
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QUESTION 2 - COMPUTER NAME 

What is the computer name? 

Q2. ANSWER 

DESKTOP-PM6C56D. 

Q2. FORENSIC EXPLORER METHODOLOGY 

Computer Name information is stored in the following Registry location: 

• SYSTEM\ControlSet001\Control\ComputerName\ComputerName\ComputerName 

Q2. TRIAGE REPORT 

Select Reports module > Triage report: 

1. In the report tree, select Registry > SOFTWARE - Computer Name (If the Triage report is not 

populated see Triage on page 8 above). 

Figure 22: Reports > Triage > SOFTWARE - Computer Name 
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Q2. REGISTRY MODULE - TOOLBAR 

To examine registry data (see page 10 above to populate the Registry module): 

1. In the Registry module toolbar, select SYSTEM Hive > Computer Name.  

Figure 23: Registry module > Toolbar > SYSTEM Hive > Computer Name 

 

2. The following summary report will appear: 

Figure 24: : Registry module toolbar > SYSTEM Hive > Computer Name 
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Q2. REGISTRY MODULE - SOURCE DATA 

To examine the source registry keys: 

1. Branch plate [  ] the entire Registry module. 

2. Apply the folders filter: Registry Keys > SYSTEM - Computer Name. 

Figure 25: Registry module > Folders Filter > SOFTWARE - Product Name… 
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QUESTION 3 - REGISTERED OWNER AND ORGANIZATION 

Who is the operating system registered owner and organization? 

Q3. ANSWER 

Registered owner is Windows User. No registered organization is listed. 

Q3. FORENSIC EXPLORER METHODOLOGY 

Registered owner and organization information is stored in the following Registry location: 

• SOFTWARE\Microsoft\Windows NT\CurrentVersion\RegisteredOwner 

• SOFTWARE\Microsoft\Windows NT\CurrentVersion\RegisteredOrganization 

• SOFTWARE\WOW6432Node\Microsoft\Windows NT\CurrentVersion\RegisteredOwner 

• SOFTWARE\WOW6432Node\Microsoft\Windows 

NT\CurrentVersion\RegisteredOrganization 

Q3. TRIAGE REPORT 

Select Reports module > Triage report: 

1. In the report tree, select Registry > SOFTWARE - Computer Information (If the Triage report is 

not populated see Triage on page 8 above). 

Figure 26: Reports > Triage > SOFTWARE - Computer Information 
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Q3. REGISTRY MODULE - TOOLBAR 

To examine registry data (see page 10 above to populate the Registry module): 

1. In the Registry module toolbar, select SOFTWARE Hive > Registered Owner\Organization. 

Figure 27: Registry > SOFTWAR Hive > Registered Owner\Organization 

 

3. The following summary report will appear: 

Figure 28: Registry > SOFTWAR Hive > Registered Owner\Organization result. 
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Q3. REGISTRY MODULE - SOURCE DATA 

To examine the source registry keys: 

1. Branch plate [  ] the entire Registry module. 

2. Apply the folders filter: SOFTWARE - Product Name, ID, Registered Organization and 

Owner. 

Figure 29: Registry > Folders filter > Software – Product Name, ID, Registered Organization and Owner 
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QUESTION 4 - TIME ZONE 

What time zone was the computer set to when it was imaged? 

Q4. ANSWER 

Eastern Daylight time (-5 from UTC) 

Q4. FORENSIC EXPLORER METHODOLOGY 

Registered owner and organization information is stored in the following Registry location: 

• SYSTEM\ControlSet001\Control\TimeZoneInformation\TimeZoneKeyName 

Q4. TRIAGE REPORT 

Select Reports module > Triage report: 

1. In the report tree, select Registry > SYSTEM - TimeZone Information (If the Triage report is not 

populated see Triage on page 8 above). 

Figure 30: Reports > Triage > SYSTEM: TimeZone Information 
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Q4. REGISTRY MODULE - TOOLBAR 

To examine registry data (see page 10 above to populate the Registry module): 

1. In the Registry module toolbar, select Registry > SYSTEM Hive > Time Zone.  

Figure 31: Registry module > Toolbar > SYSTEM Hive > Time Zone 

 

2. The following summary report will appear: 

Figure 32: : Registry module toolbar > SYSTEM Hive > Time Zone 
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Q4. REGISTRY MODULE - SOURCE DATA 

To examine the source registry keys: 

1. Branch plate [  ] the entire Registry module. 

2. Apply the folders filter: SOFTWARE - Product Name, ID, Registered Organization and 

Owner. 

Figure 33: Registry > SYSTEM - TimeZoneInformation folders filter. 
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QUESTION 5 - SYSTEM CLOCK 

Was the system clock manually or automatically updated and how was this established? 

Q5. ANSWER 

Automatic. 

Q5. FORENSIC EXPLORER METHODOLOGY 

System time configuration settings are stored in the registry key: 

• SYSTEM\ControlSet001\Services\W32Time\Parameters\Type 

Q5. REGISTRY MODULE - TOOLBAR 

To examine registry data (see page 10 above to populate the Registry module): 

1. In the Registry module toolbar, select SYSTEM Hive > Time Sync. 

Figure 34: Registry toolbar > SYSTEM Hive > Time Sync 
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3. The following summary report will appear: 

Figure 35: Registry toolbar > Time Sync 

 

A Type value of NTP stands for Network Time Protocol, a protocol used for clock synchronization 

between computer systems over a network. When the Type registry key is set to NTP it means that 

the Windows Time service is configured to synchronize its clock with an NTP server. 

When the Type registry key is set to NoSync, it means that the Windows Time service is not actively 

synchronizing its clock with an external time source such as a network time server (NTP). Instead, 

the system may rely on its internal clock without adjustment from external time sources.  

See https://learn.microsoft.com/en-us/windows-server/networking/windows-time-

service/windows-time-service-tools-and-settings?tabs=config for more information.  

  

https://learn.microsoft.com/en-us/windows-server/networking/windows-time-service/windows-time-service-tools-and-settings?tabs=config
https://learn.microsoft.com/en-us/windows-server/networking/windows-time-service/windows-time-service-tools-and-settings?tabs=config
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Q5. REGISTRY MODULE - SOURCE DATA 

To examine the source registry keys: 

1. Branch plate [  ] the entire Registry module. 

2. Filter the Key Path column for the path Services\W32Time\Parameters\Type and examine 

the Type value. 

Figure 36: Registry > Key path filter for Services\W32Time\Parameters\. 

 

Q5. LIVE BOOT 

Launch Live Boot (see Live Boot - Virtualization on page 11 above) and navigate in the jcloudy 

account to Windows Date & Time Settings. Set time automatically is in the on position. 

Figure 37: Live Boot > jcloudy > Settings > Date & Time 
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QUESTION 6 - USER ACCOUNT LOG 

Which user account logged on at 30 Mar 2018 at 03:27 UTC or 29 Mar 2018 at 23:27 local time)? 

Q6. ANSWER 

Jcloudy. 

Q6. FORENSIC EXPLORER METHODOLOGY 

In the Artifacts module select Event Logs > Security.evtx. 

Figure 38: Artifacts > Event Logs > Security.evtx 

 

1. Select the folders filter Security Event: 4672 Account logon with superuser rights 

(Administrator). 

2. Double click on the Time Created column to sort. 

3. In the Time Created column, filter for the value 30 Mar 2018 at 03:27. 

Figure 39: Artifacts > Event Logs > Security.evtx > Time Created column filter. 

 

Examine the Event Data column to locate the following text: 
 
"SubjectUserSid: S-1-5-21-2734969515-1644526556-1039763013-1001","SubjectUserName: 
jcloudy","SubjectDomainName: DESKTOP-PM6C56D","SubjectLogonId: 0x0000000003AD0561" 
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QUESTION 7 - LAST SHUTDOWN 

When was the computer last shutdown (date and time)? 

Q7. ANSWER 

27 Mar 2018 at 21:45 (UTC or 17:45 local time) 

Q7. FORENSIC EXPLORER METHODOLOGY 

Shutdown Time is stored in the following Registry location: 

• SYSTEM\ControlSet001\Control\Windows\ShutdownTime 

Q7. TRIAGE REPORT 

Select Reports module > Triage report: 

1. In the report tree, select Registry > SYSTEM - Shutdown Time (If the Triage report is not 

populated see Triage on page 8 above). 

Figure 40: Reports > Triage > Registry > SYSTEM - Shutdown Time 
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Q7. REGISTRY MODULE - TOOLBAR 

To examine registry data (see page 10 above to populate the Registry module): 

1. In the Registry module toolbar, select System Hive > Shutdown Time. 

Figure 41: Registry > Toolbar > SYSTEM Hive > Shutdown Time 

 

2. The following summary report with appear: 

Figure 42: Registry > Toolbar > SYSTEM Hive > Shutdown Time > Results. 
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Q7. REGISTRY MODULE - SOURCE DATA 

To examine the source registry data: 

1. Branch plate [  ] the entire Registry module. 

2. Apply the folders filter: Registry Keys > SYSTEM - Shutdown Time. 

3. Highlight the Key Data in the Hex view. The 8 bytes will be decoded as Filetime. 

Figure 43: Registry > Key Name filter > Shutdown Time > Hex > Filetime. 
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Q7. ARTIFACTS MODULE - WINDOWS EVENT LOGS (.EVTX)  

In the Artifacts module select Event Logs > System.evtx. 

Figure 44: Artifacts > Event Logs > System.evtx 

 

1. Once System event logs are populated in the Artifacts module, select the folders filter 

System Event: 1074 Shutdown. 

2. Double click on the Time Created column to sort the filtered logs. 

3. Locate the last shutdown event Time Created value. 

Figure 45: Artifacts > System Event: 1074 Shutdown 
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QUESTION 8 - PASSWORD RELATIVE ID 

Is a password required for the user account with a RID (Relative Identifier) of interest and how do 

you know this? 

Q8. ANSWER 

The password for the jcloudy user account is: Jcloudy2018!! 

Q8. FORENSIC EXPLORER METHODOLOGY 

The Live Boot process (described in Live Boot - Virtualization on page 11 above) identified that the 

jcloudy account was protected by a Windows user password. 

A Relative Identifier (RID) is a unique number assigned to each security principal (user, group, or 

computer) in a Windows environment. The RID of interest is taken to be the one assigned to the 

jcloudy user account. 

Windows uses a cryptographic hash function to convert the plain-text password into a fixed-length 

string of characters, which is the hashed password. The hashed password, known as a NTLM hash, is 

then stored in the Windows Security Accounts Manager (SAM) database. 

To extract NTLM hashes: 

1. In the File System module toolbar, select Analysis Programs > NTLM Hash Extract. 

Figure 46: NTLM Hash Extract. 
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Figure 47: : GetData NTLM Hash Extract 

  

Figure 48: GetData NTLM Hash Extract > Output. 

 

There are a number of online NTM decryption websites, such as https://md5decrypt.net/en/Ntlm/  

which decode known hash values. The jcloudy has decodes to be: Jcloudy2018!! 

https://md5decrypt.net/en/Ntlm/
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QUESTION 9 - PASSWORD HINT 

What is the Password Hint for the jcloudy user account? 

Q9. ANSWER 

It’s me you idiot! 

Q9. FORENSIC EXPLORER METHODOLOGY 

Password hint data is stored in the following Registry location: 

• SAM\SAM\Domains\Account\Users\000003E9\UserPasswordHint 

Q9. TRIAGE REPORT 

Select Reports module > Triage report: 

1. In the report tree, select SAM - Password Hints (If the Triage report is not populated see Triage 

on page 8 above). 

Figure 49: Reports > Triage > Registry > SAM - Password Hints 
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Q9. LIVE BOOT - VIRTUALIZATION 

Launch Live Boot (see Live Boot - Virtualization on page 11 above). At the jcloudy login screen, cycle 

through an incorrect password to display the password hint. 

Figure 50: Live Boot > jcloudy > Password Hint 
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QUESTION 10 - SSID 

What is the SSID of the wireless network that this computer was connected to? 

Q10. ANSWER 

Net 2.4. 

Q10. FORENSIC EXPLORER METHODOLOGY 

SSID stands for Service Set Identifier, and it is the name of a wireless network. SSID information is 

stored in the following Registry location: 

• SOFTWARE\Microsoft\Windows 

NT\CurrentVersion\NetworkList\Profiles\{GUID}\ProfileName 

Q10. TRIAGE REPORT 

Select Reports module > Triage report: 

1. In the report tree, select Registry > SOFTWARE - Wireless Networks (If the Triage report is 

not populated see Triage on page 8 above). 

Figure 51: Reports > Triage > Registry > SOFTWARE - Wireless Networks 
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Q10. REGISTRY MODULE - TOOLBAR 

To examine registry hive data: (see page 10 above to populate the Registry module). 

1. In the Registry module toolbar, select SOFTWARE Hive > Networks - Wireless. 

Figure 52: Registry > Software HIVE > Networks - Wireless 

 

2. The following summary report with appear: 

Figure 53: Registry > SOFTWARE Hive > Networks – Wireless > Output. 
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Q10. REGISTRY MODULE - SOURCE DATA 

To examine the source registry keys: 

1. Branch plate [  ] the entire Registry module. 

2. Apply a Key Path column filter: SOFTWARE\Microsoft\Windows 

NT\CurrentVersion\NetworkList\Profiles\{ 

Figure 54: Registry > Key Path filter > NetworkList\Profiles 
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Q10. ARTIFACTS MODULE 

In the Artifacts module the Wifi Windows name is collected from a different source. 

Figure 55: Artifacts > Windows Operating System > Wifi Windows 

 

Use the Source Name and Source Path columns to locate the source file: 

1. Branch plate [  ] the entire File System module. 

2. Apply a Filename column filter for the source name: {4D7FCC2E-EF1B-4B7B-8143-

9514F97A9AE3}.xml. 

3. Switch to Display view to view the xml content of the file. 

Figure 56: File System > Filename filter. 
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QUESTION 11 - TRUE OR FALSE 

True or false: There was an externally connected USB device attached to this computer? 

Q11. ANSWER 

True - SanDisk Extreme. 

Q11. FORENSIC EXPLORER METHODOLOGY 

See Question 12 below.  
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QUESTION 12 - USB DRIVES 

What is the serial number, vendor and product identifier for any USB drive(s), identified within the 

Lone Wolf evidence file? 

Q12. ANSWER 

Serial #: AA010215170355310594, Vendor ID: 0781, Product ID: 5580 (SanDisk Extreme) 

Serial #: AA010603160707470215, Vendor ID: 0781, Product ID: 5580 (SanDisk Extreme) 

Q12. FORENSIC EXPLORER METHODOLOGY 

Q12. TRIAGE REPORT 

Select Reports module > Triage report: 

1. In the report tree, select SYSTEM - USBStor Parsed (If the Triage report is not populated see 

Triage on page 8 above). 

Figure 57: Reports > Triage > Registry > SYSTEM - USBStor Parsed 
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Q12. REGISTRY MODULE - TOOLBAR 

To examine registry data (see page 10 above to populate the Registry module): 

1. In the Registry module toolbar, select SYSTEM Hive > USB Storage Devices (FriendlyName).  

Figure 58: Registry > SYSTEM Hive > USB Storage Devices (FriendlyName) 

 

2. The following summary report will appear: 

Figure 59: Registry > SYSTEM Hive > USB Storage Devices (FriendlyName) 
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3. In the Registry module toolbar, select SYSTEM Hive > USB Storage Devices (Parsed). The 

following summary report will appear: 

Figure 60: Registry > SYSTEM Hive > USB Storage Devices (Parsed). 
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Q12. 3RD PARTY TOOLS - REGRIPPER 

As a validation technique, In the File System module select Tools > Add Remove 3rd Party Tools > 

RegRipper (follow the onscreen installation instructions if RegRipper is not previously installed):  

Figure 61: 3rd Party Tools > RegRipper. 

 

RegRipper produces the following output: 

Figure 62: RegRipper Output 

 

Figure 63: RegRipper Output 
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Q12. LIVE BOOT – NIRSOFT USBDEVIEW 

As a validation technique, install and run NirSoft USBDeview 

(https://www.nirsoft.net/utils/usb_devices_view.html) on the running Live Boot virtual machine: 

Figure 64: USBDeview 

 

Figure 65: USBDeview 

  

https://www.nirsoft.net/utils/usb_devices_view.html
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QUESTION 13 - VOLUME 

What file system does the volume that contains the operating system use? 

Q13. ANSWER 

NTFS. 

Q13. FORENSIC EXPLORER METHODOLOGY 

The File System folder tree shows the Windows Operating System to be installed on the Basic data 

partition (EFI 4). The partition has an NTFS Volume Boot Record. 

Figure 66: File System module. 
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In the File System module toolbar, select Analysis Programs > Volume ID and Partition Information. 

The following summary report will display: 
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Q13. TRIAGE REPORT 

Select Reports module > Triage report: 

1. Triage > File System > Device and Partitions report. 

Figure 67: Triage module > Triage > File System > Device and Partitions 
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QUESTION 14 - ORIGINAL FILENAME 

Prior to being deleted, what was the original filename now referenced as $RYRY5PT.jpg? 

Q14. ANSWER 

DemGun.jpg. 

Q14. FORENSIC EXPLORER METHODOLOGY 

A Windows 10 OS holds two artifacts for a Recycle Bin deleted file: 

1. A “$R” followed by a random string and contains the actual contents of the recycled file.  

2. The second file begins with “$I”, ends in the same string as the “$R” file and contains the 

metadata for that specific file. 

In the File System module: 

1. Branch plate [  ] the entire case. 

2. Apply a Filename column filter for the name YRY5PT. 

3. This identifies both the $I and $R files. The metadata tab for the $I show the original path 

and filename to be: C:\Users\jcloudy\Downloads\DemGun.jpg 

Figure 68: File System > Filename filter for YRY5PT. 
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In the File System module toolbar: 

1. Click on the Analysis Programs toolbar button. 

2. Select Recycle Bin - Match $I with $R from the drop-down menu. 

A script will run and produce the following result: 

Figure 69: File System > Analysis Programs > Recycle Bin - Match $I with $R > Results. 
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QUESTION 15 - BROWSER 

When was the Chrome browser first used? Is this the same date as when the browser was installed 

and how do you know this? 

Q15. ANSWER 

Chrome was installed and first used on 27-Mar-2018 09:32:50 hours (UTC). 

Q15. FORENSIC EXPLORER METHODOLOGY 

Q15. APPLICATION FOLDER CREATION DATE  

The creation date of the application folder can provide an indication of when the software was 

installed.  

In the File System module: 

1. Branch plate [  ] the entire case. 

2. Change the Filename column filter to RegEx and filter for ^Chrome$ (^ = starting with, $ = 

ending with). 

3. Look for the Chrome folder creation time in the Program Files path. 

Figure 70: File System > Chrome > Application folder Created. 

 

In the Registry module: 

1. Branch plate [  ] the entire case. 

2. Apply a Key Name filter of chrome. 

3. Apply a Key Path filter of: SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\ 

4. Look for the registry folder creation date. 
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Figure 71: Registry > chrome.exe folder. 

 

Q15. PREFETCH FILE CREATION 

Windows creates a prefetch file when an application is run from a particular location for the first 

time. In the File System module: 

1. Branch plate [  ] the entire case. 

2. Apply a folders filter for Prefetch Files. 

3. Apply a Filename column filter of Chrome. 

4. Double-click the Created column header to sort by created date. 

Figure 72: File System > Chrome > CHROME.EXE-CCF9F3F4.pf > Created. 

 

These files are also listed in the Artifacts module under Windows Operating System > Prefetch 

Windows. Filter the Windows Prefetch Filename by chrome.  
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Figure 73: Artifacts > CHROME.EXE-CCF9F3F4.pf > Source Created 
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CREATING A REPORT OF KEY FILES AND ARTIFACTS  

A Forensic Explorer report is created from bookmarked files. For a well structed automated report, 

bookmark files in their categories, i.e.: 

• Artifacts 

• Documents 

• Email 

• Graphics 

• Registry 

Use the Bookmark module Create Folders button to create relevant sub-folders (2 sub-folder level 

maximum is recommended): 

Figure 74: Bookmarks > Create Folders 

 

Figure 75: Bookmarks > Create Folders 
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BOOKMARK DOCUMENTS 

To locate and bookmark relevant Documents: 

1. Using the filename keywords identified above, run a File System > File Name Search:  

Figure 76: File System > Toolbar. 

 

Figure 77: Folder and File Name Search 

 

2. Click the Bookmark Results button to bookmark the files found. Bookmarks are created 

under the Script Output folder. 

Figure 78: Folder and File Name Search > Bookmark Results 
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3. Drag and drop Script Output bookmarks into their relevant sub-folder. 

Figure 79: Move documents of relevance to My Bookmarks\Documents sub-folders. 
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BOOKMARKS GRAPHICS 

To bookmark graphics: 

1. In the File System module, use the Path column filter and the Gallery View to locate 

pictures of relevance. 

2. Select relevant pictures in the Gallery View (use CTRL, or SHIFT, or CTRL A to select multiple). 

3. Right-Click and bookmark the graphics to their relevant sub-folders under the Pictures 

bookmark folder:  

Figure 80: Bookmark relevant graphics. 
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ARTIFACT BOOKMARKS 

To bookmark artifacts: 

1. In the Artifacts module, use the various filtering techniques to locate items of interest. 

2. Highlight the items in the File List, right-click and Add Bookmark. 

Figure 81.: Artifacts > Google Query > "guns". 
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QUICK MS WORD REPORT 

Quick Reports is a methodology to quickly generate a Microsoft Word report on bookmarked items. 

Quick Reports is launched from module toolbar icons. It can be added and removed from modules 

from the File System module by selecting Tools > Add/Remove MSWord Report. 

Figure 82: File System > Tools > Add/Remove Quick MSWord Report 

 

Launching Quick Reports for the first time opens the Report Options window. Select the required 

options or customize report sections by saving logos and text. 

Figure 83: Quick Reports > Report Options tab. 
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Navigate through the Quick Reports tabs selecting the require items for inclusion.  

Figure 84: Quick Reports > Triage. 

 

Figure 85: Quick Reports > Gallery. 

 

Then press the Run button to launch Microsoft Word. 
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