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ABOUT THIS CTF CHALLENGE

This challenge was created by Magnet Forensics as part of their 2024 Virtual Summit.
Information about the next summit is available at:

e https://magnetvirtualsummit.com/

e https://magnetvirtualsummit.com/capture-the-flag/

e https://www.magnetforensics.com/blog/2024-magnet-virtual-summit-ctf-winners-and-

another-chance-to-play/

FORENSIC IMAGE SOURCE

Download: https://drive.google.com/drive/folders/1zynw0O2BaccA2EOTcRYhKV5CiKuWWU2I6

OTHER ONLINE SOLUTIONS

The following solutions can be found on the web:

e https://m-brumbelow.github.io/posts/MVS2024CTF/

e https://blog.kairostay.com/posts/magnet-virtual-summit-24/

e https://www.stark4n6.com/2024/03/magnet-virtual-summit-2024-ctf-android.html

e https://bakerstreetforensics.com/2024/03/12/magnet-virtual-summit-2024-capture-the-

fla
e https://dfirl0l.wordpress.com/2024/03/19/magnet-forensics-virtual-ctf-2024-android-

challenges/
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STARTING THIS CHALLENGE IN FORENSIC EXPLORER

In the Evidence module:

Select the New Case button.

Enter investigator details (if required) and a case name.

Click the Add Image button.

Add the evidence file: 00008110-000925383620A01E_files_full.zip

LA e

In the Evidence Processor window use the default options.

Figure 1: Add Image > Add Zip file

Evidence

&= 2024 Magnet CTF -i05 (1)

2 Add device (¥ 00008110-000925383620A01E_files_full zip (0)

Addimage ~

ARTIFACTS > PROCESS ALL

The Forensic Explorer Artifacts module extracts common forensic artifacts from SQLite, Plist, TXT,
XML and other files. To populate artifacts:

1. Click the Artifacts module > Process All button.

Figure 2: Artifacts > Process All
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QUESTIONS ONLY - 10S

Why are your messages green?

On what date did Rocco and Chadwick first meet in person
according to their conversations? YYYY-MM-DD format

Where /r u going on safari?

What subreddit was visited in a browser?

Don’t ghost me

At what time did Chadwick get annoyed at MYAI? YYYY-MM-
DD HH:MM:SS UTC

IMAGEine living in pain

Chad seemed to be searching for pain relief medicine in a
store, how much did it cost?

Your keyboard is salt-y

How many total words were typed on the device?

Build me up, buttercup

What is the current build version?

Answer the call

What is the guild ID of the discord server Chad was in?

Warning Signs

How many days did it take Chad to be warned about his Data
Usage?

Watching streams to stay current

What is the name of Chad’s streaming channel?

One is The Loneliest Number

What question did Chadwick ask to Al?

Watch me sUAVely win this game

How many kills did Chad have on his CoD Mobile winning
game?

For when | can’t Find My gear

What outdoor activity store did Chadwick Visit?

Just a couple steps away

How many steps did Chad take on 12/3/2023?
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Another regularly scheduled
program

What Tattoo shop was visited on 12/27/2023?

| hear Stanley cups are all the
rage

What was the final score of the hockey game Chad went to?
(home — away)

Devil is in the details

Whose bitmoji is dressed like a devil?

Excuse Moi? What did you say?

What is the content of the 2nd message that Chad deleted on
Dec 18, 2023

Boost this server

What is the 16 character carrier code?

The easy way or the hard way

What is the timestamp of the message Chad sent to Rocco but
was never received? YYYY-MM-DD HH:MM:SS UTC

Its been a long time

When did chad last login to Facebook? YYYY-MM-DD
HH:MM:SS UTC

Can anyone Kelp?

What game was Chad asking to know the strategy to?

Chat GPT is my PREFERENCE for
Al

What is the ChatGPT userlID associated with
chawickmr95@gmail.com

Read my mind

What message was sent to Rocco in a video game

Season’s Greetings

What was the first emoji that was sent to Susan?

Follow the Breadcrumbs

How many times did Chad’s keyboard become visible within
the Amazon app on 12/24/2023?
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INDIVIUDALS OF INTEREST

Name: Rocco Sachs
Phone: Android
Profile: https://www.facebook.com/profile.php?id=61554919820462

Facebook Registration:

Saturday, December 16, 2023 at 11:29 AM UTC-05:00

Facebook Email:

roccotsachs@gmail.com

Facebook Birthday: 29 Sep 1974

Facebook Gender: Male

Discord ID: 1185636389107273799
Discord Username: oneclick5864 28820
Twitter Username RoccoSachs96775
Twitter User ID: 1719897971716685824

Name:

Chadwick Elms

Phone:

Apple iPhone

Facebook Profile:

https://www.facebook.com/profile.php?id=61555027042760

Facebook Registration:

December 22, 2023

Facebook Email:

chawickmr95@gmail.com

Facebook Birthday:

Facebook Gender:

Discord ID: 1189069936618897431
Discord Username: Chadwickgames
Twitter Username GardenGamer95
Twitter User ID: 725408643810654
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Q1. WHY ARE YOUR MESSAGES GREEN? (5 POINTS)

On what date did Rocco and Chadwick first meet in person according to their conversations? YYYY-
MM-DD format?

Q1. ANSWER

2023-12-17.

Q1. FORENSIC EXPLORER METHODOLOGY
In the Artifacts module:

1. Use the Search Artifact Results button to run a search for the keyword meet.

2. Search results indicate SMS to be the source.

Figure 3: Artifacts > Search Artifact Results > "Meet"

B Search Artifacts Results = O *

Eeyword Count: 1

Lrtifacts Module:

Bates ID RegEx Search Term Folder HMatch Text

468913 meet SME w4 1035 @ incredible. What's the earliest we
458514 meet SMS w4 105 If your local we could meet up aroun
4€331¢ meet SHMS w4 1035 Sweet. I just happen to be in Burlin
488317 meet SHMS w4 105 What do you think about meeting at o
42520 mest SMS w4 i05 I'11l bring the cash &I look forward
468923 meet SHMS w4 105 It was so nice meeting you. Let me k
4585925 meet SMS w4 105 ¥ou're the goat! You want to meet at

Match Summary:

RegEx Term Hits
meet 7
Total Artifacts: 7

Search Artifacts Results finished.

Search Artifacts Results finished.
Time Taken: 00:00:03

Copy to Clipboard Save CSV and Close

3. Select the Mobile > SMS v4 iOS folder.
4. Filter the Text column for the keyword meet. Messages indicate the first meeting to be on

2023-12-17.
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Figure 4: Artifacts > SMS > column filter "meet"

=T File List

— — Yazr T
% W B Date 8 Date Read (427 meef Jlaz™ Ty

Date Date Read Text Type

il D 17-Dec-2023 4:15:49 FM & incredible, What's the earliest we can we meet up? Sent
| = |Z] 17-Dec-2023 4:20:23PM 17-Dec-2023 4:21:12PM  If your local we could meet up around 12pm today. You infnear VT? Received
13 D 17-Dec-2023 4:24:37 FM 17-Dec-2023 4:28:20 PM Sweet, [ just happen to be in Burlington too, I had another dient to me...  Received
! |Z] 17-Dec-2023 4:25:52PM 17-Dec-2023 4:28:20 PM  What do you think about meeting at city Hall park at 12pm? Received
s D 17-Dec-2023 4:43:27 FM I'll bring the cash &I look forward to meeting you Sent
Os |=] 17-Dec-2023 5:08:45 PM It was so nice meeting you. Let me know when u want to play another ... Sent
Oz D 18-Dec-2023 12:42:34 AM You're the goat! You want to meet at the Ethan Allen Park? Sent
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Q2. WHERE /R U GOING ON SAFARI (5 POINTS)

What subreddit was visited in a browser?

Q2. ANSWER

https://www.reddit.com/r/Twitch/

Q2. FORENSIC EXPLORER METHODOLOGY

ChatGPT was used to determine the structure of a subreddit URL as reddit.com/r/.

Figure 5: ChatGPT

ChatGPT

A subreddit is a specific community within Reddit where users can share content, post comments,
and engage in discussions on a particular topic or theme. Each subreddit is dedicated to a specific
subject, ranging from broad topics like news, science, and technology, to very niche interests such
as a particular hobby, TV show, or even a meme genre. Subreddits are denoted by the prefix "r/"
followed by the community's name, for example, "r/science” for the science community or

"rfgaming" for the gaming community.

In the Artifacts module:

1. Click the Search Artifact Results button and search for keyword reddit.com/r/.

2. The Safari results show the answer to be https://www.reddit.com/r/Twitch/.

Figure 6: Search Artifacts Results > “reddit.com/r/”

B Search Artifacts Results = O X

Eeyword Count: 1 FY

Ertifacts Module:

Bates ID RegEx Search Term Folder HMatch Text

4€0257 reddit.com/r/ Safari Cloud Tabs www.reddit. com/r/Twitch/comments/ejgoofsfg
4€0257 reddit.com/c/ Safari Cloud Tabs https://www. reddit.com/r/Twitch/comments/
4€03732 reddit.com/z/ Safari History i058 https://www._reddit.com/r/Twitch/comments/
480374 reddit.com/r/ Safari History i0QS58 https://www. reddit. com/r/Twitch/comments/
4€0375 reddit.com/c/ Safari History i0S58 https://www. reddit.com/r/Twitch/comments/
4€037€ reddit.com/x/ Safari History i0s58 https://www. reddit.com/r/Twitch/comments/
4804€3 reddit.com/r/ Safari Tabs https://www. reddit. com/r/Twitch/comments/

Match Summary:

RegEx Term Hits
reddit.com/z/ 7
Total Artifacts: €

Search Artifacts Results finished.
Search Artifacts Results finished.
Time Taken: 00:00:03

Copy to Clipboard Save C5V and Close
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3. Select the Safari History i0OS8 folder.
4, Filter the URL column for https://www.reddit.com/r/ to examine the URLs in more
detail.

Figure 7: Artifacts > Browsers > Safari History iOS8 > URL filter

Bl Artifact Tree [ (] File List

Filter: [ Mo Filter w 1= 98 (& Visit Date A2ZT Hist (ﬁ-" https://www.reddit.com;r/
=||&2* Filename \.I'i_sitDatE History I... LURL
0 g 2024 Magnet CTF -i05 (10) i |:| 21-Dec-2023 6:31:07 AM 17 hitps: ffwww . reddit. com/r/Twitch fcomments fejgof/go
f‘J‘Ij 5) Bronsers (11) = = |:| 21Dec-2023 6:31:07 AM 18 hitps: ffwww . reddit.com/r/Twitch fcomments fejgcof/go
ity i = |=| 21Dec-20236:31:03 AM | 18 https: fwww . reddit. com/r /Twitch fcomments fejgoof/go
4 LQJ @DeepFake URL (1) 4 D 21Dec-2023 6:32:04 AM 19 https: ffwww . reddit. com/r /Twitch fcomments fejgoof/go
H > @ Google Query (52)

1 @ safari Cache (25)

] @ safari Cloud Tab Devices (1)
1 @ safari Cloud Tabs (11)
1 @ safari Cookies (78)

] @ safari History i058 (33)
] @ safari Recent Searches (3)
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Q3. DON'T GHOST ME (5 POINTS)

At what time did Chadwick get annoyed at MYAI? YYYY-MM-DD HH:MM:SS UTC. 24 hour
formatted timestamp?

Qs. ANSWER

2023-12-26 23:27:45.

Q3. FORENSIC EXPLORER METHODOLOGY
In the Artifacts module:

1. Click the Search Artifact Results button and search for keywords myai and annoyed.

2. Search results show SnapChat as the source.

Figure 8: Artifacts > Search Artifact Results

B ' Search Artifacts Results = O bt

Eeyword Count: 2

Artifacts Module:

Bates ID RegEx Search Term Folder Match Text

472170 annoyed SnapChat Message (arroyoc.d... ©Oh no, I'm really sorr
472205 myai SnapChat Message l(arroyo.d... ¥You can call me MyAI! ]
472215 myai SnapChat User myai

Match Sumrmary:

RegEx Term Hits
myai 2
annoyed 1
Total Artifacts: 3

Search Artifacts Results finished.

Search Artifacts Results finished.
Time Taken: 00:00:04

Cony o Gotoard| | savecovamicone | | G ]

3. Select the folder Chat > SnapChat Messages (arroyo.db).

4. Filter the Messages column for annoyed to examine the message in more detail.
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Figure 9: Chat > SnapChat Message (arroyo.db)

Bl Artifact Tree DO [ File List
Filter: [ No Filter bl 9= ig%' B| Creation Date (-‘*_i' annoyed )
=|||&Z* Filename Creation Date Message
1 _| 26-Dec-2023 11:27:46 PM  Oh no, I'm really sorry if I've annoyed you, T...
(] = 2024 Magnet CTF -i05 (10) [ = v sarry il

[] 5) Browsers (11}

EHC] 9 chat (5)

13 Discord Chat (a) (25)

13 Discord Chat (cache.dh) (113)

13 Discord Chat (fsCachedData) {
{:'5 SnapiChat Message (arroyo.db)
{?5 SnapChat User (4)

5. The Sender ID column shows that the message has been sent by the SnapChat user

b42f1f70-5a8b-4¢c53-8c25-34e7ec9e6781.

6. Select the Chat > SnapChat User folder to identify this user as myia.

Figure 10: Artifacts > Chat > SnapChat user

"Bl Artifact Tree O[] File List
Filter: L[ No Filter W i (= B (a2~ I:J42f'|F.-"D-Saﬂl::l-4:53-8:25-34&?&:9&&:I AZ¥ SnapChat User
=|[aZ* Filename SnapChat User ID SnapChat User Name
[ 1 |Z| b42f1f70-5a8b-4c53-8c25-39e7ectes7al  myai

(] == 2024 Magnet CTF -i0S (10)

[ (@) Browsers (11)

(1% chat (5)

£} Discord Chat (a) (25)

1) Discord Chat (cache.dd

1) Discord Chat (fsCached

{:; SnapChat Message (ar
ﬁ SnapChat User (4)
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Q4. IMAGEINE LIVING IN PAIN (5 POINTS)

Chad seemed to be searching for pain relief medicine in a store, how much did it cost?

Q4. ANSWER

$10.99.

Q4. FORENSIC EXPLORER METHODOLOGY

There is a clue in the title of this question “IMAGEine” that indicates the answer is likely to be in a

photograph.

1. Inthe File System module, branch plate [ [E* ] the entire case.
2. Apply the iPhone Camera folders filter.
3. Switch to Gallery View and photograph IMG_0017.HEIC is quickly identified.

Figure 11: \private\var\mobile\Media\DCIM\100APPLE\IMG_0017.HEIC

-
H 23~ Forensic Explorer vb
1T Evidence File System... ﬁhrtifacts ﬁ Keyword S... ,o Index

A A N ¥ B 9 E W

Recover File Mame File Shadow  Signature Expand Expand " Extract
Falders Search Carve Copy Analysis Files Video Metadata
Folders Categories % (] File List Gallery View video View [, ]
Filter: L[ iPhone Camera v |

Filename i
B[] & 2024 Magnet CTF -i0S (0) []
=[] [ 00008110-000925383620A01E files
=] [ private (0)
E-B] [ var (0)
=[] [ mobile (0)
=HE ] [ Media (0)
=-B[] ) pcM (2)
B[] [ .MIsC (1)
@[] Incoming (

®:[ ][ | 100APPLE (63

[ | IMG_0017.HEIC g
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Q5. YOUR KEYBOARD IS SALT-Y (5 POINTS)

How many total words were typed on the device?

Q5. ANSWER

1797.

Q5. FORENSIC EXPLORER METHODOLOGY
A Google search for iOS typed words located research by Salt4N6 relating to:
e /private/var/mobile/Library/Keyboard/user_model_database.sqlite

Figure 12: iOS total number of typed words

% saltdnG.com
https:/'salt4nG com » 2019/09/23 » ios-13-swipe-to-type  :

®

I0S 13 — Swipe to Type - Salt Forensics

23 Sept 2019 — This table seems pretty basic, it shows a total number or typed words and the
number of words pathed, presumably this second value relates ...

To locate and examine user_model_database.sqlite:

1. Inthe File System module, branch plate [ [E ] the entire case.

2. Inthe Filename column, filter for user_model_database.sqlite.

3. Change to Display View in the bottom tab to view the content of the SQLite database.
4,

Select the usermodeldurablerecords table, VALUE column.

Figure 13: user_model_database.sqlite

[F] File List Gallery View Video View (| Disk View @) Category Graph

% =| |5 (-"f' user_model_database.sqglite j AZ¥ File Category A2 File Signature AZ¥ Exteng
Filename File Category File Signature Extension Mi

e E] user_model_database. sqlite Database SQLite Mo

F= |2 user_model_database. sqlite-shm Database Sqlite SHM Mo

13 E] user_model_database. sqlite-wal Database Sqlite WAL Mo

[Z] DDOD2110-000925383620A01E files_full zip\private\varimobile\Librany\Keyboard\user_model_database.sqlite

3 of 442550 Visible [LS 2.8 MB PS 2.8 MB] 1 Highlighted [LS 1.5 MB PS 1.5 ME] 0 Checked [LS 0 bytes PS
v Tables ROWID *=  KEY VALUE CREATION_DATE LAST ...
» -properties -
5 -sdlite_sequence 1 tium. totalWordsTyped 1797 1700963223.71662 17037...
v -usermodeldurablerecords 2 tium. totalWordsFromCandidate... 26 1701285205,34421 17037...
H CREATE TAELE usermodeldurablerecords { 3 tium. totalWordsAutocorrected 175 1702662386.82841 17037...

» -usermodeltransientrecords
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Q6. BUILD ME UP, BUTTERCUP (5 POINTS)
What is the current build version?
Q6. ANSWER

20F75.

Q6. FORENSIC EXPLORER METHODOLOGY

Build information is displayed in Artifacts > MAC Operating System > System Version MacOS. This
shows the Product Build Version to be 20F75.

Figure 14: Artifacts > MAC Operating System > System Version MacOS

= @ ~ & -0 Forensig
€T Evidence File System ﬁ Artifacts p Keyword Search p Index Search @ Email ﬁ Regist
® s ) 2 2N [sl

Artifacts Artifacts Artifacts Artifacts Search Artifact Event
Process Carve To CSV Mapping Results Logs
Artifact Tree 1 R
Filter: [ Mo Filter v = RiE= @ A2% Product Build || AZ¥ Product Copyr |42™ Product |A2™ Productl | 42¥
E] [,\ 2% yersion Product Build Version  Product Copyright Product Mame Product Version  Source Name

. 1 20F75 1983-2023 eInc.  iPhone OS 16.5.1 SystemVersion.plist
[ & Magnet 2024 CTF -i05 () [ O = e ! -

EH:| ‘ MAC Operating System (1)
] g§ System Version MacOs (1)

The source of this information is:

e \System\Library\CoreServices\SystemVersion.plist

To locate and examine SystemVersion.plist:

1. Inthe File System module, branch plate [ [E* ] the entire case.
2. Inthe Filename column, filter for SystemVersion.plist.

3. Change to Display View in the bottom tab to view the content of the content of the file.
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Figure 15: SystemVersion.plist

[ File List Gallery View video View (| Disk View @ Category Graph

2 ‘@}' (’_5' SystermVersion.plist J @ |sDirer |[AZ™ Extension |AZ¥ File Sig
Filename + IsDirectory  Extension File Signatur
[]1 || SystemVersion.plist Mo plizt XML

[Z] D0DDS8110-000925383620A01E_files_full zip\ System\\Librany\ CoreServices\SystemVersion. plist
1 of 442550 Visible [LS 5372 bytes PS5 572 bytes] 1 Highlighted [L5 572 bytes P5 372 bytes]

<?xml version="1.0" entoding="UTIF-8"7>

<!DOCTYPE plist PUBLIC "-//3pple//DTD PLIST 1.0//EN" "http://vvv.applg

<plist verzion="1.0">

<dict>
<key>BuildID</key>
<2tring>1T71F328C-0B65-11EE-5452-F5DF3E71101A< /=tring>
<keyrProductBuildvVersion<,/key>

<string>20F75</string> |

<keyrProductCopyright</key>
<string>1983-2023 Apple Inc.</string>
<keyrProductName<, / key>
<string>iPhone 05</string>
<keyrProductVersion< /key>
<string>16.5.1</string>
<keyrSystemImageID</ keyr
<string>02E5A322-DDS7-4FE0-868E-EC626C4AFT2TD</string>
</dict>
</plist>
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Q7. ANSWER THE CALL (5 POINTS)

What is the guild ID of the discord server Chad was in?

Q7. ANSWER

136986169563938816.

Q7. FORENSIC EXPLORER METHODOLOGY

Answer The Call is likely to be a reference to Call of Duty.
In the Artifacts module:

1. Click the Search Artifact Results button and search for keyword guild.
2. Ther are multiple hits referencing URLs containing the GUID 136986169563938816:

Figure 16: Artifacts > Search Artifact Results > Guilds

B Search Artifacts Results = o X

Keyword Count: 1

Artifacts Module:

Bates ID RegEx Search Term Folder Match Text

447889 guilds URL Cache Generic https://discord.com/api/va/users/@me/ es/guilds

447838 guilds URL Cache Generic https://discord. com/api/va/guilds/13¢ 35382816/ onboarding

4478350 guilds TURL Cache Generic https://discord. com/api/va/guilds/13¢ 3538816/ roles/member—coun . _ .
4478351 gquilds URL Cache Generic https://discord.com/api/va/guilds/13659¢€ 353891¢/member—verificati. ..
447892 guilds URL Cache Generic https://discord.com/api/v/guilds /136936 3938816/ scheduled-events/. ..
447855 guilds URL Cache Generic https://discord. com/api/va/guilds/13¢ 38816/ welcome-screen
44789¢ guilds TURL Cache Generic https://discord. com/api/va/guilds/13¢ 38816/ onboarding-respon . _ .
4478397 gquilds URL Cache Generic https://discord.com/api/va/guilds/13¢ 38816/ack/4/1189325088¢6. ..
447300 guilds URL Cache Generic https://discord.com/api/v9/guilds/13€38€1€956393881€/ack/ 1/ 11878735337, ..
247513 guilds URL Cache Generic https://discord. com/api/v9/guilds/13€ 3938816/ preview

44751¢ guilds TURL Cache Generic 31/profile?with_mutu. .
447518 gquilds URL Cache Generic 95/profile?with_mutu. ..
458754 guilds Discord Chat (cache.db) s"oneclickSE8€4 288207, "g...

Match Summary:
RegEx Term Hits

guilds 13

Total Artifacts: 13
Search Artifacts Results finished.

Search Arcifacts Results finished.
Time Taken: 00:00:04

Copy to Clipboard Save CSV and Close Close

A Discord guild lookup website confirms the guild ID to be for Call of Duty:

Figure 13: https://discordlookup.com/guild/136986169563938816

Guild Lookup

136986169563938816

Fetch Discord Information

Call of Duty
° 55.662 Online ® 544.967 Members
© 245 Boosts (Level 3)
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Q8. WARNING SIGNS (5 POINTS)

How many days did it take Chad to be warned about his Data Usage?

Qs. ANSWER

Activated 1/12/2023, warning on 17/12/2023.

Qs. FORENSIC EXPLORER METHODOLOGY
Messages relating to cell phone data usage are usually delivered by SMS.
In the Artifacts Module:

1. Locate and select Mobile > SMS v4 iOS.
2. Filter the Text column for relevant keywords (In the screenshot below, a RegEx column filter

has been used for warning|used | data).

Figure 17: Artifacts > Mobile > SMS v4 iOS > RegEx filter for warning|used | data

Artifact Tree
Filter: L[ Mo Filter v = B = & 8 Date 8| DateRead S waming|used|data
[=] G‘f * smq Date Date Read Text
. 1 Q 01-Dec-2023 9:51:43 PM 21-Dec-2023 11:17:03 PM Hi, your voice matters to us at Boost Mobile
W 2024 M, t CTF -i05 (10
S E_!gne 05 (10) [ 2 [Z) 17-Dec-2023 12:27:48 AM 17-Dec-2023 12:28:33 AM BOOST: You've used 4.27 GB of data. Once
[ Mobie (12)
@ sM5 v4i0S (59)
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Q9. WATCHING STREAMS TO STAY CURRENT (10 POINTS)

What is the name of Chad's streaming channel?

Q9. ANSWER

ChadwickGames (https://www.youtube.com/watch?v=xzfqVQWnf7s).

Q9. FORENSIC EXPLORER METHODOLOGY

YouTube is the most likely candidate for a streaming channel. To narrow the search, a regex
statement can be used to filter artifacts containing both yout (YouTube truncate their streaming
URLs) and chadwick. ChatGPT can be used to create complex regex statements:

Figure 18: ChatGPT > Create a regex statement to locate yout and chadwick

ChatGPT

To create a regex that finds "yout" and "chadwick" in the same text without using word boundaries,
and in any order, you can still use positive lookahead assertions but without the “\b~ for word

boundaries. Here's how you can adjust the rege:x:

(?=.*yout) (?=. *chadwick) | (?=.*chadwick) (?=. *yout)

This regex will match any text that contains both "yout" and "chadwick”, regardless of their order,
and without considering word boundaries. This means it will also match cases where "yout" and

"chadwick” are part of other words.

In the Artifacts module:

1. Click the Search Artifact Results button and search for the regex statement.

2. The search identifies Discord Chat as a potential source.
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Figure 19: Artifacts > Search Artifact Results

8" Search Artifacts Results = O >

Eeyword Count: 1

Artifacts Module:
Bates ID RegEx Search Term Folder Match Text

Match Summary:
RegEx Term Hits

{?=.*yout) {?=.*chadwick) | {?=.*chadwick) {?=.%*yout) 1

Copy to Clipboard Save C5V and Close Close

In the Artifacts module:

1. Locate and select Chat > Discord Chat (a) in the tree.
2. Filter the Message column for yout.

3. The following URL is located: https://www.youtube.com/watch?v=xzfqVQWnf7s

Figure 20: Artifacts > Discord Chat (a)

B&-8-e Forensic Explor
£ Evidence File System ﬁAr‘tifacts ﬁ Keyword Search p Index Search @ Email ﬁ; Registry
® = &) A 2N

Artifacts 7| Artifacts Artifacts Artifacts Search Artifact Evert

Process Carve To C5V Mapping Results Logs
Bl Artifact Tree R (7] File List

- T - s . '

Filter: L/ No Filter e ¢ [=|98¢ | |A27 Discord Date Az™ puthor N (427 hitps://you )

S| [AZ¥ Filename Discord Date Author Mame Message
1 | 2023-12-26T23:02:53.893000400:00  chadwickgames https: /fyoutu. be fxzfgVQWnf7s?si=54MmfZHrMgzvdHa

= 2024 Magnet CTF -i05 (9) O = ckg tps:/fy frzfqu a

e \SJ Browsers (10)

-] B chat (5)
£ Discord Chat (a) (25)
£ Discord Chat (cache.db))

Visiting https://www.youtube.com/watch?v=xzfgVQWnf7s identifies it as the ChadwickGames
channel.
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Figure 21: YouTube > https://www.youtube.com/watch?v=xzfqVQWnf7s

. @ [  © ([ FinalKills Lead to CoD Mobile X |
<« G ) a) https://www.youtube.com/watch?v=xzfgVQWnf7s %] A e

B A CGPT B4 (1) New Messages! [3 ALEAPP [ CTF [ VicPol [7] News [ Shirts [T God

= ©Youlube ™ Search

Final Kills Lead to CoD Mobile Win!

e ChadwickGames b1 &P »~» Share
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Q10. ONE IS THE LONLIEST NUMBER (10 POINTS)
What question did Chadwick ask to Al?
Q10. ANSWER

The following questions were asked of OpenAl:

o “How to make online friends”
e "What is doxing"
e "How to subtly dox without getting caught"

e "How to be a good gamer"

Q10. FORENSIC EXPLORER METHODOLOGY
In the Artifacts module:

1. Select iOS Application > Biome App Launch iOS to detail programs in use on the iPhone.
2. Inthe Bundle ID column, filter for ai.

3. Results identify that com.openai.chat is in use.

Figure 22: Artifacts > Search Artifact Results

Artifact Tree 1
Filter: [ Mo Filter v = HlgEl= B (F Created (UTO) AZ™ Transition Type ’
S| [AZ¥ Filename Created (UTC) Transition Type Bundle ID
) - [T E] 20-Dec-2023 6:44...  com.apple.SpringBoard. transitionRe...  com.apple.mobilemail
[ -Zgzgr::iz:m -ios ([ i = [Z] 20-Dec-20236:47...  com.apple.SpringBoard. transitionRe...  com.apple.mobilemail
B EJ Chat (5) (] [Z] 24Dec-20238:33...  com.apple.SpringBoard. transitionRe...  com.apple.mobilemail
O Email @) [a [Z] 24-Dec-20238:33...  com.apple.SpringBoard. transitionRe...  com.apple.mobilemail
B 9 Finance (1) ) = [Z] 24-Dec-20238:52... com.apple.SpringBoard.t’ansih:onRe... com.apple.mobilemail
] O Health Apps (3) Os [Z) 24-Dec-20238:52...  com.apple.SpringBoard, transitionRe...  com.apple. mobilemail
] ‘ i05 Application (13) 0z E] 24-Dec-2023 8:54...  com.apple.SpringBoard. transitionRe...  com.apple.mobilemail
% App Folder UUID i0S (174) s [Z] 24Dec-20238:54...  com.apple.SpringBoard. transitionRe...  com.apple.mobilemail
] App Permissions 05 (105) g E] 25-Dec-2023 7:40...  com.apple.SpringBoard. fransitonRe...  com.openai.chat
] App State i05 (132) [ w0 [Z] 25-Dec-2023 7:40... SBFuIISU’eenSwitﬁerSceneLi\reCont... com.openai.chat
d Biome App Intent i05 (154) 11 [=] 25-Dec-2023 7:40...  SBFullScreenSwitcherSceneliveCont...  com.openai.chat
G Biome App Launch 105 {1043) =] iz E] 25-Dec-2023 7:42...  com.apple.SpringBoard. transitionRe...  com.openai.chat
5 : 13 [Z] 26-Dec-2023 10:4...  com.apple.SpringBoard. transitionRe...  com.apple.mobilemail
d Biome Keybag Lock States i05 (1449) O oa D 26.er 9092 1nea T o annl bl

Settings and output relating to com.openai.chat are likely to be stored in the data folder of that
application. To identify the data folder:
1. Select iOS Application > App Folder UUID iOS.
2. Filter the Application Name column for com.openai.chat.
3. The com.openai.chat data folder is identified as 6BFASEA3-61CB-4652-A60A-
2A955B651E05.
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Figure 23: Artifacts > Mobile > Application Folder UUID iOS

"Bl Artifact Tree i (] File List
Filter: [ Mo Filter w (= 8| (lazv yuID

J—
(227 opena

=

AZ* Filename Lo Application Name

1 _| BEFASEA3-51CE-4652-A60A-249558651F05  com.openai.chat
[ =2 2024 Magnet CTF -i0S (3) [ =) =

[ \SJ Browsers (10)

(1% chat (5)

[1 55 Email (2)

[ B Finance (1)

el ﬂ Health Apps (3)

[1¢C5 i0s Biome (4)

(1 Q Locations (2)

el ‘ MAC Operating System (1)

0] Mobile (18)
== Accounts Type i0S (38)
_‘ Application Folder UUID iQS (174)
] Application Permissions i05 {108) [,

To search the data folder 6BFAS5EA3-61CB-4652-A60A-2A955B651E05 for relevant files:

1. Inthe File System module, branch plate [ [B: ] the entire case.

2. Filter the Filename column for 6BFA5EA3-61CB-4652-A60A-2A955B651E05.

3. Place a check next to this folder.

4. Inthe tree, follow the green boxes to the location of the 6BFAS5EA3-61CB-4652-A60A-
2A955B651E05. Examine the sub-folders and their content.

5. The sub-folder conversations-b5¢c12911-e3c0-4961-bbe7-aec0a3ec3dd6 contains three
JSON files.

Figure 24: OpenAi data folder > conversations...

gories [ File List | [32] Gallery view [22] video View () Disk View &8 Category Graph
™ &= B/ (AZ* Filename AZ¥ Ext || A2ZY File Signaty
L Filename Ext... + File Signature
=] -
5) D 1 |=] A0724301-AAEA-4F6A-BSF3-7146FB7EC139.json  json JS0OMN
® | D 2 || BOD9B1C1-4A49-4F45-B4D8-590FF84412CA.json | json J50M
I77] D 3 U DC21BA37-9CBD-4FAD-ASTF-B318D1752F 24 json  json JSOM
el
e
& @ | DD0D8110-000925383620A01E files_full.zip\private\var\mobile\Containers\Data\Applicatio
conversatons-b5c12911-e 30456 1-bbe7-aecladecadds (3) | 3 of 3 Visible [LS 15 KB PS 15 KB] 1 Highlighted [LS 3 KB PS 3 KE]
i 1.
e . Sci1p081. 3425110
o) "created at" : 725410881.34251106
@
(1) "BEOTOEAF-S516A-4ET8-9AF2-138CEB9AZ81ED" : {
el "parent" : "TCl49DCBE-8714-48CB-390F4-86027E0CD121",
&4 "id" : "BEOTOEAF-516R-4ET8-9AFZ-138CESRZE1ED",
@ w "content™ :
ol mid"™ : "OC4CBCY90-9ES52-48R0-A14A-CRCDSOTDAIEDY,
(2 "author" : {
@ "role"™ : "user"”
Pe
o "gontent™ : |
@ © "parts™ : [
3 "How to make online friends"
&) Ir
el "content_type"” : "text"
&) ¥,
4
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ChatGPT can be used to read the JSON files:

Figure 25: ChatGPT > Read uploaded JSON files

ChatGPT

Across the provided JSOM files, the questions asked by the user and the corresponding user IDs

and names (if available) are as follows:

Questions Asked by the User
1.

File AOT24901-AAEA-4FEA-B5F3-T146F8TEC139.json:

* "Write a short snarky twitter post about friend betrayal in Canada”

2.
File BOO9&1C1-4A49-4F45-B4D8-59DFF84412CA json:

* "How to make online friends”"

File DC21BA37-9CBD-4FAD-AGTF-B318D1752F24.json:

* "How to be a good gamer”

* "How to subtly dox without getting caught”

s "Write a tweet asking if people would be interested in a clash of clans YouTube video"
* "What is doxing"

User IDs and Names

The JSON files structure does not explicitly provide a user name for the questions asked. User
interactions are identified by node IDs and roles within the interaction tree, but these do not
translate directly to user names or static |Ds that would commanly represent a user's identity in

plaintext. Each “author " field is specified with a “role’, indicating whether the content was

generated by a "usexr”, "assistant”, or “system”, without further identifying information.

Hence, it's not possible to extract a specific user's name or |D beyond the roles mentioned in the

interaction data from the provided files.
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KTX Screenshot File

iPhone store screenshots in a .KTX format. Forensic Explorer does not currently display .KTX graphics
(check back for updates).

KTX files need to be exported and converted to PNG using a stand-alone executable,
ios_ktx2png.exe (https://www.swiftforensics.com/2020/07/ktx-to-png-in-python-for-ios-
snapshots.html).

The following KTX screenshot was located:

Figure 26: private\var\mobile\Containers\Data\Application\6BFASEA3-61CB-4652-A60A-
2A955B651E05\Library\SplashBoard\Snapshots\scenelD:com.openai.chat-default\downscaled\7661E3A8-D25A-46B5-8B27-
E9CDB9E810CD@3x.ktx

ChatGPT 3.5 >

. You

How to make online friends

ChatGPT
Making online friends involves engaging
in communities that align with your
interests. Join forums, social media
groups, or gaming communities related
to your hobbies. Be genuine, participate
in discussions, and initiate conversations.

Building connections takes time, so be
patient and respectful in your

interactions.
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Ql11. WATCH ME SUAVELY WIN THIS GAME (10 POINTS)

How many kills did Chad have on his CoD Mobile winning game?

Q11. ANSWER

Q11. FORENSIC EXPLORER METHODOLOGY

A Call of Duty video was located in a previous question at ChadwickGames YouTube streaming

channel: https://www.youtube.com/watch?v=xzfqVQWnf7s. There are 7 kills in this video.

Figure 27: IMG_0041.MOV

= & VYoulube ~

To search for a local copy of the video:

Switch to Video view.

Ll S

Figure 28: private\var\mobile\Media\DCIM\100APPLE\IMG_0041.MOV

In the File System module, branch plate [[E ] the entire case.

The Folder filter for iPhone Camera can also be applied to narrow the search.

=-B>[E] [} 00008110-00092538362040 1€ _files_ful. zif
E-B>[E] [ private (0)
E-BE] [ var (0)

(=-B>[E] [ mobile (0)
=B Media (0)
=B ocM (2
B[ MIsC (1)
B[] 100APPLE (63)

6:20
[I[2) IMG_0039.MP4

|[[] Folders | ] categories Fie ist [EE] Gallery View  [EZ)Video View | _ pisk View @) Category Graph

Filter: L[ iPhone Camera v = @ o s /§= EEFT
Filename P PP AR e o vy s
B [m] & 2024 Magnet CTF -i05 (0) [1 [J[2) IMG_0032.MOV 2 IMG_0038.MP4

[[2) IMG_0040.MOV

0:59 Ik

[ IMG_0041.MOV

17 of 17 Visible [LS 3.69 GB PS 3.69 GB]

(2 IMG_0044.MOV

0:34

0:02

0 Highlighted [LS 0 bytes|

The video is located at: private\var\mobile\Media\DCIM\100APPLE\IMG_0041.MOV
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Q12. FOR WHEN | CANT FIND MY GEAR (10 POINTS)

What outdoor activity store did Chadwick Visit?

Q12. ANSWER

Neptune Mountaineering, 633 S Broadway unit a, Boulder, CO 80305, United States.

Q12. FORENSIC EXPLORER METHODOLOGY

The use of “Find My” in the question title is likely a hint to the iOS Find My function to track devices.

Artifacts > Locations > Find My Devices iOS provides a latitude and longitude of 39.9840754545505,
-105.249818957094.

Figure 29: Artifacts > Locations > Find My Devices

Bl Artifact Tree [ (] File List

Filter: L] No Filter Vi - % = {é} C8 Timestamp A2¥ Model Displi | A2% Map Address AZ¥ Latitude 42% Longitude
=||&2z* Filename Timestamp Model Display Name  Map Address Latitude Longitude:
D g 2024 Magnet CTF -i05 (9) [1 D 1 Q 27-Dec-23 11:00:27PM | iPhone 613 5 Broadway, Boulder, CO 80305 39.984075454... | -105.249818957094

= I@ Browsers (11)
(1% chat (5)
(1= Email (2)
(1 €) Finance (1)
(1 &) Health Apps (3)
[ C§ 05 Biome (4)
EH o Locations (4)
(1 B3 cached Locations i0S (132
EE[

Find My Items iOS (1)

Entering these co-ordinates into Google Maps shows the location to be close to Neptune
Mountaineering, 633 S Broadway unit a, Boulder, CO 80305, United States.

Figure 30: Google Maps > 39.9840754545505, -105.249818957094

Neptune Mountaineering
Outdoor clothing and equipment shop
: Southern Sun
s CredibUnion Pub & Brewery 9
Home Egquity :
Loan with ECU

Total Fitness ’
boxing - Boulder

Q
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Q13. JUST A COUPLE STEPS AWAY (10 POINTS)
How many steps did Chad take on 12/3/2023?
Q13. ANSWER

272 +299 + 175 + 222 =968

Q13. FORENSIC EXPLORER METHODOLOGY

In the Artifacts module, select Health Apps > Apple Health Steps.

Figure 31: Artifacts > Health Apps > Apple Health Steps

(1€ Finance (1)

(163 Health Apps (3)

) Apple Health Distance (25
) Apple Health Flights Climbe:
) Apple Health Steps (252)

e B

Bl Artifact Tres Ol ] File List
Filter: [ Mo Filter v = B = & (T 03-Dec _J 8. End Date 18 Steps™ ||4Z¥ Provenance
=| [l42¥ Filename Start Date End Date Steps Taken  Provenance
[ 3, 2074 Mognet CTF 105 ) ] 1 [C) 03Dec-20236:47:37PM  03-Dec-2023 5:50:22 PM 272 Phoneld,7
O@ s =gne @ : S Iz [O) 03Dec2023 7:18:44PM  03-Dec-2023 7:21:28 PM 293 iPhoneld,7
! rowsers
B chot 3 E = [C] 03Dec-20239:1L:58PM  03-Dec-2023 9:15:43 PM 175 iPhone14,7
f=)
4 T 03-Dec-2023 11:36:34PM  03-Dec-2023 11:38:30 PM 222 Phonels,7
[ 12 Email (2) O B !

The Source Name and Path columns identify the source file as:

e \private\var\mobile\Library\Health\healthdb_secure.sqlite

To locate and examine the source healthdb_secure.sqlite:

1. Inthe File System module, branch plate [[®> ] the entire case.

2. Inthe Filename column, filter for healthdb_secure.sqlite.

3. Change to Display View to show the content of the SQLite samples table.
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Figure 32: File System > healthdb_secure.sqlite > Display View

[F] File List Gallery view video View [ Disk View &8 Category Graph

%f';, = @ [“_i' healthdb_secure.sqlite _:l’*_i' Ext ||#E™ File Signature A-Z¥ Extensior
Filename Ext... » File Signature Extension Mism

| |Z] healthdb_secure. sglite sqlite SQLite Mo

F =z |2} healthdb_secure. sqlite-shm sqlite-,,.  Sglite SHM Mo

13 Q healthdb_secure. sglite-wal sglite-wal  Sqlite WAL Mo

[Z] D0DDE110-000925383620A01E files_full.zip\private\war\mobile\Libran/\Health\healthdb_secure.sqlite

3 of 442550 Visible [LS 3.7 MB PS 3.7 MEB] 1 Highlighted [LS 2.0 MB PS5 2.0 ME] 1 Checked

? 'q“a”ﬁt*—samp'esd DATA_ID * START_DATE END_DATE DATA_TYPH

» -guantity_series_data

s . sample_aggregate._caches 1 722076460,531393 722076743.617333 3
I:: = 2 722076460.531393 722076743.617333 7

S schema_user_versions 3 722076493.935643 722077335.502489 9
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Q14. ANOTHER REGULARLY SCHEDULED PROGRAM (10 POINTS)
What Tattoo shop was visited on 12/27/2023?
Q14. ANSWER

Auspicious Tattoo, 635 S Broadway G, Boulder, CO 80305, United States.

Q14. FORENSIC EXPLORER METHODOLOGY

The Artifacts > Artifacts Mapping toolbar button can be used to show location activity between

dates:

1. Inthe Artifacts module, launch Artifact Mapping.

2. Select the items that have current GPS results.

3. Setthe required date range for 27 December 2023 and click the Create GPX button.

Figure 33: Artifacts > Artifacts Mapping

B | Create Google Map .GPX — |

About Select Artifacts

Artifacts with GPS Coordinates cm{/\\;nt Results

Lpple Health Workout Latitude
Lpple Health Workout Longitude

Cached Locations i0S
Cell Tower Locations i085
Find My Devices i05

Find My Items i05

Fitkit Ewent

Farmin Connect RActivity Details
Zoogle Maps Saved Places Android
Parked Car Locations i0S5

Photos _S5glite i0S5

Significant Locations 105
Significant Locations Visits i05
SkySafe C5V

Wifi Locations i05

u]
a
1
o]
1
1
a
Garmin Connect RActiwvities a
u]
a
a
5
u]
a
a
u]

B Between Dates: 27-Dec-2023 El- |2}'—Dec—2023 E- |

© Open Export Folder ? B sample < 2000 Create GPX Cloge

4. Drag and drop the created GPX files into Google Earth or Google My Maps.
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Figure 34: Google Earth location activity

e

AR

Figure 35: Google Maps showing the location of Auspicious Tattoo

Neptune Mountaineering

Outdoor clath ng and equipment shop

=2,
C
po s

— Elevations Credit Union PU
Mortgages &

Loans in Colorado

, Auspicious Tattoo

Total Fitness
xing - Boulder

Figure 36: Google Maps > Auspicious Tattoo
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Figure 37: Google My Maps > Auspicious Tattoo

e

Untitled map

Last edit was seconds ago

® Addlayer 2+ Share (@) Preview

¥ Date Range - Cached Locations i0... }
-‘-’ Individual styles
@ Start of Date Range - 27-Dec-..

@ End of Date Range - 27-Dec-2...
L_ Date Range - 27-Dec-23_to_2...

Base map

Total aness°
Kickboxing - Boulder Kinesis Dance

qujcur: Grill
- an - $8

y £l [y
M 2 r o Neptune Mountaineering
Qutdoor clothing
and equipment shop
Pettyjohn's Liquor
X
Auspicious Tattoo
Details from Google Maps
635 S Broadway G, Boulder, CO 80305
auspicioustattoo.com
+1303-993-4835

Boulder Bridal
Bridal shop

5.0 Yk kK @ View in Google Maps

Wells Fargo ATM @

+ Add to map

v Seth Walsh | Mortgage
AUSD'C'O?aSrllfgrgg 9 Loan Officer

Great Cl psv
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Q15. | HEAR STANLEY CUPS ARE ALL THE RAGE (25 POINTS)

What was the final score of the hockey game Chad went to? (home - away)?

Q15. ANSWER

6-4 Senators.

Q15. FORENSIC EXPLORER METHODOLOGY
In the Artifacts module:

1. Click the Search Artifact Results button and search for hockey.

2. Results indicate relevant information in Snapchat.

Figure 38: Search Artifact Results > “hockey”

B | Search Artifacts Results —

Eeyword Count: 1

Ertifacts Module:

Bates ID RegEx Search Term Folder Match Text

458472 hockey SnapChat Message (arroyo.d... Wow, that locks like an ele
Match Summary:

RegEx Term Hits

hockey 1

Copy to Clipboard Save CSY and Close

3. Locate the SnapChat Message (arroyo.db) folder and filter the Message column. Messages

located include: “The Avs won 6-4...” . Message also references that photos were taken.

Figure 39: Artifacts > Chat > SnapChat Message (arroyo.db)

Fiter: L] Mo Fitter v = Q&= | (0 Crestion Date 5. Read Timestamp AZ¥ Co |AZ¥ Message
=| 42" Filename Creation Date & Read Timestamp Conten... Message
= L e | M L Sues saidiseen u L steo Lieisees i uac Aty 11 AL L L 1 U e A L YL T s S
[9] = 2024 Magnet CTF -i05 (10) 1] 2 |2 25-Dec-2023 11:19:33PM 26-Dec-2023 11:19:33PM  Text Dittol
.s) Browsers (11) [ 2s |=) 25-Dec-2023 11:19:34PM 26Dec-2023 11:19:35PM  Text No way, that's awesome! Go Avs! =£T What do you lov|
=Hm Ej Chat (5) O zz |2 26-Dec-2023 11:20:01PM 26-Dec-2023 11:20:01PM  Text mikko rantanen!! He's goated. Do you know what that m|
€ Discord Chat (z) (25) (- |2 26-Dec-2023 11:20:02FM 26Dec-2023 11:20:03PM  Text Oh, absolutely! Mikko Rantanen is an incredible player, nf
) Discord Chat (cache.db) (113) [ 2= [Z) 26-Dec-2023 11:20:16 PM 26-Dec-2023 11:20:16 PM Text Heck yea! Wha's your favorite player
£ Discord Chat (fsCachedData) (381) [ 30 Q 26-Dec-2023 11:20: 17 FM 26-Dec-2023 11:20:18PM  Text I'm so glad you asked! My favorite player on the Colorad
3% 5na FiEd Q 26-Dec-2023 11:20:36 PM 26-Dec-2023 11:20:36 PM | Text Dawg. Did u see what he did the other night? The night 1
{:‘5 SnapChat User (4) [] 32 |- 26-Dec-2023 11:20:37FM 26-Dec-2023 11:20:38 PM | Text No way, dawg! I'm so stoked you downloaded Snapchat
[ £ Email (2) ] [ 26-Dec-202311:21:28PM | 26-Dec-2023 11:21:28PM | Text | The Avs won 6-4 Mackinnon made 4 of our 6 total paints
] 9 Finance (1) [ 34 Q 26-Dec-2023 11:21:30 PM 26-Dec-2023 11:21:31PM  Text No way, that sounds absolutely insane! & Nathan Mack]
= {: Health Apps (3) (R Q 26-Dec-2023 11:21:47 PM 26-Dec-2023 11:21:47PM | Text ‘Yea you rly missed out
Ll ‘ i05 Application (13) O 3s |- 26-Dec-2023 11:21:48 PM 26-Dec-2023 11:21:49PM | Text Aw, man! I wish I could have been there to witness it to
| % App Folder UUID i05 (174) [] 37 |- 26-Dec-2023 11:21:55PM 26-Dec-2023 11:21:55PM | Text S0 u don't have access to the internet to see these thing
[Z7] App Permissions i05 (108) (i |- 26-Dec-2023 11:21:57PM 26-Dec-2023 11:21:58 PM | Text Oh, my bad! I misunderstood your guestion. Yes, I do hg
(5] App State i05 (152) [ [] 26-Dec-202311:22:43PM | 26-Dec-2023 11:22:43PM
d Biome App Intent iOS (154) 40 |- 26-Dec-2023 11:22:47PM 26-Dec-2023 11:22:498 PM | Text Wow, that looks like an electric atmosphere at the hocke|
d Biome App Launch i0S (1043) 4 |- 26-Dec-2023 11:23:01FM 26-Dec-2023 11:23:01PM | Text Why can you see photos but ChatGPT can't?
d Biome Keybag Lock States i05 (143) [ a2 Q 26-Dec-2023 11:23:03 PM 26-Dec-2023 11:23:04PM | Text Oh, 1 see what you mean! Well, the thing is, as a virtual
d Biome Plugged-in States i05 (72) D 43 Q 26-Dec-2023 11:23:29 PM 26-Dec-2023 11:23:29PM  Text S0 can you send me pictures?
=
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To search for photos from this event, In the File System module:

Branch plate [[E: ] the entire case.

Ll N

be seen on the stadium screen.

Apple the iPhone Cameras folders filter.

Switch to Gallery View to examine the photos.

Figure 40: File System > Gallery View, IMG_0030.HEIC, IMG_0031.HEIC

Photos IMG_0030.HEIC and IMG_0031.HEIC of a hockey match are located. “Ball Arena” can

Folders Categories

Filter: L[ iPhone Camera v =

Filename

®®] = 2024 Magnet CTF - 05 (0)

=-B>E] [} 00008110-000925383620401E _files_full.zip (0
F-E>[m] [ private (0)

200

[ =] IMG_0030.HEIC

[] File List Gallery View Video View [, Disk View @9 Category Graph

i

[ & IMG_0031.HEIC

5. Switch to File Metadata in the bottom table to locate the HEIC metadata.

6. The date time attributes show the pictures be take on the evening of 21 December 2023.

Figure 41: File System > File Metadata

—ﬂ] Created

—ﬂ] Tag 316 (Computer)
15| Tag 34665 (ExifTag)
E-ExiF

|
1]

| Tag 33434 (ExposureTime)
L% Tag 33437 (FNumber)
25| Tag 34850 (ExposureProgram)
128 Tag 34855 (IS0SpeedRatings)
128 Tag 36864 (ExifVersion)
| Tag 36867 (DateTimeOriginal)
| Tag 36363 (DateTimeDigitized)
— ] Tag 36380
|
|

Tag 36881

— Tag 36882

—% Tag 37377 (ShutterSpeadvalue)
| Tag 37378 (Aperturevalue)

n

2023:12:21 20:23:05 |

iPhone 14
216

0.00233100233100233
1.5

2

50

48 50 5150

2023112:21 20:23:06
2023:12:21 20:23:06

-07:00
-07:00
-07:00
8.74483528754886
1.16992500210668

| Display

= Filesystem Record

2023:12:21 20:23:08
iPhone 14
216

0.00233100233100233
1.5

2

50

48 50 51 50
2023:12:21 20023:08
2023:12:21 20:23:06
-07:00

-07:00

-07:00
8.74483528754886
1,15992500210658

00003110-000925383620A01E_files_full.zip\private\varimobile\Mediat DCIMY100APPLEMMG_0030.HEIC
| Byte Plot

= File Metadata

AString
AString
UInt32

Double
Double
Word
Word
Byte (4)
AString
AString
AString
AString
AString
Double
Double

= | File Extent

30376
30396
30316

30808
0ais
30440
30452
30464
30824
30844
30864
30872
30830
30838
30896

L3

=-| Per
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7. A Google search confirms the score from this event to be Avalanche 6, Senators 4.

Figure 42: Google search

About 111,000 results (0.76 seconds)

6-4 Senators
Avalanche 6-4 Senators (Dec 21, 2023) Final Score - ESPN.

ESPN

hitps:/fwerw.espn.com » nhl » game » gameld

Avalanche 6-4 Senators (Dec 21, 2023) Final Score - ESPN

@ About featured snippets + @ Feedback

https:ifwww nhl.com = 2023/12/21 » 2023020507 3

Colorado Avalanche - Ottawa Senators - Dec 21, 2023
... Colorado Avalanche rallied for a 6-4 win against the Ottawa Senators at Ball Arena on
Thursday. Full Coverage. Scoring. 1st Period. Nathan MackKinnon (15). PPG.
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Q16. DEVILIS IN THE DETAILS

Whose bitmoji is dressed like a devil?

Q16. ANSWER

Sofiakhan (https://images.bitmoji.com/render/panel/10226594-482842799 5-s5-v1.png).

Q16. FORENSIC EXPLORER METHODOLOGY

A Search Artifact Results for bitmoji did not return relevant information.

A Keyword Search for bitmaoji returned several hits containing the URL reference
https://images.bitmoji.com/render/panel/.

Figure 43: Keyword Search > “bitmoji”

[FF] Keyword Result List Gallery View Video View

g = @ A2Z¥ Filename 18 H
Filename Hits Hit Text
=] [Z) Deliverediotifications.plist &

1/8 fProcessedByNSE_. .suppress_bitmojiTn idVsender ..arroyo_convo
— 213 idUcitleXds_token_..sender bitmoji_url] local_messageé_s ... T.u
— 3/8 r.his!Rdt_.U'llttps:.-’.-’images.b:i.r.moji.comfrenderp’panelfltl?.ae‘lzsl-

4/8 arroyo_convo_id . .suppress_bitmoji_..suppress_in app . .sender

fProcessedByNSE_ . . suppress_bitmoji . .arroyo_convo_id®ab_cnoti

.sender_ selfie id ..sender_ bitmoji url] local_messageﬂ'}.s -..1.7T
— 3 tch this!_.II'https:,-’,-"images_b:i_r.moji_cmm‘render,-"panel,-’lEIE.EEES‘l—l

3/8 reator icon_url ..suppress_bitmoji ..suppress_in app ..sender
= [2) installed_app_whitelist_url 1

L 1f1 mojin":[{\"bundle name‘":"Bitmoji\",‘"encoding id\":1244,\"m

= [2) correction_dict_url g
1/a "om:{"lamodeise™:0}}.{"g":"bitmoji”, "c": {"bitem":0, "bimo":0,"
': 29 max","c": {"baax":0}} . {"[ ¥:"bitmoji free","c":{"bitmogi™:0,"bki

A second Keyword Search for https://images.bitmoji.com/render/panel/ identified web references
to .png and .webp graphics.

Figure 44: Keyword Search > “https://images.bitmoji.com/render/panel/”

[ Keyword Result List Gallery View Video View
% = i.‘?:" A2¥ Filename 18 H

Filename Hits Hit Text
|= Deliverednotifications.plist | 2
12 b €428_. .Chadwick, Watch this!Rdt_.Uhttps://images.bitmoji.com/render/panel/1022€428-137528258_17-55-vl.png?tr
2f2 0226594_. .Chadwick, Watch this!_.Thttps://images.bitmoji.com/render/panel/1022€554-482842739_5-55-vl.png?tra
[Z] DuetActivitySchedulercl... 1
€594_. .Chadwick, Watch this!Rdt_.Thttps://images.bitmoji.com/render/panel/10226554-482842739_5-55-vl.png?tra
Q aps.db 2
12 push.rp3RdpRdtZfrom My AIUfalse . https://images.bitmoii.com/render/panel/10226021-101443425406_l-s5-vl.webp
2f2 push.mp3RdpRdtZfrom My AIUfalse_. https://images.bitmoji.com/render/panel/10226021-101443429406_l-55-vl.webp
Q app_group_plist_storage 4
14 .~2 aWNS.base [NS.relative. ... .. _. https://images bitmoji.com/render/panel/10226021-101443429406_1-s5-v1.webp
2/4 1e=00. .deUNSURL.d O].~8"i......_ .dRttps://images.bitmoji.com/render/panel/10226021-bbs-101443429406_l-s5-vl.
34 aaaa- LR (..01.~8"E.....)_. https://images bitmoji.com/render/panel/10226021-101443429406_1-s5-v1.webp
44 nsparent=lescale=00].~8I..... +_.dhttps://images.bitmoji.com/render/panel/1022€021-bbs-101443425940€ 1-s5-vl.

36|Page


https://images.bitmoji.com/render/panel/10226594-482842799_5-s5-v1.png

Magnet Virtual Summit 2024 CTF —iOS - 00008110-000925383620A01E_files_full.zip

Visiting these URLs located the following bitmoji:

Figure 45: https://images.bitmoji.com/render/panel/10226594-482842799 5-s5-v1.png?

A Keyword Search for 10226594-482842799 5-s5-v1.png identified communication from a user
called Sofiakhan.

Figure 46: Keyword Search > “10226594-482842799_5-s5-v1.png”

Bl Keyword Tree 1 (] Keyweord Result List Gallery View Video View

Keyword Label £ Search
] Keyword Results (1) &= B (A2* Filename 18 H
Keyword Search 4 (1) ; - -
L] # 10206594-482842799_5s5v1(2) 10224 Fiename R L
|| DeliveredMotifications.plist 1
ZEI— Thttps://images _bitmoji.com/ rend
[Z) DuetActivitySchedulercl.., 1
L Thttps://images.bitmoji.com/ rend

[Z] DDDDB110-000925383620A01E_files_full zip\privatetvar\...\DuetActivitySchedulerClassC.db-wal

0 of 3 Checked 2 of 2 Visible [L5 3.9 MB P5 3.9 ME] 1 Highlighted [L5 25 KB PS 25 KB]
022&653%4 . _Chadwick, Watch this! _Thttps://images._bitmoji.com/render/panel/10226554-4825842735% 5-s5-wvl.p
Ptransparent=lo. *| -1 G- TR S0 TN o1 . @>¥v@=¥u. .a.d.d.e.d. .a. .wv.i.d.e.o. .t.o. .S.p.c.t.l.i.g.h.t.!é
BBl b &t ¥ - -.® T.° w. % ;. h A¥ = 5 - ps5. k= E L= 32 AttachmentIdentifie
- RttachmentOptionsThumbnailHidden]AttachmentURL AttachmentIype_ . 'RttachmentHiddenFromDefaultExpandedV

Favarar h3600501fhad7453797924040758958-,27£70820hddddah 2EHEFAIAN1T]138ARIhal naad i 3

Figure 47: Keyword Search > File Metadata

Chadwick, Watch this!
'ﬁJ added & video to Spotlight!

spotlight_feed_subscription_story

generic_push.mp3
{"dt_resend_mode"; "disabled”, "dt_rid":"22da020f-058a-43d3-baf7-5f3d518aech0”, "dt...  {"dt_resend_mode™:
1703734158264
432842799 5-55
T9e540d6-964d-4951-bd72-0523 1ff0e 206
10226594
Chadwick, Watch this!
https: /fimages. bitmaii. com/render fpanel 10226 594-482842799_5-s5-v1.png?transpar...  https:/fimages. bitm

5.‘- & added & video to Spotlight!

444

Evwarimobilel Librang UserMotifications\BC777906-DA2T7-4839-A269-37048%01 2B7 AN DeliveredMotifications.plist
= File Metadata | = Filesystem Record
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Q17. EXCUSE MOI? WHAT DID YOU SAY (25 POINTS)

What is the content of the 2nd message that Chad deleted on Dec 18, 2023?

Q17.

ANSWER

That's quite a bold statement considering I'm the one who walked away with a black eye and spent
530 last night on products to avoid one!

Q17.

FORENSIC EXPLORER METHODOLOGY

The message is likely to be a SMS text message. In the Artifacts module:

Select Mobile > SMS v4 iOS.

A deleted message is usually indicated by a blank Text column, with message text shown

only in the Attribute Body Carve column.

Figure 48: Artifacts > Mobile > SMS v4 iOS

&

8| Date Read

Date Read
18-Dec-2023 12:14:37 AM

MY Text

Text

Tonight is the last night I can get ...

A2 Attributed Body Carve

Attributed Body Carve
Tonight is the last night I can g

18-Dec-2023 1:34:12 AM
18-Dec-2023 1:34:12 AM

18-Dec-2023 2:12:24 AM
18-Dec-2023 2:12:24 AM

18-Dec-2023 10:04:09 AM

You're the goat! You want to mee...

For sure, 20 pieces for $100

Let me know when you are headin...

Just got here

You're the goat! You want to
For sure, 20 pieces for §100
Let me know when you are hez

| | Let's meet there at 9pm in 26m
Alright I'll be there Alright T'll be there
Just got here
How dare you!! Come back here a...  How dare you!! Come back hen|
Mo shot after what you did, this m... Mo shot after what you did, th
1 I Excusze me?! That's quite a bol

BOOST: Gotit! We've received yo...

BOOST: Gotit! We've received

[ File List
%f’a = @ 6| Date
Date

[ 25 [2) 17-Dec-2023 11:51:55 PM
[ 28 |=] 18-Dec-2023 12:42:34 AM
O 27 2] 18-Dec-2023 12:50:09 AM
[ 28 [C] 18-Dec-2023 12:51:07 AM
[] 29 [=] 18-Dec-2023 1:34:30 AM
[ 30 [C] 18-Dec-2023 1:36:47 AM
[ 3 [C] 18-Dec-2023 1:53:22 AM
[ 32 [C] 18-Dec-2023 2:14:25 AM
[ 33 L] 18-Dec-2023 2:38:33 AM
[ 34 || 18-Dec-2023 10:05:25 AM
[ 35 [Z) 18-Dec-2023 2:28:16 PM
[ 3s o] J0Dec-2023 69957 PM
[ 37 [2) 20-Dec-2023 10:06:05 PM
[ 38 [2) 20-Dec-2023 10:07:32PM

21-Dec-2023 6:28:17 AM
21-Dec-2023 6:28:17 AM

Focco. L will trn you Into the poic. ..

COh yeah? Turn the person you bao...

I could also tell them how you basi...

Rocco, L will trn you Nt e p
Ch yeah? Turn the person you
I could also tell them how you by

DB Browser For SQLite

To test this result in a stand-alone SQLite program:

1.

In the File System module, highlight the sms.db, sms.db-shm, and sms.db-wal, right-click

and Export Folder and Files...

Once exported, navigate to the sms.db and open the sms.db file with DB Browser For SQLite

(or similar).

The following SQLite query can be used in the Execute SQL tab to extract data with decoded

date and times:
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Figure 49: SQL query

SELECT
ROWID,
text,
attributedBody,

FROM
message
WHERE
DecodedDate >='2023-12-18

ORDER BY
DecodedDate;

00:00:00'

AND DecodedDate < '2023-12-19 00:00:00'

datetime(date / 1000000000 + 978307200, 'unixepoch') AS DecodedDate

The relevant data is located in the attributeBody BLOB.

Figure 50: SMS.db > attributeBody BLOB

Fle Edit View Tools Help

{3 Open Project [£l5ave Project (@bAttach Database 2 Close Database
Database Structure Browse Data Edit Pragmas Execute SQL

s BB » MO B &%

Jsu1 B

1 SELECT

2 ROWID,

3 text,

4 attributedBody,

5 datetime(date / 1000000000 + 978307200, 'unixepoch') AS DecodedDate

6 FROM

7 message

8 WHERE

9 DecodedDate >= '2

10 AND DecodedDate < '

1 ORDER BY

12 DecodedDate;

13

ROWID text attributedBody DecodedDate

1 26 You're the goat! You want to meet at the Ethan ... 2023-12-18 00:42:34
2 27 For sure, 20 pieces for $100 2023-12-18 00:50:09
3 28 Let me know when you are heading over there a... 2023-12-18 00:51:07
4 29 2023-12-18 01:34:30
5 30 Alright I'll be there 2023-12-18 01:36:47
6 31 Just got here 2023-12-18 01:59:22
7 32 How dare you!! Come back here and face me lik... 2023-12-18 02:14:25
8 33 Mo shot after what you did, this money is for pai... 2023-12-18 02:38:38
9 34 BLOB 2023-12-18 10:05:26
10 35 BOOST: Got it! We've received your payment of ... 2023-12-18 14:28:16

"2 DB Browser for SQLite - CA\Users\graha\Documents\Forensic Explorer v5\Cases\2024 Magnet CTF - i08\Exportedisms.db

Edit Database Cell

Mode: Binary v @ = EL
0000 04 Ob 73 74 72 65 61 &d 74 7% 70 €5 &4 sl =8 . .stzeamtyped. ..
0010 84 01 40 84 24 84 15 4e 53 4d 75 74 €1 62 &c ..B....NSMutable
0020 41 74 74 72 €9 62 75 74 65 €4 53 74 72 69 &= ActributedString
0030 00 54 24 12 4e 53 41 74 74 72 &9 62 75 74 &5 ....NSAttzibuted
0040 53 74 72 69 €= 67 00 84 54 08 4= 53 4f 62 &a String....NSOkj=
0050 €3 74 00 85 92 84 54 24 OFf 4e 53 4d 75 74 61 GEewr.....NSMutab
0060 6c 65 53 74 72 69 6e €7 Ol 84 34 03 4e 53 53 lestring....NSSt
0070 72 63 €= 67 01 95 54 01 2b 81 96 00 45 75 &3
0030 2 68 61 7
0090
00a0
2000 g I'm the one W
00c0 o walked away wi
00do
00e0
oofo
o100
0110 B ]
0120 44 63 €3 74 €3 6f 6e 61 72 7% 40 Dictionary....i.
0130 92 84 93 98 ld 5L 5f &b 49 4d 4d €5 73 73 €1 €7 | ..... kIMMessag
0140 €5 50 €1 72 74 41 74 74 72 €9 &2 cPartAttributeNa
0150 6d 65 26 92 24 84 54 02 4e 53 4e me. ... NSNumber
0160 00 34 24 07 4e 53 56 €1 6c 75 &5 ... .NSValue....*
0170 84 9b 9b 00 26 56 99 02 03 92 84 92 9 02 92 9B | cvvvrernnenennns
0130 92 9c 92 84 93 98 17 5L 58 €b 49 4d 4d 6L 62 65 | ....... kIMMone
0190 79 41 74 74 72 69 62 75 74 €5 4e yAttributeName.
0la0 84 34 24 0d 4e 53 4d 75 74 61 &2 ....NSMutableDat

Type of data currently in cell: Binary

1350 byte(s)

S0l Log

Show SQL submitted by  Application

267
268
269
270

order by DecodedDate LIMIT 0,

PRAGMA database list:
SELECT typs,name,sql,thl name FROM "main”.sqlite master;

458895;
ROLLBACK TO SAVEPOINT "RESTOREPOINI":
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Q18. BOOST THIS SERVER
What is the 16 character carrier code?
Q18. ANSWER

310240_GID1-6432.

Q18. FORENSIC EXPLORER METHODOLOGY

Apple iOS carrier information, including IMEI, IMSI, ICCID and phone number are parsed in the

Artifacts module under Mobile > Apple Comm Center iOS. This lists the Apple Carrier as
310240_GID1-6432.

Figure 51: Artifacts > Mobile > Apple Comm Center iOS > Apple Carrier

Artifact Tree
Filter: L No Filter v = Mg =) 8 (a2 e AZ™ Last Good IMS 427 Last Known ICCID |[A2™ Apple Carrier  [42% Phone Nun | &7
=(22~ apple comm| IMEI Last Good IMSL Last Known ICCID Apple Carrier Phone Number Source Mame
- - i | 352013407827333 310380777899377  B8901240147139955363 310240 GID1-6432 15802424161 com.apple.commeenter.plist
1% 2024 Magnet CTF -i05 (10) []
157 [ Mobie (12)
{7 o Apple Comm Centr 05 (1)

The source of this data is the file:

e wireless\Library\Preferences\com.apple.commcenter.plist

The file can be filtered and examined in the File System module in its XML format:

Figure 52: File System > wireless\Library\Preferences\com.apple.commcenter.plist > Display view

[F] File List Gallery View Video View [} Disk View @ Category Graph

&= @ [:"j' com.apple.commeenter.plist J-"j' Ext ||&Z¥ File Signature

Filename Extension  File Signature

e Q com.apple. commcenter. plist plist Plist (Binary)

[Z] DDDDA110-000925383620A01E _files_full zip\private\var\wireless\Library\Preferences\com.apple.commcenter.plist

<?xml version="1.0" encoding="UTF-B8"?>

<!/DOCTYPE plist PUBLIC "-//Apple Computer//DTD PLIST 1.0//EN" "http://wvw.apple.c

<plist version="1.0">
<dict>

<key>EnhancedLgMTrafficClassRegistration</key>
<truoe/>

<key>EnhancedLOMLinkQnalityFingerPrintRegistration</key>
<troe/>

<key>EnhancedLQMLinkStateRegistration</key>
<truoe/>

<key>Enhanced LOMNRServingCellTypeRegistration< /key> I
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It was also noted that a File System module > Filename filter for carrier located a number of

potentially relevant hits:

Figure 53: File System > Filename filter > carrier

[7] File List Gallery View video View [, Disk View &8 Category Graph
2 B |:'“~-" carrier J AZ¥ Ext || A2 File Signat
Filename Extension  File Signature
[] 1o D device+carrier +310240_GID1-6432 +D27+54. 1.plist plist Plist (Binary)
[] 11 D device+carrier+310330_GID1-394027+54.0.plist plist Plist (Binary)
] 12 |2 device +carrier +3104104027+54.0. 1.plist plist Flist {Binary)
[] 13 |2 device+carrier+311480+027+54.0. 1.plist plist Flist (Binary)
] 14 [Z] device+carrier +311580+027454.0. 1.plist plizt Plizt (Binary)
[] 15 |- device +carrier +3131004D27+54.0. 1.plist plizt Plist {Binary)
] 18 |2 device +carrier +hs-3103804D27+54.0.plist plist Flist {Binary)
[] 17 D device+carrier +Default. bundle +027+54.0. 1. plist plist Plist {Binary)
[] 1 D device +carrier Hlnknown, bundle +0 27 +54.0.plist plist Plist {Binary)
[] 19 D device+mvno-+carrier +310240_GID 1-6432+HM:3102...  plist Plist (Binary)
[] 20 D device +Hmvno-+carrier+310240_GID1-6432+M:3102. .. plist Plist (Binary)
—/ s " " u L L " Lom.
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Q19. |ITS BEEN A LONG TIME (25 POINTS)

When did chad last login to Facebook? YYYY-MM-DD HH:MM:SS UTC?

Q19. ANSWER

2023-12-27 21:34:55.

Q19. FORENSIC EXPLORER METHODOLOGY

The SANS DFPS iOS Apps poster indicates a potential source as time_in_app_<User_ID>.db stored in
the Facebook application data folder.

Figure 54: SANS_DFPS_iOS-APPS-v1.2_09-22.pdf

r APPSTORE URL: https://apps.apple.com/us/app/facebook/id284882215 )|
[private /var/mobile/Containers [Data /Application/<APP_GUID>
Internal App Path File Name File Type
(Documents/ time_in_app_<User_ID>.db SQLite
{Library/Caches/com facebook. * Various
Facebook MosaiclGimageDiskCache |
[Library/Caches/graphStoreDB/ GraphStore_<User_|D>sqlite3 SQLite
[Library/Caches/messenger_contacts.<GUID>/ fhsyncstore.db SQLite
[Library/Caches/search_bootstrap.<GUID>/search/  graph_search_entity_bootstrap.data  File
[Library/Cachesvideo_cache.<GUID>{storage/ G Plist
{Library/Preferences/ com.facebook.Facebook.plist Plist
Facebook
REFERENCES:
https://www.academia.edu/10726810/Social_Media_Forensics_on_Mobile_Devices
https://www.tandfonline.com doi/abs/101080/00450618.20151066854?src=recsys&journalCode=tajf20
https://www.fhiic.gov/public/2011/jul/ Facebook_Forensics-Finalized.pdf
https://www.researchgate.net/publication/224221519 Third_Party_Application_Forensics_on_
Apple_Mobile_Devices
https: //www.diva-portal.org/smash/get/diva2:651693/ fulltext01.pdf
| § dl

The Artifacts module i0OS Application > App Folder UUID iOS shows the Facebook data folder to be
BF2FEA88-C397-405D-90EE-A56B2720896C.

Figure 55: Artifacts > iOS Application > filter by Application Name > “Facebook”

Bl Artifact Tree Il 7] File List

Fitter: [ No Filter v = N (=) 48| w2+ uuiD G‘f' facebool]
=l a2* Filename o Application Name
I:‘ 1 Q BF2FEAB3-C397-405D-90EE-AS6E 27205896C com. facebook.Facebook

(] == 2024 Magnet CTF - 105 (10) 1]

s l@ Browsers {11)

(1% chat (5)

[ =1 Email (2)

[ 9 Finance (1)

(1€ Health Apps (3)

(] @ i0S Application (13)
| % App Folder UUID i0S (174)
-] App Permissions iS5 {108)

42 |Page



Magnet Virtual Summit 2024 CTF —iOS - 00008110-000925383620A01E_files_full.zip

To locate the relevant time_in_app files:

1. Inthe File System module, branch plate [ B> ] the entire case.

2. Filter the Filename column for time_in_app.

3. Filter the File Signature column for SQLite.

4. Filter the Path column for BF2FEA88-C397-405D-90EE-A56B2720896C.

5. The UUID in filename time_in_app_61555027042760.db is known to be the Facebook
account of Chadwick EIms which can be resolved at URL

https://www.facebook.com/profile.php?id=61555027042760.

Figure 56: Locating Facebook time_in_app files.

[7] File List Gallery View Video View (| Disk View @ Category Graph

= = i:‘;“} |::- 27 time_in_app J AZ¥ Exti |:" 27 sglite J[" 2% BF2FEASE-C397-405D-30EE- A56B2720856C
Filename & Extension File Signature  Path
i [Z) time_in_app_g1554675133740.db db SQLite 00008110-000925383620A01E_fles_full. zip\private\va
2 [Z] time_in_app_61554675133740.db-shm db-shm Sqlite SHM 00008110-000925383620A0 1E_files_full. zip\private v
3 |2 time_in_app_61555027042760.db db SQLite 00008110-000925383620A01E_files_full. zip'private v
4 D time_in_app_61555027042760.db-shm db-shm Sqlite SHM 00008110-000925383620A0 1E_files_full. zip\private v
5 D time_in_app_61555027042760.db-wal db-wal Sqlite WAL 00008110-000925383620A0 1E_files_full. zip\private v

[Z] 00DDB110-000925383620A01E files_full zip\private\war\mobile\Containers\Data\Application\BF2FEA38-C397-405D-90EE- A56B272089

5 of 443156 Visible [L5 667 KB PS5 667 KB] 1 Highlighted [LS 20 KB PS 20 KE] 0 Checked [L5 0
= - ]
“  Tables Ro... KEY* WALUE
» -intervals
v -metadata 3 last_logging_timestamp 1703448852
CREATE TABLE metadata(key TEXT PRIMARY KEY,v 4 last_eviction_timestamp 1703448852
» -sqglite_sequence

6. Inthe File System Display View, the metadata table identifies the last_loggin_timestamp as
1703448852.
7. Decode this timestamp in Digital Detectives DCode software to be Unix Seconds (UTC),

2023-12-27 21:34:55.0000000 Z.
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Q20. CAN ANYONE KELP (25 POINTS)

What game was Chad asking to know the strategy to?

Q20. ANSWER

Terrarium: Garden Idle.

Q20. FORENSIC EXPLORER METHODOLOGY

In the Keyword Search module, run a keyword search for “the Strategy”. Hits are located relating to
Terrarium.

Figure 57: Keyword Search > “the strategy”

[F] Keyword Result List | [32] Gallery View Video View
AZY Filenam /|08 Hit

Filename Hits Hit Text

[Z) FBFFEE... 1

11 having many different types. No gun overpowers another, only in the strategy reguired. Both [
[£] 61%3a3... 2

VA | W....FEBNges. .. ....... S....text. @....... Does anyone know the strategy to Terrarium? O

2f2 essage. ... . TextWithEntities.s. ... text. . @....... Does anyone know the strategy to Terrarium? O
2] G1%3al.. 1

1 BSSage. . ... TextWithEntities.s. ... text. @....... Does anyone know the strategy to Terrarium? O

2] 173FF94... 1
1 5, you can get cool stuff like Sacred and Void Shards for free. The strategy matters the mos

[Z) 7oDEFS.. 1

. v s P Y 1 v U S

[=] 0DDDB110-000925383620A01E files_full zip\private\var\mobile\Containers\Data\Application\BF2F...\G13:3a38163057137705668972843833128%:3a977155603 766725905
6 of 6 Visible [LS 338 KB PS5 338 KB] 1 Highlighted [L5 46 KB P5 46 KEB] 0 Checked [L5 0 bytes P50 bytes]

B C D E F 10 11 12 13 14 15 1§ 17 18 15 1A 1B I1C 1D 1E 1F 20 21 Disassembly
72 SF 72 €1 €Z €7 €5 73 01 01 00 00 00 00 00 00 00 00 76 OE 00 00 00 | ..v....color_ranges.......... T ;

€7 €5 7% 01 01 00 00 00 00 00 00 00 00 7€ OC 00 00 00 €% €D €1 €7 €5 | delight_ranges.......... v....image Graphic |
00 00 00 00 00 00 7€ 06 00 00 00 72 €1 €E €7 €5 73 0L OL 00 00 00 00 | _ranges.......... V....ranges...... Data Inspecf
73 74 0L 01 40 00 00 00 00 00 00 00 44 €F €5 73 20 €1 €2 75 €F €2 €5 | ....s....text..@....... Does anyone

74 72 €1 [74 €5 €7 175 20 72 €F 20 54 €5 72 72 €1 72 €9 75 €D 3F 20 4F know [che strategy to Terrarium? © Data Type
20 72 €1 €E €4 £F €D 3F 00 7€ 25 00 00 00 €D €5 73 73 €1 €7 €5 5F 72 | r is it all randomi.vi...message_z A
€1 74 €9 €F €I 3R 22 T4 €9 €D €5 €C €5 €I €5 00 00 00 | ichtext(location:"timeline™)......

€2 €5 €C €5 55 52 4C 01 01 8€ 00 00 00 00 00 70 73 32 | ....s....mobileURL.......... https: ur
foom e em mocm o ;g cm e ma oo e o o PN, PSR - = Lir

The path to the keyword hit files contain the directory BF2FEA88-C397-405D-90EE-A56B2720896C.
The Artifacts module > iOS Application > App Folder UUID iOS identifies this as the Facebook data
folder.

Figure 58: Artifacts > iOS Application > App Folder UUID iOS

Artifact Tree

Fitter: L Mo Filter v = M= & (’;"39?-405D-90EE-A5582?2G395C :] AZ¥ Application Name
=| &2 Filename LuID Application Name
11 || BFZFEAS8-C397-405D-00EE-ASSB27208...  com.facebook.Facebook

(W] = 2024 Magnet CTF - 105 (10) ]

el -Z@ Browsers (11)

m] ¥ chat (5)

[ ] ] Email (2)

o 9 Finance (1)

[ o Health Apps (3)

[ 4 i05 Application (13)

’—[I | % App Folder UUID 05 (174)

—
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A check of the previously identified Facebook account of chadwick,

https://www.facebook.com/profile.php?id=61555027042760, finds a message relating to Terrarium

on the main page:

Figure 59: Facebook > https://www.facebook.com/profile.php?id=61555027042760

Posts 2= Filters

-

’ Chadwick Elms
1 i_ December 28, 2023 - &

Does anyone know the strategy to Terrarium? Or is it all
random?

a3 Like () Comment (L) send £ Share

ChatGPT identified the full name of Terrarium to be “Terrarium: Garden Idle”.

Figure 60: ChatGPT

@ You

What is the ios game Terrarium?

ChatGPT *

The i05 game YELEWUREEIG ELWLIE" is a free-to-play idle gardening game where players start
with some oxygen points and use them to plant and upgrade various cute plants, which in turn

additional features. However, it features frequent ads that can be bypassed by making in-game
purchases. The game is developed by Green Panda Games and is available on devices running
105125 or later (App Store).

g O P

produce more axygen points. The game includes options for decoration and a VIP subscription for
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Q21. CHAT GPT IS MY PREFERENCE FOR Al (25 POINTS)

What is the ChatGPT userID associated with chawickmr95@gmail.com?

Q21. ANSWER

user-xurgQOxumvrujH5ESG17Yhcw.

Q21. FORENSIC EXPLORER METHODOLOGY

It is likely that user ID configuration for an iOS application will be located withing the data folder for
that application. iPhones usually store this type of information in a plist.

To locate the data folder:
1. Select Artifacts > iOS Application > App folder UUID iOS.

2. Filter the Application Name column for Al names to locate com.openai.chat.

3. The data folder for com.openai.chat is BF2FEA88-C397-405D-90EE-A56B2720896C.

Figure 61
[E[ ] Artifact Tree

Fiiter: L] No Filter v 5 = @ (azv vu (#2+ openai.chat
=|[l&Z* Filename UUID Application Name
DE 2024 Magnet CTF - 05 (10) [~ Tt || 6BFASEA3-61CE-4652-A60A-2A9558651E05 com.openai.chat

] :51 Browsers {11)
(18 chat (5)

[ 1 54 Email (2)

] 9 Finance {1)

[] O Health Apps (3)

[] g i0s Application {10)

% App Folder LUID 05 (174)
| = =y i L A e

In the File System module:

1. Inthe File System module Branch plate [ [E* ] the entire case and in the Filename column,
filter for BF2FEA88-C397-405D-90EE-A56B2720896C.

2. Check this folder and use the green checkbox to locate the folder in the tree.

3. Branch plate [ [E: ] just the BF2FEA88-C397-405D-90EE-A56B2720896C folder so that its
content, including sub-folder content, is displayed in the File List on the right-hand side.

4. Right-click in the folder tree and clear all checks. Then check the entire content of the
BF2FEA88-C397-405D-90EE-A56B2720896C folder.

5. Inthe Keyword Search module, run a keyword search on checked items only for

chawickmr95@gmail.com. Two files are located:
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Figure 62

[E7] keyword Result List Gallery View Video View

o = i@? AZ* Filename 18 H
Filename Hits
Q com.openai.chat. StatsigService.plist | 1
L 141
[Z) cache.db-wal 13

#Z¥ File Si
File Signat... Hit Text
Plist {Binary)
vrujHSESGL7¥hew . .chadwickmrS5@gmail .
Salite WaL
hew™, . "email"™: "chadwickmrS5@gmail .

"Personal org for chadwickmrSS@gmail .
=17¥hcew"  "email" :"chadwickmrS5@igmail .

com "

-

cox™,

"
cox",

Examine the metadata of com.openai.chat.StatsigService.plist to reveal the userID to be user-

xurgQOxumvrujH5ESG17Yhcw.

Figure 63: com.openai.chat.StatsigService.plist

Folders Categories

Filter: L Mo Filter

Filename i
G &8
Ce[ [ & 2 8.

| =-B> W] [ | 6BFASEA3-61CE-4652-AG0A-249558)|

[B:[ ]| | Documents (1)

—+HEB:[] [ Library (3)

|| Application Support (3)

[ Caches (10)

B[] [ Cookies (1)

[®+[] [ HTTPStorages (1)

B[] [ | LanguageModeling (1)
B[] en-dynamic.Im (1)

B[] | | Preferences (7)

®:[] [ | Saved Application State (1)

[EH] File List Gallery View Video View () Di @Y category G

@ = 8| (AZ* Filename (227 plist

Filename Extension
(=]t E] .com.apple.mobile_container_manager.met...  plist
==z [Z] Info.plist plist
3 E] com.openai, chat. plist plist
a4 E] com.openai,chat. RemoteFeatureFlags.bScl...  plist
i = [Z] com.openai.chat.RemoteFeatureFlags.plist plist
=] || com.openai.chat.revenuecat.etags. plist plist

I E] com.openai.chat. StatsigService. plist plist I

=] E] com.revenuecat,user_defaults.plist plist
] E] com.segment, storage. oai. plist plist

|| DDD0O3110-000925383620A01E files_full.zip\private\var\mobile\ Containers

9 of 133 Visible [LS 258 KB PS5 258 KB]

1 Highlighted [LY

®:[] [ splashBoard (1) Property Value Ray|
B[] [ webkit (1) EF PList (Binary)
—E: ][] Storekit (1) — @] accountlD b5c12911-e3c0-4961-bbe7-aeclalec3dds b
—®:[] | | SystemData (0) — | planType free
-] [ tmp (2) — @] userD | user-xurgQOxumvrujH5ESG 17Yhow
0[O B 69400998 7- 74 @] userEmai o chadwickmra5s@gmail. com
DD = -
] A4 79 E: 2 |
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Q22. READ MY MIND (25 POINTS)

What message was sent to Rocco in a video game?

Q22. ANSWER

I know youre reading my messages.

Q22. FORENSIC EXPLORER METHODOLOGY

Call of Duty is the game that is most noticeable in the artifacts produced. ChatGPT confirms that Call
of Duty has in-game messaging capabilities:

@ You

In the iPhone game com.activision.callofduty.shooter can you send messages to other users?

ChatGPT

Yes, in the iIPhone game identified by its bundle identifier as "com.activision.callofduty.shooter”,
which is "Call of Duty®: Mobile", you can send messages to other users. The game boasts voice

and text chat features that allow you to communicate with your friends while playing (Apple).

O P

The message was therefore likely to be in the Call of Duty data folder. To determine the data folder
name:

1. In Artifacts > iOS Applications > select App Folder UUID iOS.
2. Filter in the Application name for callofduty.

3. The folder UUID is 3690AAA8-713A-482B-92F1-3F7D3BCC73E6.

Figure 64: Locating the folder UUID of CallOfDuty

Bl Artifact Tree FO ] File List
Filter: L[ No Filter v. = 0 =) & (azv vup (427 callofduty]
=| [&-Z* Filename I Application Name
1 Q 3600AAAS-T13A-982B-92F 1-3F7D3BCCTES com.activision. callofduty. shooter

[1 2= 2024 Magnet CTF -i05 (10) )

[ ,g) Browsers (11)

(1% chat (5)

[ 4] Email (2)

(1€ Finance (1)

e o Health Apps (3)

(] g§ 05 Application (13)
| % App Folder UUID i05 (174)
-] App Permissions iQ 03

48 |Page



Magnet Virtual Summit 2024 CTF —iOS - 00008110-000925383620A01E_files_full.zip

There is no detail in the question as to the potential source file or content of the message. To
browse the Call of Duty data folder:
1. Inthe File System module, filter for the folder: 3690AAA8-713A-482B-92F1-3F7D3BCC73ES6.
2. Perusing the sub-folder structure identifies ChatCache as a likely candidate. Branch plate [ [E*
] just that folder to display its contents in the File List.
3. The JSON file 2023-12-20 looks to hold details of a conversation on that date.

4. Inthe Hex, Text, Display, or Metadta view the content of the message is shown:

Figure 65: Call of Duty data folder (690AAA8-713A-482B-92F1-3F7D3BCC73E6) > ChatCache > 2023-12-20

m Folders E Categories [ File List Gallery view video View () Disk View & Category Graph
Filter: L] No Filter hd &= | (azv Filename o sl 427 Ext |[AZV File Sign | lazv
Filename L - Filename & IsDir... Extension File Signature Exter|
E_Dl—l : feal] 1. - 11920376823511 Yes Folder
4o B 5 :
(19
0 =
o = |=] 00008110-000925383620401E_files_full.zip\private\var\mobile\Containers\Data\Application\3690AAAS-T13A-4828|
_| 1182037682361107226 (1) 2 of 2 Visible [LS 376 bytes PS 376 bytes] 1 Highlighted [LS 376 bytes PS 376 bytes]
@ Property Value Raw Yalue Type
@ = 150N Tree
o N
o 4] TabIndex 4 4 Ustring
i E] Time 1703098327 1703098327 UString
@ ﬂ TimeMeedShow true true Ustring
@ 4| ChatType 1 1 Usting
5y ﬂ IsSender true true UString
@ ﬂ Content | 1 know youre reading my messages |1 know youre reading my ... UString
' [ ] Ownerld B TS7A50958 0722036 6157450058107220364  UString
@ ﬂ PlayerID 1192037682361107226 1192037682361107226 UString
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Q23. SEASONS GREETINGS (25 POINTS)

What was the first emoji that was sent to Susan?

Q23. ANSWER

Christmas tree (or possibly a Potted Plant [see below]).

Q23. FORENSIC EXPLORER METHODOLOGY

In the Artifacts module:

1. Use the Search Artifact Results button to run a search for the keyword susan.

2. Search results indicate SMS to be the source.

Figure 66: Artifacts > Search Artifact Results > “susan”

B Search Artifacts Results = [m] *

Feyword Count: 1

Ertifacts Module:

Bates ID RegEx Search Term Folder Hatch Text

457251 susan InteractionsC Contacts i05... Susan

457423 susan InteractionsC Interactions... Susan

4£7484 susan Contacts Details i0S Susan

45487 susan SMS w4 i05 Merry Christmas, Chad! It is Susan. Now you haw
45487 susan SMS w4 i05 Merry Christmas, Chad! It is Susan. Now you haw
45488 susan SMS w4 i05 Merry Christmas Susan!d how have you been?

Match Summary:
RegEx Term Hits

Total Rrtifacts: 5
Search Artifacts Results finished.

Search Artifacts Results finished.
Time Taken: 00:00:04 I

Copy to Clipboard Save CSV and Close

3. Select Mobile > SMS v4 iOS and filter on the Text and Attribute body columns for susan:

5};’5 = {é}' 8 Date '8 Date Read A2Y Text !“f‘ susan

Date &+ Date Read Text Attributed Body Carve
[t Q 25-Dec-2023 4:17:53 PM 25-Dec-2023 7:04: 25 PM Merry Christmas, Chad! Itis Susa...  Merry Christmas, Chad! Itis Susan. Now y
F z Q 25-Dec-2023 7:06: 24 PM Merry Christmas Susan!8 how have you bg

The message dated 25-Dec-2023 7:06:24 PM contains and emoji. In order to determine the exact
emoji, it is necessary to read the raw data. The source data is:

e \private\var\mobile\Library\SMS\sms.db
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To locate and examine sms.db:

6. In the File System module Branch plate [ [B ] the entire case and in the Filename column,

filter for sms.db.

7. Switch to Hex in the bottom window. In the Hex view, press CTRL F to open the find bar.

Enter the text Merry Christmas Susan!
8. Change the search type to ANSI. Press the Find to locate the text.
9. The first 4 bytes after Merry Christmas Susan! are FO 9F 8E 84.

Figure 67: File System > Filename filter for sms.db

[F] File List Gallery View Video View || Disk View @8 Category Graph

e

S(fl. =| |99 [ﬁj—' sms.db ]F';f' Ext || #&E¥ File Signature #2¥ Extension
Filename + Extension File Signature Extension Misma

[]1 || sms.db db SMS i0S w4 Mo

2 Q sms.db-shm db-shm Sqlite SHM Mo

[] 3 [Z] sms.db-wal db-wal Sqlite WAL Mo

|—] 0000S8110-000925383620A01E files_full.zip private\var\mobile\ Libran/\ SMS\sms.db

3 of 442553 Visible [L5 1.3 MBE_P5 1.3 ME] 1 Highlighted [L5 364 KB PS5 364
l\‘lerry Christmas Susan! I AMSI [ Caze sensitive || Whole words
l 2 3 4 5 &€ 7 &8 % A B C

0005:6554 7 0l 54 01 ZB ZE 72 75

Q005:6561 3 68 72 €9 73 74 €D 53 7 Christmas Su
0005:65¢E 1 GE FO SF 3E 24| 20 €8 &F 77 20 how
0005:e57E €3 €1 7& €5 Z0 7% €F 75 Z0 €2 €5 €5 €E | have you bkeen
0005:6588 3F 20 8¢ 84 02 €% 45 01 2C 32 54 84 84 | 7 .. .iI.,....
0005:6595 OC 4E 52 44 £5% €3 74 €3 €F €E €1 72 7% | .N5Dictionary
0005:65R2 00 54 24 01 €5 01 52 24 S 9¢ 1D 5F 5F i... ...

10. Search online for the emoji equivalent of FO 9F 8E 84.

Figure 68: ChatGPT > “What is the emoji FO9F 8E 84?”

ChatGPT

joy, warmth, and tradition associated with the holiday.

h O D &

The emaji represented by the Unicode sequence "Fo SF 8E 847 is & ,the Christmas Tree emaji.

This emaji is commonly used to convey the Christmas season, festive celebrations, and feelings of
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DB Browser For SQLite

As the data is stored in an SQLite database, which uses -wal (Write Ahead Logic) and -shm (Shared
Memory File) it is prudent to undergo the same test using an SQLite program.\
1. In the File System module, highlight the sms.db, sms.db-shm, and sms.db-wal, right-click
and Export Folder and Files...
2. Once exported, navigate to the sms.db and open the file with DB Browser For SQLite.
3. Using the reference information from the Artifacts module Location column, navigate to the
message table, row 50 and examine the blob data for the attributedBody column.

4. The hex data for the emoji is also FO 9F 8E 84.

Figure 69: DB Browser for SQLite

Mode: Binary - [E = E L_|j & &
0000 04 Ob 73 74 72 65 61 6d 74 79 70 €5 64 81 e8 03 | ..streamtyped...
0010 84 01 40 54 84 84 12 4e 53 41 74 74 72 69 62 75 | ..@....NSAttribu
0020 74 65 64 53 T4 72 €9 6e &7 00 84 84 08 4e 53 4f | tedString....NSO
0030 62 6a 65 63 T4 00 85 92 54 24 54 08 4e 53 53 74 | biect....... NSSt
0040 72 69 6e €7 Ol 94 84 0l 2b 2e 4d €5 72 72 79 20 | ring....+.Merry
0050 43 €8 72 69 73 74 &d €1 73 20 53 75 73 61 €= 21 | Christmas Susan!
0060 20 68 6f 77 20 68 61 76 €5 20 79 &f | [ now have vo
0070 75 20 €2 65 65 €= 3f 20 86 24 02 €9 49 01 2c 92 | u been? ...il.,.
0080 54 84 84 Oc 4= 53 44 €9 63 74 €9 6f 62 61 72 79 | ....NSDictionary
0090 00 94 84 01l €9 0L 92 84 96 96 1d Sf 5f €b 49 4d | ....di...... KIM
00al0 4d &5 73 73 61 67 65 50 &1 72 74 41 T4 T4 T2 &9 | MessagePartAttri
00b0 62 75 74 65 4e 61 6d 65 86 92 84 84 84 08 4e 53 | buteName...... WS
00c0 4= 75 6d 62 €5 72 00 84 84 07 4= 53 56 61 6c 75 | Number....NSValu
00d0 65 00 94 84 0l 2a 54 99 99 00 86 56 56 Eee F i,

Other SMS data sources

i0OS SMS message details are known to be replicated in other files in an iOS device. A Keyword
Search for Christmas Susan! identifies additional files as:

e _ATXDataStore.db
e knowledgeC.db
e 722972402610564

It should be noted that in sms.db, sms.db-wal, and the additional files, there is a variation of how
the emoji is stored:

e FO 9F AA B4 (the third character is stored as AA not 8E).
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Figure 70: Keyword Search > Christmas Susan!

[ Keyword Result List | (53] Gallery View video View

(= 8 (42" Filename 18 H 18 Hit Offset (|
Filename Hits Hit Text Hit Offset (File)
[C] _ATxDataStore.dd 1
L '"Tbytes®. .. *—_+.)Christmas Susan! &... how have yo £15530
= [Z] knowledgec.db 2
I: “UbytesO. . _*-_+_)Christmas Susan! 4d... how hawve yo 2285957
O..f.._&._.__..... IChristmas Susan! 3... how hawve yo 2287959
B [Z) sms.db 3
tring....+.Merry Christmas Susan!d... how have you 353034
E .. _NSString....+)Christmas S‘ulsan[ how hawve yo 353957
tring....+.Merry Christmas Susan!d... how have you 354206
=] [Z] sms.db-wal 3
tring....+.Merry Christmas Susan!d... how have you 965514
E -..H55tring. .. .+)Christmas Susan! d... how hawve yo 965347
tring....+.Merry Christmas Susan!d... how have you 966086
=] [Z] 722972402510564 2
I: “UbytesO. . _*—-_+_)Christmas Susan! 4d... how hawve yo 262500
O..f.._&._.__..... IChristmas Susan! 3... how hawve yo 264502

[Z] 00D02110-000925383620A01E files_full zip\private\varimobile\LibranASMS\sms.db

5 of 5 Visible [L5 65 ME PS 6.5 MB] 1 Highlighted [LS 364 KB PS5 364 KB] 0 Checked [L50
- _— - - __________________ - ——— |
F 10 11 12 13 14 15 1g 17 15 15 1& 1B 1C 1D 1E 1F 20 21 22

Es 73 74 €D €L 72 20 52 75 73 &l String....+!Christmas Susan![JENEH n
EE 3F 20 8¢ 84 02 €% 43 01 27 32 ow hawve you been? . _iT_'_____ WSDic
e 5 10 5F SF £B 49 4D 4D £5 73 73 £1 £7 £5 50 £1 7% 74 41 | tionarw i LrTMMessagelartd

Emoji FO 9F AA B4 represents a Potted Plant.

You
What is the emoji represented by the Unicode sequence FO 9F AA B4

ChatGPT

The Unicode sequence "FO 9F AA B4" represents the emoji = , which is the "Potted Plant” emaiji.

Anecdotally it seems more likely that a Christmas message on 25 December would be accompanied
by a Christmas tree emoji rather than a potted plant.
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Q24. FOLLOW THE BREADCRUMBS (50 POINTS)

How many times did Chad's keyboard become visible within the Amazon app on 12/24/2023?

Q24. ANSWER

2 times.

Q24. FORENSIC EXPLORER METHODOLOGY

In the Artifacts module:

1. SelectiOS Application > Biome Text Input Session iOS.

2. Apply a column filter for Created (UTC) and Title.

Figure 71: Artifacts > iOS Application > Biome Text Input Session iOS

Artifact Tree

Filter: L[ No Filter v = Qg E] @ [T 24-Dec ] (8 Modified (UTC) AZY Source Name
=|[[&Z* Filename Created (UTC) Modified {UTC) Title Source Name

. . |:| 1 Q 24-Dec-2023 8:06:02 PM 24-Dec-2023 8:06:02 PM com.amazon. Amazon 722655735826773
CIE= 2024 Magnet CTF -i05 (10) 1]
— |:| 2 Q 24-Dec-2023 8:07:01PM 24-Dec-2023 8:07:01PM com.amazon. Amazon T22655735826773

[] (&) Browsers (11)
(1% chat (5)

[ 54 Email (2)

[] 9 Finance (1)

1) Health Apps (3)

& 105 Application (13)

] % App Folder UUID 05 (174)
] App Permissions i05 (108)

1 E5] App State i05 (182)

1 3 Biome App Intent 05 (154)

] 3 Biome App Launch i0S {1043)
1 3 Biome Keybag Lock States i0S (143) %
1 3 Biome Plugged-in States 05 (72)
1 3 Biome Safari History 05 (28)

1 G Biome Text Input Session i0S (389)
1 3 Biome User Activity i0S (72)
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